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This collection explores the relevance of global trade law for data, big data and cross-
border data flows. Contributing authors from different disciplines including law, eco-
nomics and political science analyze developments at the World Trade Organization
and in preferential trade venues by asking what future-oriented models for data govern-
ance are available and viable in the area of trade law and policy. The collection paints
the broad picture of the interaction between digital technologies and trade regulation as
well as provides in-depth analyses of critical to the data-driven economy issues, such as
privacy and AI, and different countries’ perspectives. This title is also available as Open
Access on Cambridge Core.

Mira Burri is a senior lecturer at the University of Lucerne and the principal investi-
gator of the research project ‘The Governance of Big Data in Trade Agreements.’ For
more than a decade now, she has worked in the area of digital trade law, publishing a
number of key studies and advising governments, the European Parliament and NGOs
on the topic.

www.cambridge.org/9781108843591
www.cambridge.org


Cambridge University Press
978-1-108-84359-1 — Big Data and Global Trade Law
Edited by Mira Burri 
Frontmatter
More Information

www.cambridge.org© in this web service Cambridge University Press

www.cambridge.org/9781108843591
www.cambridge.org


Cambridge University Press
978-1-108-84359-1 — Big Data and Global Trade Law
Edited by Mira Burri 
Frontmatter
More Information

www.cambridge.org© in this web service Cambridge University Press

Big Data and Global Trade Law

Edited by

MIRA BURRI

University of Lucerne

www.cambridge.org/9781108843591
www.cambridge.org


Cambridge University Press
978-1-108-84359-1 — Big Data and Global Trade Law
Edited by Mira Burri 
Frontmatter
More Information

www.cambridge.org© in this web service Cambridge University Press

University Printing House, Cambridge cb2 8bs, United Kingdom

One Liberty Plaza, 20th Floor, New York, ny 10006, USA

477 Williamstown Road, Port Melbourne, vic 3207, Australia

314–321, 3rd Floor, Plot 3, Splendor Forum, Jasola District Centre, New Delhi – 110025, India

103 Penang Road, #05–06/07, Visioncrest Commercial, Singapore 238467

Cambridge University Press is part of the University of Cambridge.

It furthers the University’s mission by disseminating knowledge in the pursuit of
education, learning, and research at the highest international levels of excellence.

www.cambridge.org
Information on this title: www.cambridge.org/9781108843591

doi: 10.1017/9781108919234

© Cambridge University Press 2021

This work is in copyright. It is subject to statutory exceptions
and to the provisions of relevant licensing agreements;

with the exception of the Creative Commons version the link for which is provided below,
no reproduction of any part of this work may take place without the written

permission of Cambridge University Press.
An online version of this work is published at doi.org/10.1017/9781108919234 under a Creative Commons
Open Access license CC-BY-NC-ND 4.0 which permits re-use, distribution and reproduction in any

medium for non-commercial purposes providing appropriate credit to the original work is given. You may
not distribute derivative works without permission. To view a copy of this license, visit https://

creativecommons.org/licenses/by-nc-nd/4.0
All versions of this work may contain content reproduced under license from third parties.

Permission to reproduce this third-party content must be obtained from these third-parties directly.
When citing this work, please include a reference to the DOI 10.1017/9781108919234

First published 2021

A catalogue record for this publication is available from the British Library.

Library of Congress Cataloging–in–Publication Data
names: Burri, Mira, editor.

title: Big data and global trade law / edited by Mira Burri, University of Lucerne.
description: Cambridge, United Kingdom ; New York, NY : Cambridge University Press, 2021.

identifiers: lccn 2020046984 (print) | lccn 2020046985 (ebook) | isbn 9781108843591 (hardback) |
isbn 9781108825924 (paperback) | isbn 9781108919234 (epub)

subjects: lcsh: Transborder data flow––Law and legislation. | Big data. | Data protection––Law and
legislation. | Foreign trade regulation. | World Trade Organization. | Blockchains (Databases)––Law and

legislation. | Artificial intelligence––Law and legislation.
classification: lcc k4305 .B54 2021 (print) | lcc k4305 (ebook) | ddc 343.08/15––dc23

LC record available at https://lccn.loc.gov/2020046984
LC ebook record available at https://lccn.loc.gov/2020046985s

isbn 978-1-108-84359-1 Hardback

Cambridge University Press has no responsibility for the persistence or accuracy
of URLs for external or third-party internet websites referred to in this publication

and does not guarantee that any content on such websites is, or will remain,
accurate or appropriate.

www.cambridge.org/9781108843591
www.cambridge.org


Cambridge University Press
978-1-108-84359-1 — Big Data and Global Trade Law
Edited by Mira Burri 
Frontmatter
More Information

www.cambridge.org© in this web service Cambridge University Press

Contents

List of Figures page ix
List of Tables xi
List of Contributors xiii
List of Abbreviations xxv

Introduction 1

Mira Burri

part i global trade law and policy in the age

of big data 9

1 Data Flows and Global Trade Law 11

Mira Burri

2 Data Flow-Related Provisions in Preferential Trade

Agreements: Trends and Patterns of Diffusion 42

Manfred Elsig and Sebastian Klotz

3 The Costs of Data Protectionism 63

Martina F. Ferracane

4 WTO Law and Cross-Border Data Flows: An Unfinished Agenda 83

Andrew D. Mitchell and Neha Mishra

part ii from e-commerce to big data and ai: emerging

issues in global trade law 113

5 Artificial Intelligence and Trade 115

Anupam Chander

v

www.cambridge.org/9781108843591
www.cambridge.org


Cambridge University Press
978-1-108-84359-1 — Big Data and Global Trade Law
Edited by Mira Burri 
Frontmatter
More Information

www.cambridge.org© in this web service Cambridge University Press

6 Blockchain’s Practical and Legal Implications for Global

Trade and Global Trade Law 128

Emmanuelle Ganne

7 TRIPS Meets Big Data 160

Daniel J. Gervais

8 Big Data, AI and Border Enforcement of Intellectual

Property Rights: Impact on Trade Flows 177

Xavier Seuba

part iii safeguarding privacy and other users’

rights in the age of big data 193

9 Futuring Digital Privacy: Reimaging the Law/Tech Interplay 195

Urs Gasser

10 The Algorithmic Learning Deficit: Artificial Intelligence,

Data Protection and Trade 212

Svetlana Yakovleva and Joris van Hoboken

11 Panta Rhei: A European Perspective on Ensuring

a High Level of Protection of Human Rights in a World

in Which Everything Flows 231

Kristina Irion

part iv global perspectives on digital trade

governance 243

12 Data Regulation with Chinese Characteristics 245

Henry S. Gao

13 Regulatory Convergence of Data Rules in Latin America 268

Rodrigo Polanco

14 Uploading CPTPP and USMCA Provisions to the WTO’s

Digital Trade Negotiations Poses Challenges for National

Data Regulation: Example from Canada 301

Patrick Leblond

15 Data Ownership and Data Access Rights: Meaningful Tools

for Promoting the European Digital Single Market? 316

Florent Thouvenin and Aurelia Tamò-Larrieux

vi Contents

www.cambridge.org/9781108843591
www.cambridge.org


Cambridge University Press
978-1-108-84359-1 — Big Data and Global Trade Law
Edited by Mira Burri 
Frontmatter
More Information

www.cambridge.org© in this web service Cambridge University Press

16 Data Is Different, So Policymakers Should Pay Close Attention to

Its Governance 340

Susan Ariel Aaronson

Index 361

Contents vii

www.cambridge.org/9781108843591
www.cambridge.org


Cambridge University Press
978-1-108-84359-1 — Big Data and Global Trade Law
Edited by Mira Burri 
Frontmatter
More Information

www.cambridge.org© in this web service Cambridge University Press

www.cambridge.org/9781108843591
www.cambridge.org


Cambridge University Press
978-1-108-84359-1 — Big Data and Global Trade Law
Edited by Mira Burri 
Frontmatter
More Information

www.cambridge.org© in this web service Cambridge University Press

Figures

1.1 Evolution of PTAs with digital trade provisions (2000–2019) page 22

1.2 PTAs with digital trade provisions: average number of articles
and words 23

2.1 Interventions on e-commerce in the WTO General Council,
1995–2018 43

2.2 The evolution of e-commerce and data flow regulation in PTAs,
2000–2018 49

2.3 The Scope 1 indicator, 2000–2018 50

2.4 The Scope 2 indicator, 2000–2018 50

2.5 The depth indicator, 2000–2018 51

2.6 The flexibility indicator, 2000–2018 52

2.7 The Scope 2 indicator and the count of PTA partners 53

2.8 The network of PTAs regulating e-commerce and data flows 54

2.9 A heat map on text-as-data analysis of e-commerce and data
flow chapters in PTAs 55

2.10 Dot plots for the indicators 57

2.11 The depth in relation to the other indicators 59

2.12 PTAs and digital trade restrictiveness 60

3.1 Data Restrictiveness Index, 2006–2016 68

3.2 Data Restrictiveness Index, by country (2017) 68

3.3 Firm productivity gains from lifting data restrictions, by country 72

3.4 Trade gains from lifting data restrictions, by country 76

7.1 WTO work on AI and Big Data in thematic areas 166

13.1 Latin American PTAs with e-commerce and data flow provisions 272

14.1 Illustrating the relative positions of the main proposals to the WTO’s
plurilateral negotiations on e-commerce 314

16.1 Why and how do governments restrict cross-border information flows? 357

ix

www.cambridge.org/9781108843591
www.cambridge.org


Cambridge University Press
978-1-108-84359-1 — Big Data and Global Trade Law
Edited by Mira Burri 
Frontmatter
More Information

www.cambridge.org© in this web service Cambridge University Press

www.cambridge.org/9781108843591
www.cambridge.org


Cambridge University Press
978-1-108-84359-1 — Big Data and Global Trade Law
Edited by Mira Burri 
Frontmatter
More Information

www.cambridge.org© in this web service Cambridge University Press

Tables

1.1 PTAs concluded with digital trade provisions per year (2000–2019) page 22

1.2 PTAs with e-commerce chapters: average number of provisions
and words (2000–2019) 23

1.3 Overview of data-related provisions in PTAs 26

1.4 Overview of privacy-related provisions in PTAs 29

2.1 Summary statistics on the indicators 49

3.1 Categories covered in the Data Restrictiveness Index and their
weights 67

6.1 Types of blockchain platforms 130

13.1 Latin American PTAs with e-commerce or data flow provisions 271

13.2 PTAs concluded with e-commerce provisions per region 273

13.3 Total PTAs and Latin American PTAs with e-commerce and data
flows provisions 274

13.4 Personal data provisions in Latin American PTAs 282

13.5 Data flow provisions in Latin American PTAs 288

xi

www.cambridge.org/9781108843591
www.cambridge.org


Cambridge University Press
978-1-108-84359-1 — Big Data and Global Trade Law
Edited by Mira Burri 
Frontmatter
More Information

www.cambridge.org© in this web service Cambridge University Press

www.cambridge.org/9781108843591
www.cambridge.org


Cambridge University Press
978-1-108-84359-1 — Big Data and Global Trade Law
Edited by Mira Burri 
Frontmatter
More Information

www.cambridge.org© in this web service Cambridge University Press

Contributors

Susan Ariel Aaronson is Research Professor of International Affairs at the Elliott
School of International Affairs of the George Washington University and Director of
the Digital Trade and Data Governance Hub. Aaronson is also a cross-disciplinary
fellow and a senior fellow at the think tank Center for International Governance
Innovation (CIGI) in Canada. Aaronson was previously the Carvalho Fellow at the
Government Accountability Project and the Minerva Chair at the National
War College.
Aaronson’s research examines the relationship between economic change and

human rights. She is currently directing projects on mapping data governance, and
writing on comparative advantage in data, data and national security, and the US
approach to stimulating AI. Her research has been funded by the Hewlett,
MacArthur, Ford, and Rockefeller Foundations, governments, such as those of the
Netherlands, United States, and Canada; the United Nations, the International
Labour Organization, and the World Bank; and US corporations including Ford
Motor and Levi Strauss. Aaronson is a frequent speaker on public understanding of
globalization issues and international economic developments. She regularly com-
ments on international economics on ‘Marketplace’ and was a monthly commen-
tator on ‘All Things Considered’ and ‘Morning Edition’. She has also appeared on
CNN, the BBC, and PBS to discuss trade and globalization issues. Aaronson was a
guest scholar in economics at the Brookings Institution (1995–1999) and a research
fellow at the World Trade Institute (2008–2012).
In recent years, she has been a pro bono advisor to the UN Special Representative

on Transnational Corporations and Human Rights and the Congressional Human
Rights Caucus. She has also consulted for the International Labour Organization;
the World Bank; Free the Slaves; the Ford Foundation; the Extractive Industries
Transparency Initiative; the Progressive Policy Institute; the Stanley Foundation;
several corporations; and the governments of Canada, Belgium, and the
Netherlands, among others.

xiii

www.cambridge.org/9781108843591
www.cambridge.org


Cambridge University Press
978-1-108-84359-1 — Big Data and Global Trade Law
Edited by Mira Burri 
Frontmatter
More Information

www.cambridge.org© in this web service Cambridge University Press

Mira Burri is Professor of International Economic and Internet Law and managing
director for internationalization at the Faculty of Law of the University of Lucerne.
She teaches international intellectual property, media, Internet, and trade law. Prior to
joining the University of Lucerne, Mira Burri was a senior fellow at the World Trade
Institute at the University of Bern, where she led a project on digital technologies and
trade governance as part of the Swiss National Centre of Competence in Research
(NCCR): Trade Regulation. Mira received her law degree from the University of
Sofia and a Master of Advanced European Studies (MAES) from the Europe Institute
of the University of Basel. Her doctoral thesis dealt with EU competition law and was
awarded the Professor Walther Hug prize (2006/2007). Mira completed her habilita-
tion in 2015 with venia docendi for international economic law, European and
international communications and media law, as well as Internet law.

Mira’s current research interests are in the areas of digital trade, culture, copy-
right, data protection, and Internet governance. Mira is the principle investigator of
the project ‘The Governance of Big Data in Trade Agreements’, sponsored by the
Swiss National Science Foundation. She consults the European Parliament,
UNESCO, the WEF, EFTA and others on issues of digital innovation and cultural
diversity. Mira has co-edited publications Free Trade versus Cultural Diversity

(Schulthess, 2004); Digital Rights Management: The End of Collecting Societies?

(Stämpfli et al., 2005); Intellectual Property and Traditional Cultural Expressions in

a Digital Environment (Edward Elgar, 2008); Governance of Digital Game

Environments and Cultural Diversity (Edward Elgar, 2010), and Trade Governance

in the Digital Age (Cambridge University Press, 2012). She is the author of Public
Service Broadcasting 3.0 (Routledge, 2015). Mira’s publications are available at
http://ssrn.com/author=483457.

Anupam Chander is Professor of Law at Georgetown University. The author of the
widely reviewed book, The Electronic Silk Road (Yale University Press, 2013),
Chander is an expert on the global regulation of new technologies. A graduate of
Harvard College and Yale Law School, he clerked for Chief Judge Jon O. Newman
of the Second Circuit Court of Appeals and Judge William A. Norris of the Ninth
Circuit Court of Appeals. He practised law in New York and Hong Kong with
Cleary, Gottlieb, Steen & Hamilton. He has been a visiting law professor at Yale, the
University of Chicago, Stanford, Cornell, and Tsinghua.

Anupam Chander previously served as the director of the California International
Law Center and Martin Luther King Jr. Professor of Law at UC Davis. A member of
the American Law Institute, he has also served on the Executive Council of the
American Society of International Law, where he co-founded the International Law
and Technology Interest Group. He serves as a judge of the Stanford Junior
International Faculty Forum. A recipient of Google Research Awards and an
Andrew Mellon grant on the topic of surveillance, he has worked with ICTSD/
World Economic Forum expert groups on the digital economy. He serves as an

xiv List of Contributors

www.cambridge.org/9781108843591
www.cambridge.org


Cambridge University Press
978-1-108-84359-1 — Big Data and Global Trade Law
Edited by Mira Burri 
Frontmatter
More Information

www.cambridge.org© in this web service Cambridge University Press

Adjunct Senior Research Scholar at Columbia University’s School of International
and Public Policy, a faculty advisor to Georgetown’s Institute for Technology Law
and Policy, and as a faculty affiliate of Yale’s Information Society Project.

Manfred Elsig is Professor of International Relations, Deputy Managing Director
and Director of Research of the World Trade Institute of the University of Bern.
Between 2013 and 2017 he was the director of the NCCR Trade Regulation. He
studied at the universities of Bern and Bordeaux and earned a degree in political
science. He worked from 1997 to 1999 at the Swiss Federal Office for Foreign
Economic Affairs. He later joined the Political Science Institute at the University
of Zurich and received his PhD (Dr. Phil) in 2002 with a dissertation on European
Union trade policy. From 2002 to 2004 he worked for the UBS financial services
group and as a personal advisor to the Minister of Economy of Canton Zurich. In
2004–2005 he was a teaching fellow at the International Relations Department at the
London School of Economics and Political Science. From 2005 to 2009, he worked
as a postdoc fellow at the World Trade Institute and at the Graduate Institute of
International and Development Studies in Geneva. From 2009 to 2013 he was an
assistant professor at the World Trade Institute.
Manfred’s research focuses primarily on the politics of international trade,

regional trade agreements, European trade policy, international organizations,
US–EU relations, and private actors in global politics. He has published in inter-
national peer-reviewed journals including International Studies Quarterly,

European Journal of International Relations, European Union Politics, Journal of

European Public Policy, Journal of Common Market Studies, Review of International

Organizations, Review of International Political Economy, and World Trade Review.
He has been visiting lecturer/visiting professor at the University of Zurich, the
University of Geneva, the Graduate Institute of International and Development
Studies, the London School of Economics and Political Science, and the
Thunderbird School of Global Management. His courses include international
political economy, international relations theories, international institutions, global-
ization and European integration, and research methods.

Martina F. Ferracane is Max Weber Fellow at the European University Institute
and Research Associate at the European Center for International Political Economy
(ECIPE). Martina is passionate about policymaking and technological innovation.
She has been awarded a PhD on the topic of cross-border data flows at University of
Hamburg, where she has also received a postdoctoral scholarship to investigate the
topic of creative pedagogy in the digital era. In her academic career, she has been
affiliated with the European University Institute (Policy Leaders Fellow in 2018 and
currently Max Weber Fellow), Columbia University and the California
International Law Center. On top of regulatory issues connected to data flows,
including trade governance, cybersecurity, and privacy, her work covers topics
related to digital transformation, digital education, and entrepreneurship.

List of Contributors xv

www.cambridge.org/9781108843591
www.cambridge.org


Cambridge University Press
978-1-108-84359-1 — Big Data and Global Trade Law
Edited by Mira Burri 
Frontmatter
More Information

www.cambridge.org© in this web service Cambridge University Press

Martina founded and manages the FabLab Western Sicily, a non-profit organiza-
tion which brings creative digital education to Sicilian kids and she was listed in
‘Forbes 30 under 30’ for her work with Oral3D, a start-up she co-founded in the area
of 3D printing and dentistry. For her work in these areas, she was listed in
2018 among the fifteen most influential Italian women on digital issues. She acts
regularly as a consultant on digital trade and data flows for several institutions,
including the United Nations, the European Commission, WEF, and the World
Bank. More about Martina’s work can be found at www.martinaferracane.com.

Emmanuelle Ganne is Senior Analyst in the Economic Research and Statistics
Division of the World Trade Organization, where she leads WTO’s work on
blockchain. She is the author of a recently published WTO book entitled Can

Blockchain Revolutionize International Trade?. Ganne is also WTO’s lead on micro-
, small- and medium-sized enterprises. Prior to this, she held the position of Vice
President and Managing Director for Europe at the Allam Advisory Group (AAG), a
team of former C-level executives and senior diplomats that specializes in helping
businesses expand their operations globally. Before joining AAG, she held various
positions at the WTO, including as counsellor to Director-General Pascal Lamy,
and in the Accessions Division where she assessed trade policies of governments
wishing to join the WTO and advised them on how to improve their business
environment.

Before joining the WTO in 2002, Emmanuelle Ganne worked for the
Organisation of Economic Cooperation and Development, putting in place the
Stability Pact Anti-Corruption Initiative, which assisted South Eastern European
states curb corruption. Ganne was a 2009 Yale World Fellow.

Henry S. Gao is Associate Professor of Law at Singapore Management University.
With law degrees from three continents, he started his career as the first Chinese
lawyer at the WTO Secretariat. Before moving to Singapore in late 2007, he taught
law at the University of Hong Kong, where he was also the Deputy Director of the
East Asian International Economic Law and Policy Program. He has taught at the
IELPO programme in Barcelona and the Academy of International Trade Law in
Macau, and was the academic coordinator to the first Asia-Pacific Regional Trade
Policy Course officially sponsored by the WTO. Widely published on issues relating
to China and the WTO, Gao’s research has been featured by CNN, BBC, The
Economist, Wall Street Journal, and Financial Times. He has advised many national
governments as well as the WTO, the World Bank, the Asian Development Bank,
APEC, and ASEAN on trade issues. He sits on the Advisory Board of the WTO
Chairs Programme, which was established by the WTO Secretariat in 2009 to
promote research and teaching on WTO issues in leading universities around the
world. He is also a member of editorial board of Journal of Financial Regulation,
which was launched by Oxford University Press in 2014. Gao is currently working on
issues relating to digital trade, WTO reform, and the Belt and Road Initiative.

xvi List of Contributors

www.cambridge.org/9781108843591
www.cambridge.org


Cambridge University Press
978-1-108-84359-1 — Big Data and Global Trade Law
Edited by Mira Burri 
Frontmatter
More Information

www.cambridge.org© in this web service Cambridge University Press

Urs Gasser is Professor of Practice and Executive Director of the Berkman Klein
Center for Internet and Society at Harvard University. In addition to his appoint-
ments at Harvard, Gasser has had visiting professorships at the Singapore
Management University School of Law, the University of Zurich Faculty of Law,
KEIO University, and the University of St. Gallen, and taught at Fudan University
School of Management. He serves as a trustee on the boards of the Digital Asia Hub,
and the Research Center for Information Law at the University of St. Gallen. He was
formerly a member of the International Advisory Board of the Alexander von
Humboldt Institute for Internet and Society in Berlin, a trustee of the NEXA
Center for Internet and Society at the Polytechnic of Turin, a Fellow at the
Gruter Institute for Law and Behavioral Research, and served as a senior advisor
to the World Economic Forum’s Future of the Internet Initiative, where he cur-
rently is a member of the Global Future Council on New Metrics. He currently also
serves as a member of the German Digital Council, appointed by Angela Merkel.
Urs Gasser is the co-author of Born Digital: Understanding the First Generation of

Digital Natives (Basic Books, 2008 and 2016, with John Palfrey) that has been
translated into ten languages (including Chinese), and co-author of Interop: The
Promise and Perils of Highly Interconnected Systems (Basic Books, 2012, with John
Palfrey). Recent book publications include Remembering and Forgetting in the

Digital Age (Springer, 2018, co-editor) and Big Data, Health Law, and Bioethics

(Cambridge University Press, 2018, co-editor).
Gasser’s research and teaching activities focus on information law, policy, and

society issues and the changing role of academia in the digitally networked age.
Current projects – several involving the Global Network of Internet and Society
Centers, which he helped to incubate – focus on the governance of evolving and
emerging technologies, such as cloud computing, the Internet of Things, aug-
mented reality, and artificial intelligence, with a particular interest in privacy and
security issues and the broader implications of these technologies, including ques-
tions of agency and autonomy. As a longer term research interest, he studies the
patterns of interaction between law and innovation, and innovation with the legal
system in the digital age. Gasser frequently acts as a commentator on digital
technology, policy, and society issues for the US and European media.

Daniel J. Gervais is Milton R. Underwood Chair in Law and Director of the
Intellectual Property Program, Vanderbilt Law School. He also holds a Chair in
Information Law at the University of Amsterdam and a Professor II position at the
University of Oslo. His work focuses on international intellectual property law,
having spent ten years researching and addressing policy issues as a as legal officer
at the World Trade Organization, as head of the Copyright Projects section of the
World Intellectual Property Organization, and Deputy Secretary General of
International Confederation of Societies of Authors and Composers, and Vice
Chair of the International Federation of Reproduction Rights Organizations. He is

List of Contributors xvii

www.cambridge.org/9781108843591
www.cambridge.org


Cambridge University Press
978-1-108-84359-1 — Big Data and Global Trade Law
Edited by Mira Burri 
Frontmatter
More Information

www.cambridge.org© in this web service Cambridge University Press

the author of The TRIPS Agreement: Drafting History and Analysis, a leading guide
to the text that governs international intellectual property rights (5th edition, 2021).

Before joining Vanderbilt Law School in 2008, Daniel Gervais served as acting
dean and vice dean of the Common Law Section at the University of Ottawa. Before
entering the academy, he practised law as a partner with the technology law firm BCF
inMontreal. He was also a consultant with the Paris-based Organisation for Economic
Cooperation and Development. He has been a visiting professor at numerous inter-
national universities and a visiting scholar at Stanford Law School. In 2012, he was the
Gide Loyrette Nouel Visiting Chair at Sciences Po Law School in Paris. He served for
ten years as editor-in-chief of the peer-reviewed Journal of World Intellectual Property.
In 2012, he was the first North American law professor admitted to the Academy of
Europe. In 2017–2019 he served as Chairman of the International Association for the
Advancement of Teaching and Research in Intellectual Property (ATRIP). He is a
member of the American Law Institute, where he serves as an Associate Reporter on
the Restatement of the Law, Copyright project.

Kristina Irion is Associate Professor at the Institute for Information Law (IViR),
University of Amsterdam. She is also the coordinator of the Research Master’s
programme in Information Law and faculty organizer of the Annual IViR
Summer Course on Privacy Law and Policy. Until 2017, she was Associate
Professor at the School of Public Policy at Central European University in
Budapest. Irion obtained her Dr. iuris degree in EU competition law in the
communications sector from the Martin Luther University, Halle-Wittenberg, and
holds a Master’s degree in Information Technology and Telecommunications Law
from the University of Strathclyde, Glasgow. Before academia, she worked as a part-
time legal officer at the Data Protection Authority in Berlin and as Senior
Regulatory Counsel for a German mobile network operator. Irion also gained
working experience as a trainee at the European Commission in Brussels and was
a visiting fellow at the Electronic Privacy Information Center (EPIC) in
Washington, DC.

Kristina Irion is an expert in information law and governance, data markets, and
cross-border data flows. In 2016, she lead-authored a highly influential study which
identifies possible tensions between EU data protection law and free trade agree-
ments. As a Marie Curie Fellow, she accomplished her individual research project
on Governing Digital Information, which explores how cloud computing transforms
the (legal) relationship between individuals and their personal records. Irion was key
personnel of four collaborative European research projects on privacy, independent
media supervisory authorities, and building functioning media institutions. She
frequently provides expertise to the European Parliament and the European
Commission, the Council of Europe, the OECD, and civil society organizations.

Sebastian Klotz is Doctoral Fellow at the World Trade Institute of the University of
Bern and a visiting researcher at the University of Oxford’s Department of Politics

xviii List of Contributors

www.cambridge.org/9781108843591
www.cambridge.org


Cambridge University Press
978-1-108-84359-1 — Big Data and Global Trade Law
Edited by Mira Burri 
Frontmatter
More Information

www.cambridge.org© in this web service Cambridge University Press

and International Relations. His research focuses on the governance of regulatory-
standard setting and international trade. In this context, he explores the relationship
between international standard–setting bodies and multilateral as well as plurilateral
trade agreements. He presented his ongoing research at leading conferences includ-
ing ECPR, EPSA, PEIO, and IPES.
Before joining the World Trade Institute, Sebastian worked as a Carlo Schmid

Fellow and Trade and Competitiveness Consultant for the Office of the Chief
Economist of the International Trade Centre, the joint agency of the United
Nations Conference on Trade and Development, and the World Trade
Organization. Prior to joining the International Trade Centre, he gathered work
experience at the ifo Institute for Economic Research, the German–Mexican
Chamber of Commerce and Industry and the University of Strathclyde.
Sebastian holds a Master in International Trade, Finance and Development

jointly awarded by the Barcelona Graduate School of Economics, the Universitat
Pompeu Fabra, and the Autonomous University of Barcelona in Spain. He com-
pleted his undergraduate studies at the University of Strathclyde and Tec de
Monterrey, and graduated with a Bachelor’s in Economics with First Class Honours.

Patrick Leblond is Associate Professor and CN-Paul M. Tellier Chair on Business
and Public Policy in the Graduate School of Public and International Affairs,
University of Ottawa. He is also Senior Fellow at the Centre for International
Governance Innovation (CIGI), Research Associate at CIRANO, and Affiliated
Professor of International Business at HEC Montréal. Owing to his training and
experience in business, economics and international relations, Leblond’s expertise
relates to questions relating to global economic governance and international and
comparative political economy, more specifically those that deal with international
finance, international economic integration as well as business-government rela-
tions. His regional expertise focuses on Europe and North America. Before joining
the University of Ottawa in 2008, Patrick was assistant professor of international
business at HEC Montréal and director of the Réseau Économie Internationale
(REI) at the Centre d’Études et de Recherches Internationales de l’Université de
Montréal (CERIUM). He was also visiting scholar at the Institute for Research on
Public Policy (IRPP). Before embarking on his academic career, Patrick worked in
accounting and auditing for Ernst & Young (he holds the title of Chartered
Accountant), as well as in corporate finance and strategy consulting for Arthur
Andersen & Co. and SECOR Consulting.

Neha Mishra is a lecturer at the Australian National University’s College of Law.
Previously she was a Postdoctoral Fellow at the Centre for International Law,
National University of Singapore. Mishra completed her doctoral thesis at the
University of Melbourne. Her doctoral thesis investigated how international trade
agreements apply to government measures restricting cross-border digital data flows,
and whether trade law can effectively align trade with Internet policy objectives. In

List of Contributors xix

www.cambridge.org/9781108843591
www.cambridge.org


Cambridge University Press
978-1-108-84359-1 — Big Data and Global Trade Law
Edited by Mira Burri 
Frontmatter
More Information

www.cambridge.org© in this web service Cambridge University Press

course of her doctoral candidature, Mishra held visiting research positions at the
Max Planck Institute Luxembourg and the World Trade Organization. She previ-
ously practised law with Herbert Smith Freehills LLP in London and Economic
Laws Practice in Delhi. She also served as a lecturer at National Law School of India
University, where she was teaching competition law and public international law.
Mishra has completed her undergraduate degree in law from the National Law
School Bangalore, LLM in Public International Law from the London School of
Economics, and Master’s in Public Policy from the National University of
Singapore. During her studies in Singapore, Neha Mishra interned with the
Government Relations Teams at eBay Singapore and Microsoft Singapore, working
on a wide variety of legal and policy issues related to Internet and digital trade
regulation. She has published extensively in the field of international trade law,
especially in relation to digital trade and cross-border data flows, as well as presented
her research at various international fora.

Andrew D. Mitchell is Professor at the Faculty of Law, Monash University, and a
member of the Indicative List of Panelists to hear WTO disputes. He has previously
practised law with Allens Arthur Robinson (now Allens Linklaters) and consults for
states, international organizations and the private sector. Andrew has taught law in
Australia, Canada, Indonesia, Singapore, and the United States and is the recipient
of five major grants from the Australian Research Council (including a Future
Fellowship) and the Australian National Preventive Health Agency. He has pub-
lished over 140 academic books and journal articles and is a series editor of the
Oxford University Press International Economic Law Series and an editorial board
member of the Journal of International Economic Law and the Journal of

International Dispute Settlement. He has law degrees from Melbourne, Harvard,
and Cambridge and is a barrister and solicitor of the Supreme Court of Victoria.

Rodrigo Polanco is Senior Researcher and Lecturer and Academic Coordinator of
Advanced Master’s Programmes at the World Trade Institute, University of Bern. He
is also a legal advisor at the Swiss Institute of Comparative Law, and a visiting
professor at the University of Chile. He is a former assistant professor of International
Economic Law at the University of Chile Faculty of Law, where he also served as
the director of international affairs, and a former postdoctoral researcher at the
University of Lucerne. He was a researcher and a coordinator of the SECO
Project (which supported development of Regional Competence Centres for
Trade Law and Policy in Peru, South Africa, Vietnam, Indonesia, and Chile) and
of the SNIS Project (Diffusion of International Law: A Textual Analysis of

International Investment Agreements). Rodrigo Polanco is also a published scholar
and legal practitioner with experience in both the public and private sectors. He
specializes in economic and international law, investment law, trade law, and air
and space law. He holds a bachelor and a master of laws from Universidad de Chile
School of Law, an LLM in International Legal Studies from New York University

xx List of Contributors

www.cambridge.org/9781108843591
www.cambridge.org


Cambridge University Press
978-1-108-84359-1 — Big Data and Global Trade Law
Edited by Mira Burri 
Frontmatter
More Information

www.cambridge.org© in this web service Cambridge University Press

School of Law, and a PhD from the University of Bern. He is also a co-founder of
Fiscalía del Medio Ambiente (FIMA), a Chilean non-profit organization working in
public interest environmental cases, and teaching local communities and members
of the judiciary on environmental law. He serves as member of the editorial board of
their environmental law journal (Justicia Ambiental).

Xavier Seuba is Associate Professor of Law and Academic Coordinator and
Scientific Responsible at the Center for International Intellectual Property Studies
(CEIPI), University of Strasbourg. Xavier is also Coordinator of the CEIPI-BETA
Project on the Law and Economics of Intellectual Property. He studied Law at the
Universidad de Navarra and, after completing a master’s degree and an Advanced
Studies Diploma in International Studies at Universitat Pompeu Fabra (2003), he
received his doctorate in 2008 from this university with a thesis on health protection
and the international regulation of pharmaceutical products. He teaches courses at
various European and American universities for graduate and postgraduate students
on Public International Law, International Economic Law, Intellectual Property
Law, International Human Rights law, and International Health Law. His areas of
technical expertise include pharmaceutical policies and law, intellectual property
law, and technical standards regulation. In the area of intellectual property law, he
predominantly works on issues related to patents and intellectual property enforce-
ment. Xavier Seuba has advised several national governments on intellectual prop-
erty and pharmaceuticals legislation, on issues of policy design, and in the context of
free trade agreements negotiations. He has also been consultant for several inter-
national organizations, including the World Health Organization, the Pan-
American Health Organization, the European Union, the Inter-American
Development Bank, the Central America Integration System, the United Nations
Office of the High Commissioner for Human Rights and the United Nations
Conference for Trade and Development. He has authored numerous papers,
articles, book chapters, and books in his areas of expertise.

Aurelia Tamò-Larrieux is a Postdoctoral Fellow at the University of St. Gallen. Her
research interests include privacy, especially privacy by design, data protection,
social robots, automated decision-making, and trust in automation. Aurelia has
published her PhD research on the topic of data protection by design and default
for the Internet of Things in the book Designing for Privacy and its Legal Framework

(Springer, 2018). Currently, she is working on her postdoctoral thesis with the
working title Trust the Machine: Towards Trust-Enhancing Regulation of

Algorithmic Systems.

Florent Thouvenin is Professor of Law and Chair for Information and
Communication Law at the Center for Information Technology, Society, and
Law (ITSL), University of Zurich. Florent Thouvenin completed his undergradu-
ate, PhD and postdoctoral studies at the University of Zurich. He was a research

List of Contributors xxi

www.cambridge.org/9781108843591
www.cambridge.org


Cambridge University Press
978-1-108-84359-1 — Big Data and Global Trade Law
Edited by Mira Burri 
Frontmatter
More Information

www.cambridge.org© in this web service Cambridge University Press

assistant at the ETH Zurich and the University of Zurich, practised law at a Zurich
corporate law firm, and was a senior fellow in a research project at the University
of Zurich, as well as an assistant professor at the University of St. Gallen. His
research focuses on copyright and matters of privacy and data protection in the
digital society. The question at the forefront of his research is whether and how
our privacy and data protection must be approached differently through the prism of
the law and technology in the information society. His other research projects
include the relationship between information and power, exclusive rights and access
to data, and the growing personalization of advertising, agreements and pricing.
Among other things, Florent Thouvenin is the chairman of the Center for
Information Technology, Society and Law’s Steering Committee and director of
the University of Zurich’s Digital Society Initiative. He is also the managing director
and a member of the Board of the Swiss Forum for Communications Law.

Joris van Hoboken is Associate Professor at the Institute for Information Law (IViR),
University of Amsterdam and Professor of Law at the Interdisciplinary Research
Group on Law Science Technology and Society (LSTS), Vrije Universiteit Brussel.
Van Hoboken works on the intersection of fundamental rights protection and the
governance of platforms and Internet-based services. More generally, his research
addresses law and policy in the field of digital media, electronic communications
and the Internet, with a focus on the fundamental rights to data privacy and freedom
of expression and transatlantic relations. He is a specialist in data privacy and the
regulation of Internet intermediaries and algorithmic governance. Among other
appointments, van Hoboken is a member of the European Commission’s
Observatory on the Online Platform Economy, and a member of the Steering
Group of the Transatlantic High-Level Working Group on Content Moderation
Online and Freedom of Expression.

Previously, Joris van Hoboken was a postdoctoral research fellow at the
Information Law Institute (ILI) at New York University, School of Law
(2013–2016), a visiting scholar at the NYU Stern Center for Business and Human
Rights (2015–2016), and a lecturer at CornellTech (2016). In 2008, he was a visiting
scholar at the Berkman Klein Center for Internet and Society at Harvard University.
Between 2007 and 2017, van Hoboken served on the board of directors of the Dutch
digital rights organization Bits of Freedom.

Joris van Hoboken obtained his PhD from the University of Amsterdam on the
topic of search engines and freedom of expression (2012) and has graduate degrees in
Law (2006, University of Amsterdam, cum laude) and Theoretical Mathematics
(2002, University of Amsterdam, cum laude). For his PhD thesis, he received the
award of the Praemium Erasmianum Foundation. Van Hoboken is a regular
speaker at international events and conferences and has conducted research for
the European Commission, ENISA, UNESCO, Upturn, and The Open Society
Foundation. His work has been covered in NRC Handelsblad, De Correspondent,

xxii List of Contributors

www.cambridge.org/9781108843591
www.cambridge.org


Cambridge University Press
978-1-108-84359-1 — Big Data and Global Trade Law
Edited by Mira Burri 
Frontmatter
More Information

www.cambridge.org© in this web service Cambridge University Press

the Dutch evening news, Bloomberg News, the Wall Street Journal, and the
Financial Times.

Svetlana Yakovleva is Postdoctoral Researcher at the Institute for Information Law
(IViR), University of Amsterdam, and Senior Legal Adviser at De Brauw Blackstone
Westbroek, Amsterdam. Svetlana Yakovleva’s primary research interests lie at the
intersection of data privacy and cybersecurity law, human rights and international
trade law. Her recent research proposes a way to balance the fundamental right to
data privacy and the liberalization of international trade. Her research has been
published in several well-known journals, such as Common Market Law Review,
University of Miami Law Review, and World Trade Review. She received a degree in
law (cum laude) from the National Research University Higher School of
Economics (Moscow) in 2005. She also holds an LLM degree in Law and
Economics (EMLE) from the Erasmus University, Rotterdam, and the University
of Hamburg (2007), and a research master degree in information law from the IViR
(2016). Between 2007 and 2014, Yakovleva worked at the Moscow office of
Debevoise & Plimpton LLP, as independent legal counsel and as corporate legal
counsel for Allianz Partners Russia. She also provided legal and methodological
advice for the e-Government project of the Russian Government.

List of Contributors xxiii

www.cambridge.org/9781108843591
www.cambridge.org


Cambridge University Press
978-1-108-84359-1 — Big Data and Global Trade Law
Edited by Mira Burri 
Frontmatter
More Information

www.cambridge.org© in this web service Cambridge University Press

www.cambridge.org/9781108843591
www.cambridge.org


Cambridge University Press
978-1-108-84359-1 — Big Data and Global Trade Law
Edited by Mira Burri 
Frontmatter
More Information

www.cambridge.org© in this web service Cambridge University Press

Abbreviations

AANZFAT ASEAN–Australia–New Zealand Free Trade Area
AEO authorized economic operators
AI artificial intelligence
ANTAI National Authority of Transparency and Access to Information

(Panama)
APEC Asia-Pacific Economic Cooperation
ASEAN Association of Southeast Asian Nations
B2B business to business
B2C business to consumer
BCR Binding Corporate Rules
BOPCOM Balance of Payment Committee (IMF)
BverGE Bundesverfassungsgericht (German Constitutional Court)
CAC Cyberspace Administration of China
CARIFORUM Caribbean Forum
CBPR Cross-Border Privacy Rules
CCPA California Consumer Privacy Act
CDPA Copyright, Design and Patents Act (UK)
CEFTA Central European Free Trade Agreement
CEPA Closer Economic Partnership Agreement (between New

Zealand and Singapore)
CERNET China Education and Research Network
CETA Comprehensive Economic and Trade Agreement (between

Canada and the EU)
CFREU Charter of Fundamental Rights of the European Union
ChAFTA China–Australia Free Trade Agreement
CHINAGBNET China Golden Bridge Network
CHINANET China Public Computer Network
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CJEU Court of Justice of the European Union
CLOUD Act Clarifying Lawful Overseas Use of Data Act (US)
CNIL Commission Nationale de l’Informatique et des Libertés

(French Data Protection Authority)
CPC UN Central Product Classification
CPTPP Comprehensive and Progressive Agreement for Trans-Pacific

Partnership
CSIS Centre for Strategic and International Studies
CSTNET China Science and Technology Network
CTS Council for Trade in Services
CUSMA Canada–United States–Mexico Agreement
DEPA Digital Economy Partnership Agreement (between Chile, New

Zealand and Singapore)
DGCE General Directorate of Electronic Commerce (Panama)
DL deep learning
DNA deoxyribonucleic acid
DPA data protection authority
DPIA data privacy impact assessment
DPO data protection officer
DSCI Data Security Council of India
DSU Dispute Settlement Understanding
DTE Digital Trade Estimates
DTL distributed ledger technology
DTRI Digital Trade Restrictiveness Index
DUNS Data Universal Numbering System
EAEU Eurasian Economic Union
EC European Communities/European Community
ECFI European Court of First Instance
ECLI European Case Law Identifier
EDI electronic data interchange
EDPB European Data Protection Board
EDPS European Data Protection Supervisor
EDRi European Digital Rights
EEA European Economic Area
EFF Electronic Frontier Foundation
EFTA European Free Trade Association
EPA Economic Partnership Agreement
EPC Electronic Product Code
EPO European Patent Office
EU European Union
E-WTP Electronic World Trade Platform
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FCA Financial Conduct Authority
FINMA Finanzmarktaufsicht (Swiss Financial Market Supervisory

Authority)
FTA free trade agreement
FTC Federal Trade Commission
GATS General Agreement on Trade in Services
GATT General Agreement on Tariffs and Trade
GB gigabyte
GCC Gulf Cooperation Council
GDP gross domestic product
GDPR General Data Protection Regulation (EU)
GFIN Global Financial Innovation Network
GSBN Global Shipping Business Network
GTAP Global Trade Analysis Project
GVC global value chain
IAPP International Association of Privacy Professionals
ICANN Internet Corporation for Assigned Names and Numbers
ICC International Chamber of Commerce
ICO Initial Coin Offerings
ICRIER Indian Council for Research on International Economic

Relations
ICT information and communication technology
ICTSD International Centre for Trade and Sustainable Development
IDB Inter-American Development Bank
IDEA International Digital Economy Agreement
IEEE Institute of Electrical and Electronics Engineers
IEFT Internet Engineering Task Force
IEL international economic law
IGF Internet Governance Forum
ILO International Labour Organization
IMF International Monetary Fund
INATBA International Association for Trusted Blockchain Applications
IoT Internet of Things
IP intellectual property
IPRs intellectual property rights
ISIC International Standard Industry Classification
ISO International Organization for Standardization
ISP Internet service provider
IT information technology
ITA Information Technology Agreement
ITIF Information Technology and Innovation Foundation
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ITU International Telecommunication Union
JORF Journal Officiel de la République Française (government

gazette of the French Republic)
JSI Joint Statement on Electronic Commerce Initiative
LAC Latin American countries
LDC least-developed country
MASP Multi-annual Strategic Plan
MEI Ministry of Electronic Industry (China)
MFN most favoured nation
MII Ministry of Information Industry (China)
MIIT Ministry of Industry and Information Technology (China)
ML machine learning
MPS Ministry of Public Security (China)
MPT Ministry of Posts and Telecommunications (China)
NAFTA North American Free Trade Agreement
NASSCOM National Association of Software and Services

Companies (India)
NBER National Bureau of Economic Research (USA)
NCTS New Computerised Transit System
NDPA General Directorate of Transparency, Access to Public

Information and Protection of Personal Data (Peru)
NFA National Food Authority (Philippines)
NIST National Institute of Standards and Technology (USA)
NPC National People’s Congress (China)
NRDB National Register of Data Bases (Colombia)
NT national treatment
OAS Organization of American States
OECD Organisation for Economic Co-operation and Development
OJ Official Journal of the European Union
OSS open-source software
P2P peer-to-peer
PAAP Pacific Alliance Additional Protocol
PAFTA Peru–Australia Free Trade Agreement
PatA Swiss Federal Act on Patents for Inventions
PDLP Personal Data Protection Law (Peru)
PETs Privacy-Enhancing Technologies
PII Personally Identifiable Information
PIPEDA Personal Information Protection and Electronic Documents Act
PoET proof of elapsed time
PoS proof of stake
PoW proof of work
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PPM process and production method
PRODHAB Agency for the Protection of Data of Inhabitants (Costa Rica)
PTA preferential trade agreement
QR Code Quick Response Code
RCEP Regional Comprehensive Economic Partnership
R&D research and development
ReCAPTCHA Reverse Completely Automated Public Turing test to Tell

Computers and Humans Apart
RFID Radio Frequency Identification
RGPD Le Règlement Général sur la Protection des Données (GDPR)
SAD Single Administrative Document
SAFTA South Asian Free Trade Area
SIC Superintendence of Industry and Commerce (Colombia)
SMEs small- and medium-sized enterprises
SPS WTO Agreement on Sanitary and Phytosanitary Measures
SQL Structured Query Language
StGB Schweizerisches Strafgesetzbuch (Swiss Criminal Code)
TAPED Trade Agreement Provisions on Electronic Commerce

and Data
TBT WTO Agreement on Technical Barriers to Trade
TDM text and data mining
TFA Trade Facilitation Agreement
TFP total factor productivity
TiSA Trade in Services Agreement
TPA Trade Promotion Agreement
TPP Trans-Pacific Partnership Agreement
TRIPS WTO Agreement on Trade-Related Aspects of Intellectual

Property Rights
TTIP Transatlantic Trade and Investment Partnership
UDHR Universal Declaration of Human Rights
UK United Kingdom
UN United Nations
UN/CEFACT United Nations Centre for Trade Facilitation and Electronic

Business
UNCITRAL United Nations Commission on International Trade Law
UNCTAD United Nations Conference on Trade and Development
UNIDROIT International Institute for the Unification of Private Law
UNIS United Nations Information Service
UNT Universal Trade Network
US United States
USITC United States International Trade Commission
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USMCA United States–Mexico–Canada Agreement
VPN Virtual Private Network
WCO World Customs Organization
WEF World Economic Forum
WIPO World Intellectual Property Organization
WTO World Trade Organization
ZKP Zero-Knowledge Proof

xxx List of Abbreviations

www.cambridge.org/9781108843591
www.cambridge.org

