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Article, 36 review. See weapons review
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Al-enabled systems. See autonomous
weapon systems

as compared to deterministic
systems, 214

as part of human-machine
systems, 216

as subcategory of autonomous
technologies, 217. See also
autonomy

Dartmouth conference, 6-7

definition, 211-15

attack

as compared to hostilities, 256-57

cyber. See cyber capabilities: attacks
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indiscriminate, 71, 103, 227, 264
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under Article, 49 of APL See
Additional Protocol I: Article 49
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weapons review, approach by:
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Austria, 12, 143. See also weapons
review, approach by: Austria
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239, 259-66, 268, 273. See also
cyber capabilities

definition, 261

legal review of, 261-66

autonomous weapon systems

and CCW Meetings of the Group of
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208-11

as weapons / means of warfare, 216

ban on, 208, 210, 211
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control measures, 231

definition, 212, 215, 216
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224
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218
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217, 218, 231

legal review of, 218-32
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208, 209

testing and evaluation, 234, 236
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application of, 217-18

as part of human-machine
systems, 216

benefits of, 7
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concept of loop’, 212

concept of ‘spectrum’, 212

definition of, 212

degrees of, 217

in target selection and engagement,
217-18
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Belgium, 12, 47. See also weapons
review, approach by: Belgium

Big Dog, The, 89, 95, 109, 110
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33, 34, 226

Blix, Hans, 18, 37

Boothby, William, 113, 207, 234

Brussels Declaration, 25, 26, 36

bulldozer, 89, 109, 110

Campaign to Stop Killer Robots,
208, 209
Canada, 12, 14, 114. See also weapons
review, approach by: Canada
Chemical Weapons Convention, 32, 74,
118, 220
China, 113, 187, 197, 243
civilians, 71, 151, 199, 218, 226, 229
directly participating in
hostilities, 228
collateral damage, 108, 218, 264
definition, 229-30
concept of employment. See weapons,
intended use of
Conference of Government Experts, 38,
39, 40, 104, 196
Crawford, James, 60
customary international law
constituent elements of, 166
contentious concept of, 168-71
evidence of opinio juris, 178-81
evidence of State practice, 171-75
ICRC Customary Law Study,
173,193
International Law Commission, 67,
167,172,173, 174, 176, 179
nature of State practice, 175-78
North Sea Continental Shelf
judgment, 80, 166, 181, 190
‘specially affected States’, 176, 187
versus treaty law, 168, 181-82
cyber capabilities
advantages of, 8
against data, 253
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cyber capabilities (cont.)
applicability of LOAC to, 241, 245
as methods of warfare, 256, 259
attacks, 251, 252
challenges for weapon reviews and,
9, 241
control measures, 264, 265
definition, 251
effects of. See attack
internal mechanisms of, 258
legal review of, 261-66
novel character, 267
offensive, 8
predictability of behaviour of, 239,
264, 269
reviewable under Article 36, 252,
254. See also cyber capabilities:
attacks
specific regulations applicable to,
261, 262
testing and evaluation, 268
cyber domain. See cyberspace
cyber weapons. See cyber capabilities
cyberspace
as a domain of warfare, 8
definition, 242
militarisation, 243, 247
Open-Ended Working Group, 243
regulation of, 246-47
UN GGE, 242, 244

deep learning, 207, 213, 214, 232
convolutional neural networks, 232
Denmark, 13. See also weapons review,
approach by: Denmark
Diplomatic Conference 1974-77, 12,
18, 19, 23, 37, 38, 44, 48
Drafting Committee, 45, 48, 106
Main Committees, 44, 45
Official Records, 12, 37, 44, 46, 48,
76, 118, 122
Working Group of Committee III,
46, 48, 76, 106
distinction, principle of
as a limitation on use of
(autonomous) cyber capabilities,
263, 266
as a limitation on use of AWS, 230
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distributed denial of service, 90, 258
Draper, GI A D, 20, 195, 205

enabling techniques, 214. See also
artificial intelligence
ENMOD Convention, 32, 33, 34
environment, natural
and AWS, 221
and cyber capabilities, 262
widespread, long-term and severe
damage to, 151, 221, 262
European Convention on Human
Rights, 157
European Court of Human Rights,
80, 157

Finland, 13. See also weapons review,
approach by: Finland

Fish, Stanley, 11, 51, 55, 61

France, 14, 112, 183, 210

General Legal Provisions relating to the
Conduct of Hostilities and War on
Land, 19, 43, 49, 275

General Participation Clause, 30

Geneva Conventions, 38, 39, 40, 56, 58,
63,71, 74, 93, 191, 196, 198, 248

Geneva Convention I, 70, 71
Geneva Convention II, 70, 71
Geneva Convention III, 70, 93
Geneva Convention IV, 71

Geneva Gas Protocol, 29, 30, 31

Germany, 12, 14, 15, 19, 47, 49, 114,
143, 210. See also weapons review,
approach by: Germany

Google Glass, 91

Hague Conferences 1899 and 1907, 26

1899 Hague Convention II, 26, 30,
34, 41

1899 Hague Declaration (IV, 1), 28

1899 Hague Declaration (IV, 2), 28

1899 Hague Declaration (IV, 3),
28,37

1899 Hague Declaration (VI, 1), 28
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Hague Convention on the Protection of

Cultural Property in the Event of
Armed Conflict, 38

Haines, Steven, 193

Harvard Manual, 172, 188, 189,
192

health, right to, 156, 160, 161

hors de combat

detection of, 228

human control, perceived absence

of, 210

information and telecommunication
technologies. See cyberspace
International Committee of the Red
Cross
as a member of the interpretative
community, 63-64
customary law study. See customary
international law: ICRC
Customary Law Study
Guide on Weapons Reviews, 59,
139, 156
mandate of, 63
International Court of Justice
Legal Consequences for States of the
Continued Presence of South Africa
in Namibia, 84
Nuclear Weapons Advisory Opinion,
101, 114. See nuclear weapons: IC]J
Advisory Opinion
Statute of, 11
Wall Advisory Opinion, 57
international criminal law, 50, 56,
85
International Criminal Tribunal for
Rwanda, 22, 57
International Criminal Tribunal for the
Former Yugoslavia, 22, 57, 101,
162, 169, 170
international human rights law, 50,
148
applicability to weapons reviews,
153-56, 161
interpretation of, 55, 80,
85
international humanitarian law, 2, 63,
64, 149, 156, 247

279

International Military Tribunals at

Nuremberg and for the Far East, 22

interpretation

any relevant rules of international law
applicable in the relations between
the parties, the role in, 73-74

as a prerequisite for
implementation, 54

by international courts and
tribunals, 57

consideration of context, 69

criteria for, 52

definition, 50, 52-55

General Rule of, 50, 54, 55, 57,
59

methodology for Article 36, 86

‘object and purpose’ in, 72, 78

of international law, 56

of LOAC, 50, 55, 59

ordinary meaning in, 68

requirement of coherence in,
82

requirement of evolutive, 11, 52, 55,
79, 86, 100

requirement of practical, 11, 52, 55,
77, 100, 108, 115, 143

Rome Statute, of, 58

special meaning in, 75

subsequent practice of States, the role
in, 72

subsidiary means, 67, 75

interpretative communities, 11, 51, 55,

60-61, 85

Israel, 14, 15, 157, 216. See also weapons

review, approach by: Israel

Italy, 13, 14. See also weapons review,

approach by: Italy

Joint Artificial Intelligence Centre, 215
Joint Direct Attack Munition, 120

jus ad bellum, 243, 246

jus in bello, 243, 246

Kelsen, Hans, 62
kill switch, 264
killer robots, 7, 208, 209

See also autonomous weapon
systems
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Lauterpacht, Hersch, 57, 60
law of armed conflict
application to (autonomous) cyber
capabilities, 261-66
application to AWS, 218-32
definition, 2-3
law of targeting
applicability to cyber
capabilities, 261
learning systems. See also autonomous
weapon systems. See deep
learning; machine learning
legal advice to commander, 10, 100,
110, 134, 153, 158, 190, 195-99.
See also Additional Protocol I:
Article 82
legal review. See weapons review
life, right to, 85, 156, 157-58, 161

machine learning, 207, 213, 214, 218,
237,268
Manual on International Law
Applicable to Air and Missile
Warfare. See Harvard Manual
Martens Clause, 78, 152, 221, 263
dictates of public conscience, the, 78,
221, 222,223, 224
interpretation of, 221-23
principles of humanity, the, 78, 221,
222,224,249
weapons reviews, significance for, 78,
225,263
McFarland, Timothy, 237
means of warfare
benign/neutral objects, 109
definition, 88-91
design intent. See weapons: design
intent
versus ‘weapons’, 107-11
methods of warfare
definition, 111-12
examples of, 101-3
tactics, techniques and procedures,
100, 104
use of weapons as, 100
Mexico, 4, 47, 125
modifications to weapons. See weapons:
modifications to
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Netherlands, the, 12, 14, 15, 114, 119,
125, 130, 149. See also weapons
review, approach by:

Netherlands, the

networks, convolutional neural. See
deep learning

New Zealand, 12. See also weapons
review, approach by: New Zealand

normal use. See weapons: intended
use of

Norway, 12, 14, 15, 119, 125, 130, 149
See also weapons review, approach
by: Norway

nuclear weapons

and weapons reviews, 112, 114
applicability of LOAC to,

112-15, 164
ICJ Advisory Opinion, 57, 101, 164
Nuclear Ban Treaty, 114

Open-Ended Working Group. See
cyberspace: Open-Ended Working
Group

operational lawyer. See legal advice to
commander

operational legal adviser. See legal
advice to commander

operations law, 199

opinio juris. See customary
international law

Ottawa Convention. See Anti-
Personnel Mine Ban Convention

Oxford Manual, 25, 26, 30, 271

pacta sunt servanda, 19, 35, 133, 141,
194. See also Vienna Convention
on the Law of Treaties: Article 26
platforms, 109. See also weapons review
precautions in attack
as a limitation on use of
(autonomous) cyber
capabilities, 265
as limitation on use of AWS, 230-31
proportionality, principle of
as a limitation on use of AWS, 229-30
as a limitation on use of (autonomous)
cyber capabilities, 264
Protecting Powers, 21, 206

© in this web service Cambridge University Press

www.cambridge.org



www.cambridge.org/9781108837552
www.cambridge.org

Cambridge University Press

978-1-108-83755-2 — International Law and Weapons Review

Natalia Jevglevskaja
Index
More Information

INDEX

Rome Statute. See interpretation: Rome
Statute, of
Russia, 5, 113, 157, 158, 197, 242, 243

Schliitter, Birgit, 169
self-learning systems. See also
autonomous weapon systems. See
deep learning; machine learning
si omnes clause. See General
Participation Clause
slippery foam, 89, 111
software. See also autonomous weapon
systems; cyber capabilities
exhaustive testing, 234-36. See also
testing and evaluation
exhaustive testing of, 269
for collateral damage assessment,
229, 264
for monitoring technologies, 233
modifications to, 267
Soriano, Leonor Moral, 82
St Petersburg Declaration, 23, 25, 26,
34,37, 42, 46, 48
State practice. See customary
international law
sticky foam, 89, 111
Stuxnet, 90, 260
superfluous injury or unnecessary
suffering, 24, 166
(autonomous) cyber capabilities
and, 262
AWS and, 220
rule, contents of, 150, 220
Sweden, 12, 14, 15, 119, 125, 130, 149,
155, 185. See also weapons review,
approach by: Sweden
Switzerland, 12, 15, 44. See also
weapons review, approach by:
Switzerland
systems, self-learning. See also
autonomous weapon systems. See
deep learning; machine learning
monitoring of, continuous, 233

Tallinn Manual 1.0, 9

Tallinn Manual 2.0
legal status of, 240
significance of, 241
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weapons reviews and, 189-90
targeting law
applicability to AWS, 219, 227, 231
applicability to cyber capabilities,
263, 266
in context of weapons reviews, 219,
261, 273
technologies, adaptive. See systems,
self-learning
testing and evaluation
challenges to, 234, 268
methods, revision of, 236
of cyber capabilities versus AWS,
268, 269
of hardware, 235, 237
of software, 235, 236. See also
software
standards for, 235
thiodiglycol, 129
torture, prohibition on, 81, 156, 158,
161, 169
TrackingPoint ShotView, 91
Treaty of Versailles, 29

United Kingdom, 13, 14, 15, 19, 46, 49,
114, 140, 185. See also weapons
review, approach by: United
Kingdom

United States of America, 12, 14, 15, 32,
47, 114, 140, 185, 202, 244. See also
weapons review, approach by:
United States of America

verification and validation, 235
Vienna Convention on the Law of
Treaties, 11, 50, 52, 53, 72, 133,
148, 164
Article 26, 133, 194
Article 31, 11, 50, 51, 57, 77
Article 31(2), 62, 69, 83
Article 31(2)(a), 67
Article 31(2)(b), 67
Article 31(3), 62
Article 31(3)(a), 67, 72
Article 31(3)(b), 67, 72, 73
Article 31(3)(c), 67, 69, 73, 74, 84
Article 31(4), 62, 66, 75
Article 32, 11, 50, 51, 57, 62, 76, 77
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Washington Treaty Relating to the Use
of Submarines and Noxious Gases

as multi-stage monitoring, 123, 127,
132, 164

in Warfare, 29
weapons

Al-enabled. See autonomous weapon

systems

as subcategory of ‘means of
warfare’, 98

biological, 31. See also Biological
Weapons Convention

chemical, 31, 117, 223. See also
Chemical Weapons Convention

cluster munitions, 74, 223

design intent, 108

expanding projectiles, 28. See also
Hague Conferences 1899 and
1907:1899 Hague Declaration
(Iv, 3)

glass-filled projectiles, 151, 220

herbicides, 32

inherently indiscriminate, 151, 225,
247. See also distinction,
principle of

intended use of, 145

laser, 159, 160, 177, 193

meaning in popular language, 88

misuse of, 145, 146

modifications to, 115

non-lethal, 96

nuclear. See nuclear weapons

presumption of compliant use, 145,
219, 227, 264

serrated-edged bayonets, 146, 148

weapons review

access to, 174

ad hoc, 135, 142

as a standing mechanism, 135,
139

as an international mechanism,
124, 125

assessment stages, 126, 127, 129, 131
concerns about utility, 5

discretion in, 143

expertise for, 135, 137, 200, 238, 269
formats of, 136

methodology applied in, 149-53
nature of decisions, 137

periods of inactivity, 184

purpose of, 2, 10, 41

retrospective, 121

state of implementation, 3

weapons review, approach by

Australia, 3, 14, 16, 41, 96, 98, 136,
154, 197, 236

Austria, 4, 15, 95, 136, 140, 144,
154, 204

Belgium, 3,16, 41,99, 112, 116, 155

Canada, 4, 16, 41, 95, 112, 154, 186

Denmark, 4, 16, 96, 97, 101, 136

Finland, 5, 136

France, 4

Germany, 3, 17, 41, 43, 44, 96, 97,
101, 113, 138, 154, 182, 183, 186

Israel, 5, 13, 179, 183, 187, 197

Italy, 5, 112

Netherlands, the, 4, 14, 17, 99, 113,
116, 138, 155

New Zealand, 4, 16, 95, 136, 140, 144,
154, 204

Norway, 4, 17, 99, 100, 155, 185

Sweden, 4, 17, 99, 136, 138, 155,
161, 182

Switzerland, 4, 14, 15, 95, 136, 140,
144, 154, 204

United Kingdom, 4, 12, 17, 41, 99,
101, 113, 183, 186

United States of America, 4, 13, 17,
41,96, 113,179, 182, 183, 186, 187
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