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poisoning
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archival bond, 155-156, 157, 165, See also
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criticism
archival science, 8, 138, 155, See also archival
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trustworthiness
computational archival science, 156
prospective archival science, 174—175
archives, 117, 125-126

archivists, 68, 101, 123, 124, See also archival
science; cultural memory custodians;
recordkeepers
declining societal trust in, 68
artificial intelligence, 99, 116, 162, See also
algorithms; data poisoning
deployment against faked or manipulated
evidentials, 118
authenticity. See records’ authenticity

bad actors, 83-85, See also disinformation
beliefs, 40, 41, 65, See also cognitive biases;
justifiable true beliefs; trust;
trustworthiness
images as evidence for the formation of,
104-105, 112-115
trustworthy grounds for, 43, 64
big data, 10, 67, 129, 137
Bitcoin
trust in, 29-30
Bitcoin (the blockchain), 13, 57, 61, 62, 157,
184, See also blockchains and distributed
ledgers; consensus mechanisms; hard
forks; ledger records; permissionless dis-
tributed ledgers; trustless trust
as chain of hashes, 14
as permissionless distributed ledger, 13
as solution to problems of trust, 11
genesis, 10-16, 29
governance, 189
Nakamoto consensus, 15
pseudonymity and its limitations, 65
scaling disagreements, 189-190, 192
bitcoin (the cryptocurrency), 17, 29, 55, 61, 62
Bitcoin Cash, 189, 192
Bitcoin Core, 189, 190
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Bitcoin core developers, 187, 188, 190, 191
Bitcoin Improvement Proposals (BIPs), 187, 190
Bitcoin Unlimited, 191
Bitcoin XT, 191
Bitgold, 18
Bitnation Pangea, 197
block bloat, 61
Blockchain 2.0, 61, 68, 69, 101, 159, See also
Blockchain 2.0 typology of systems
(records perspective); digital records sys-
tems; mirror systems; tokenized systems
design flaws, 161, 166, 172, 173
resolution of trust in evidence sources, 69
Blockchain 2.0 typology of systems (records
perspective), 160
blockchain editing, 24, See also immutability
blockchain genesis, 10-16
blockchain records, 157, 158, See also ledger
records; records
blockchains and distributed ledgers, 6-7, 62,
See also Blockchain 2.0; blockchain
records; cryptography; ledger records;
records
algorithmic nature of, 66
archival bond, 166-167
as certificate authorities, 12
as recordkeeping systems, 7, 173
as socio-informational-technical systems, 5,
67,150
as sources of truth, 126129
barriers to records’ trustworthiness, 159
challenges of designing for records’
trustworthiness, 174
combatting disinformation, 126130
design goals, 146
four-layer model, 5-6
great chain of certainty, 69, 80
hash chains, 14
initial coin offerings, 4, 58
ledger trust, 173-175
network integrity, 15
socio-epistemic consensus, 182
supply chain management, 196
technological obsolescence, 173
blockchains and distributed ledgers, trust in.
See ledger trust; trustless trust; user trust
B-money, 18
Brexit, 75, See also disinformation
Buterin, Vitalik. See Ethereum
Byzantine Generals problem. See Nakamoto
consensus

Casper protocol. See Ethereum
censorship. See freedom of expression
certificate authorities, 12, 59
Clinton, Hillary, 73-74, 116
cognitive biases, 87-88
collective memory, 63, 64, 65, 88
Colored Coins, 61
combatting disinformation, 90-99
automated techniques, 99
blockchains and distributed ledger solutions,
126-130
counter-disinformation strategies, 91
disrupting incentives for transmission, 93
government intervention, 93-94
computer science, 136
confidentiality, 17
confirmation bias. See cognitive biases
consensus mechanisms, 14, 15, 183187, 188,
194, 197, 200, See also hard forks; miners;
Proof-of-Stake (PoS); Proof-of-Work
(PoW); social epistemology
conservatism bias. See cognitive biases
content moderation, 95
content spoofing, 115, 118
COVID-19, 75, 115-116, See also content
spoofing; disinformation
crowdsourcing. See fact-checking
cryptocurrencies, 17-18, 54, 58, 169, See also
bitcoin (the cryptocurrency)
cryptographic links, 59
cryptography, 11, 16, 21, 172, 194
cultural memory custodians, 116118, See also
archivists; recordkeepers
CyberCash, 17

DAO exploit, 21, 57, 165, See also Ethereum
data, 136-137, See also datafication
as evidence, 139
trustworthiness, 140
data integrity, 139, 161
data poisoning, 116, 118
data provenance, 140
data science, 10, 137
datafication, 134, 137
decentralization, 19, 60
ledger censorship resistance, 19
Decred, 192-193
governance model, 193
deepfakes, 103-104, 113-115, See also
artificial intelligence; disinformation
detection, 118-119
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DigiCash, 17
digital forensics, 139, 147
digital records, 130-131, See also fixity;
InterPARES; records
abstraction, 133
challenges of managing as evidentials, 139
computational artifacts, 132—133
digital preservation challenges, 173
elements necessary for records’
authenticity, 146
fragility, 134-135
instantiation of context of creation, 134
long-term preservation of authenticity, 145
malleability, 134
materiality, 132-133
persistence, 135
representation of dependencies, 133-134
digital records forensics, 148, See also archival
science; digital forensics; diplomatics;
Duranti, Luciana
digital records preservation. See under digital
records
digital records systems, 162—169, See also
Blockchain 2.0 typology of systems
(records perspective)
digital signatures, 11, 12, 13, 21, 59, 67, 168,
169, See also certificate authorities
diplomatics, 145, 146, 167, See also archival
diplomatics; archival science; Duranti,
Luciana; InterPARES
elements needed for records’
authenticity, 151
relationship to archival science, 145
disinformation, 68, 76-101, 103-104,
111-115, 199, See also combatting disin-
formation; COVID-19; Pizzagate; United
States presidential elections
causes, 90
contribution to social disorders, 75
definitional challenges, 76, 79, 94
detection, 95-99
feedback loops, 83
history, 81
in advertising and propaganda, 80, 81
transmission via social and mainstream
media, 88
undermining of societal trust, 75-76
disinformation age, 75, 76, 83, 103
dispute resolution. See consensus mechanisms
distributed networking, 16
documents, 124-125, See also records

Donaldson, Devan Ray. See Trust in Archives-
Trust in Digital Archival Content (TIA-
TDAC)

double spending problem, 11, 12, 59, 171

doxxing, 86

Duranti, Luciana, 101, 147, See also archival
diplomatics; diplomatics; InterPARES

echo chambers. See cognitive biases
Egan, Margaret. See social epistemology
emergentism, 18
epistemic authority, 194, 196
epistemic disagreements, 186, 189, 198, 199,
See also hard forks; records’ trustworthi-
ness; trustworthiness
epistemic interoperability, 196
epistemic trust. See ledger trust
epistemological disputes, 89, 101
epistemological dysfunctions, 83, See also
disinformation age
epistemology, 39, 83, 88, 181, See also social
epistemology
Ethereum, 21-22, 61, 163, 170, 185, 186, 193,
200, See also consensus mechanisms;
DAO exploit; Proof-of-Work (PoW)
GHOST protocol, 185
evidence, 9, 151, 200
business records exception to the hearsay
rule, 106, 107-108
primary sources, 100, See also records
qualities necessary for evidentiary
quality, 157
reliance on documentary forms in Western
culture, 106
trustworthiness of, 146
evidentials, 103, 119, 123, 126, 134, 137, 144,
151, 175, 179, See also archival method;
forgery; historical method; manipulation
critical examination of, 108-110
invisibility of, 108
limitations of trustworthiness
assessments, 110
relationship to socio-epistemic
processes, 188

Facebook, 93, 118

fact infrastructure, 103, See also evidence;
societal trust; truth claims

fact-checking, 95-97, 118, See also combatting
disinformation

Factom, 68-69, 139, 161
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fake news, 76-78, 81
automated detection techniques, 98
fixity, 65, 132, 156, See also digital records
forgery, 103, 111, 113, 143, 144, 195, See also
deepfakes; manipulation; shallowfakes
freedom of expression, 65, 94-95, 119

Galileo, 89
General Data Protection Regulation (GDPR),
22,23,164,172
Gettier problems, 83, See also epistemology
global financial crisis, 68
Google, 86, 118
governance, 5, 59, 186—196, See also consen-
sus mechanisms, See also under Bitcoin
(the blockchain)
governments, 47, 59, See also political trust;
trust: in governments, public authorities
as trust intermediaries, 47
public trust in, 30, 32-34

hacking, 61

hard forks, 22, 51, 184, 188, 189, See also
Bitcoin Cash; Bitcoin Core; epistemic
disagreements

Hardin, Russell, 36-40

hash links, 13, 163, 166, 173

hash pointing, 4, 18

Hashcash, 17

hashing, 12, 14, See also records integrity

Hearn, Mike, 190, See also Bitcoin core
developers

hearsay rule. See under evidence

historical method, 109, See also archival
method

Hoffman, Reid, 56-57

Honduras land records. See Factom

Hyperledger Fabric, 194-195, See also per-
missioned distributed ledgers

immutability. See records immutability

information abundance, 75

information and media literacy, 90-93, See also
combatting disinformation

information disorders, 76, 90, See also disin-
formation; fake news; misinformation

information ecosystem, 85

failures, 88

information science, 135

information systems theory, 149

initial coin offerings (ICOs), 4, 58

institutional trust, 89
integrity. See data integrity; records integrity
Internet Archive, 117-118
InterPARES, 145, 146, 148, See also archival
diplomatics; Duranti, Luciana; records’
trustworthiness
InterPARES 2 Project — Ontology C, 152

Jenkinson, Sir Hilary, 67, 123—-124
justifiable true beliefs, 75, 82, 187, 193, 196,
See also beliefs

keys. See private keys; public keys
knowledge formation, 100, 101, 103, See also
Gettier problems; knowledge transmis-
sion; social epistemology; testimony
failures, 85
relationship to trust, 87
relativism, 89
reliabilism, 88
knowledge transmission, 82
knowledge transmission ecosystem, 93, See
also disinformation

ledger immutability, 170

ledger records, 158, 160, 168, 173, 197, See
also Blockchain 2.0 typology of systems;
blockchain records; records

ledger splits. See hard forks

ledger transparency, 13, 16, 18, 60, See also
consensus mechanisms

ledger trust, 156, 173—175, See also trust;
trustless trust; user trust

ledger-based contracts. See smart contracts

ledgers, 7, 157, See also blockchains and dis-
tributed ledgers

as epistemological foundations for assessing

trustworthiness, 64

life on file, 109, 135, 179, 182, 200, See also
archival method

Mabillon, Dom Jean, 144, See also diplomatics

mainstream media, 85-86, See also social
media

manipulation, 75, 103, 111, 113, 115, 143, See
also deepfakes; forgery; shallowfakes

Manual for the Arrangement and Description of
Archives, 180

memory. See also records

as basis of trust, 64
memory pool. See orphan pool
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Merkle root, 13, See also hashing
metadata, 114, 134, 163
Millar, Laura, 100
miners, 14, 19, 184, 190, See also consensus
mechanisms; hard forks; validation;
validators
51 percent attacks, 19
centralization of, 19, 190
electricity consumption by, 3
incentivization, 15, 193, 200
reliance on honesty of, 58
mirror systems, 160-162, See also Blockchain
2.0 typology of systems (records
perspective)
misinformation, 77, 78, 81, 84, See also com-
batting disinformation; disinformation;
fake news
inoculation against, 93
misplaced trust, 67, 75, 108
mistrust, 34, 41, 43, 75, 85, 89, 92, 116, 190,
200, See also disinformation; trust
Mortgage Electronic Registration System
(MERS). See robo-signing

Nakamoto consensus, 15, See also consensus
mechanisms
Nakamoto, Satoshi, 10, 11, 12, 29-30, 60, 65,
188, See also Bitcoin; blockchain genesis
Bitcoin — A Peer-to-Peer Electronic Cash
System, 10, 60
narrative laundering. See disinformation
Netcash, 17
NFTs. See non-fungible tokens (NFTs)
non-fungible tokens (NFTs), 167, 170, See also
smart contracts; tokenized systems
broken link problem, 167

orphan blocks, 184, 185, See also hard forks;
verification
orphan pool, 13, 15

Parity Wallet hack, 164, See also Ethereum

peer disagreements. See consensus mechanisms

permissioned distributed ledgers, 23, 60, 194,
See also Hyperledger Fabric

permissionless distributed ledgers, 23, 56, 57,
60, See also Bitcoin; Ethereum

importance of trust, 58

phishing, 110-112, See also textual criticism

Pizzagate, 73-74, 84

political trust, 32—-34, See also trust

post-truth, 101

Practical Byzantine Fault Tolerance. See con-
sensus mechanisms

prebunking. See misinformation: inoculation
against

preservation. See records preservation; See also
under digital records

primary sources, 100, See also evidence: pri-
mary sources; knowledge formation;
records

privacy, 16, 17, 19, 65, 172

private keys, 11, 12, 54, 169, See also
cryptography

Project ARCHANGEL, 162, See also records
integrity

proof of claims. See under records

Proof-of-Stake (PoS), 185-186, 193, 200, See
also consensus mechanisms; Proof-of-
Work (PoW); validation

Proof-of-Work (PoW), 14, 15, 60, 184—185,
193,200, See also consensus mechanisms;
Proof-of-Stake (PoS)

pseudonymity, 16, 17, 19, 60, 65

public keys, 11, 16, 169, See also cryptography

quantum computing, 21, See also cryptography

recordkeepers, 67, 68, See also archivists, cul-
tural memory custodians
recordkeeping, 62—64, 138, See also archives
and honesty, 69
challenges of digital records, 67-68
for collective memory, 63, 64
for economic and social cooperation, 63
records, 9, 62, 100, 107, 125, 148, 152, See also
archival diplomatics; documents; and
specific characteristics and types of
records
as epistemic grounds for trust, 62, 67
as evidentials, 106-108, 151, 179
as memory, 65
as primary source of evidence, 100
as proof of claims, 65
elements needed to instantiate evidentiary
quality, 9
embedding a “life world,” 150
embedding of power and authority, 65, 66
invisibility of, 66
records’ accuracy, 154, 164
records’ authenticity, 9, 101, 105, 118, 145,
146, 151, 155-156, 165
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records creation, 107, 150
relationship to derivation of meaning, 133
records datafication, 132
records immutability, 63, 132, See also fixity
as blockchain design goal, 9, 18, 129
blockchains and distributed ledgers, 6,
18-19, 21, 24, See also blockchain editing
incompatibility with right to be forgotten, 23
potential negative consequences, 129
records integrity, 9, 12, 132, 160, 161, 162, 165
records manipulation, 115-118
records preservation, 124, See also under digi-
tal records
records’ reliability, 9, 101, 105, 154-155, 164
records systems. See digital records systems
records’ trustworthiness, 67, 68, 101, 145, 147,
151, 156, See also InterPARES:
InterPARES 2 Project — Ontology C; tax-
onomy of trust
challenges of protecting, 68
reliability. See records’ reliability
right to be forgotten, 22-23, See also General
Data Protection Regulation (GDPR)
robo-signing, 68
rule of code, 59, 66

Scaling Bitcoin, 191, See also Bitcoin: scaling
disagreements
Segregated Witness (SegWit), 12, See also
Bitcoin: scaling disagreements
Self-Sovereign Identity (SSI) systems,
171, 172
shallowfakes, 114
Shera, Jesse. See social epistemology
Skarpelis, Anna. See life on file
smart contracts, 107, 163—169
challenges of applying diplomatics
formalisms, 167-169
status as legal contracts, 167
social bots, 84
social epistemology, 82, 84, 181, 183, See also
epistemology; testimony
strategies to settle peer disagreements, 183,
See also consensus mechanisms
social imaginaries, 182, See also utopianism
social interoperability, 197-198
social media, 35, 81, 84, 8687, 94, 98, See also
mainstream media
self-regulation, 95
societal trust, 31, 36, 56, 68, 75, 103, See also
trust

socio-technical systems, 51
trust in, 50-51
soft forks, 192, See also consensus mechan-
isms; hard forks
source credibility, 140
standpoint theory, 90
supply chain management, 196
Szabo, Nick, 163

tamper resistance, 18, 60
taxonomy of trust, 153, See also InterPARES:
InterPARES 2 Project — Ontology C;
records’ trustworthiness
techno-fundamentalists, 57
techno-utopianism, 201, See also utopianism
testimonial knowledge formation, 82
testimonials, 82, 132
testimony, 82, 84, 104
textual criticism, 109, 111
timestamps, 13, 168
tokenization, 67, 169-170, 171
tokenized systems, 169—-173, See also
Blockchain 2.0 typology of systems
(records perspective)
credential-based, 171-173
transferrable tokens, 169-171
Transmission Control Protocol (TCP)
network, 13
transparency, 17
trust, 2948, See also knowledge formation;
trustworthiness; and specific types
of trust
as an epistemic concept, 42
as mechanism to manage complexity,
31
between individuals, 36-44
conceptions of, 36
crisis of trust, 31-35
encapsulated interest view, 40, 185
in governments, public authorities, 30,
44-47
in systems and technology, 60
intermediary mechanisms, 30
Model of Trust, 36
Trust in Archives-Trust in Digital Archival
Content (TIA-TDAC), 146, See also
archival diplomatics; records’
trustworthiness; user trust
trust in blockchains and distributed ledger
systems, 52—69
trust in systems and technology, 49-52
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trustless trust, 55-60, 64, See also ledger trust;
trust; user trust
in blockchain, 16
trustworthiness, 55, 86, 110, 141, See also
records’ trustworthiness
assessment of, 64
impact of incomplete evidence, 64
impact of information asymmetry, 41
of evidence, 64
perceived, as basis of trust, 30
relationship to information source, 87,
92
relationship to trust, 43—44
risk-based assessment, 41, 65
truth claims, 90, 103
resolution of competing, 90
Twitter, 84, 95

Ubitquity, 61
United States National Archives and Records
Administration, 117

United States presidential elections, 75, 116,
See also disinformation
usability, 53-54
impact on perceptions of trustworthiness, 55
user design, 54
user trust, 52-55, See also ledger trust; trust;
trustless trust
utopianism, 182, 201, 202

validation, 15, 186, 194, 198

validators, 185, 186, See also miners

van der Laan, Wladimir J., 190, See also
Bitcoin core developers

verification, 13, 63, 68, See also consensus
mechanisms

von Papebroch, Daniel, 143, 144

Wayback Machine. See Internet Archive
World Anti-Doping Agency, 116

Yeo, Geoffrey, 148, 150
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