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Surveillance presents a conundrum: how to ensure safety, stability, and efficiency
while respecting privacy and individual liberty. From police officers to corpora-
tions to intelligence agencies, surveillance law is tasked with striking this difficult
and delicate balance. That challenge is compounded by ever-changing technol-
ogies and evolving social norms. Following the revelations of Edward Snowden
and a host of private-sector controversies, there is intense interest among policy
makers, business leaders, attorneys, academics, students, and the public regard-
ing legal, technological, and policy issues relating to surveillance. This handbook
documents and organizes these conversations, drawing together some of the most
thoughtful and impactful contributors to contemporary surveillance debates, pol-
icies, and practices. Its pages explore surveillance techniques and technologies;
their value for law enforcement, national security, and private enterprise; their
impacts on citizens and communities; and the many ways societies do — and
should — regulate surveillance.

David Gray teaches criminal law, criminal procedure, evidence, international
criminal law, and jurisprudence at the University of Maryland’s Francis King
Carey School of Law. He was voted Professor of the Year in 2012. He has pub-
lished dozens of articles in leading law reviews, is the author of The Fourth
Amendment in an Age of Surveillance (Cambridge University Press, 2017), and
has submitted amicus briefs in high-profile cases involving surveillance and the
Fourth Amendment. Professor Gray is a sought-after speaker and frequently pro-
vides expert commentary for national media outlets on questions relating to crim-
inal law and criminal procedure.

Stephen E. Henderson is the Judge Haskell A. Holloman Professor of Law at the
University of Oklahoma, where he has received numerous teaching awards and a
campus-wide award for Outstanding Research Impact. He served as Reporter for
the American Bar Association Criminal Justice Standards on Law Enforcement
Access to Third Party Records, and his personal writing has been argued and
utilized in resolving contemporary American search and seizure controver-
sies. Professor Henderson obtained a J.D. from Yale Law School and a B.S. in
Electrical Engineering from the University of California at Davis (highest honors
and College of Engineering Medal).

© in this web service Cambridge University Press

www.cambridge.org



www.cambridge.org/9781108722100
www.cambridge.org

Cambridge University Press

978-1-108-72210-0 — The Cambridge Handbook of Surveillance Law
Edited by David Gray , Stephen E. Henderson

Frontmatter

More Information

The Cambridge Handbook

of Surveillance Law

Edited by

David Gray
University of Maryland

Stephen E. Henderson
University of Oklahoma

UNIVERSITY PRESS

i CAMBRIDGE
Sl

© in this web service Cambridge University Press www.cambridge.org



www.cambridge.org/9781108722100
www.cambridge.org

Cambridge University Press
978-1-108-72210-0 — The Cambridge Handbook of Surveillance Law

Edited by David Gray , Stephen E. Henderson
Frontmatter
More Information

CAMBRIDGE
UNIVERSITY PRESS

University Printing House, Cambridge CB2 8BS, United Kingdom

One Liberty Plaza, 20th Floor, New York, NY 10006, USA

477 Williamstown Road, Port Melbourne, VIC 3207, Australia

314-321, 31rd Floor, Plot 3, Splendor Forum, Jasola District Centre, New Delhi - 110025, India
79 Anson Road, #06-04/06, Singapore 079906

Cambridge University Press is part of the University of Cambridge.

It furthers the University’s mission by disseminating knowledge in the pursuit of
education, learning and research at the highest international levels of excellence.

www.cambridge.org
Information on this title: www.cambridge.org/9781108722100
DOI: 10.1017/9781316481127

© Cambridge University Press 2017

This publication is in copyright. Subject to statutory exception
and to the provisions of relevant collective licensing agreements,
no reproduction of any part may take place without the written
permission of Cambridge University Press.

First published 2017
First paperback edition 2019

A catalogue record for this publication is available from the British Library

Library of Congress Cataloging in Publication data

Names: Gray, David, editor. | Henderson, Stephen E., editor.

Title: The Cambridge handbook of surveillance law / edited by

David Gray, University of Maryland; Stephen E. Henderson, University of Oklahoma.
Description: New York: Cambridge University Press, 2017. |

Includes bibliographical references and index.

Identifiers: LCCN 2017009648 | ISBN 9781107137943 (hardback)

Subjects: LCSH: Electronic surveillance — Law and legislation — United States. |
Intelligence service — Law and legislation — United States. | Terrorism — Prevention —
Law and legislation — United States. | National security — Law and legislation —
United States. | Computer security — Law and legislation — United States. |
Computer networks — Security measures — United States. | Cyberterrorism —
Prevention — United States. | United States. Privacy and Civil Liberties

Oversight Board. | Privacy, Right of — Government policy — United States.
Classification: LCC KF5399.C36 2017 | DDC 345.73/052-dc23

LC record available at https://lccn.loc.gov/2017009648

ISBN 978-1-107-13794-3 Hardback
ISBN 978-1-108-72210-0 Paperback

Cambridge University Press has no responsibility for the persistence or
accuracy of URLs for external or third-party internet websites referred to in
this publication, and does not guarantee that any content on such websites is,
or will remain, accurate or appropriate.

© in this web service Cambridge University Press www.cambridge.org



www.cambridge.org/9781108722100
www.cambridge.org

CAMBRIDGE

Cambridge University Press
978-1-108-72210-0 — The Cambridge Handbook of Surveillance Law

Edited by David Gray , Stephen E. Henderson
Frontmatter
More Information

For two people I miss and mourn: F. P. Gray, whose
fortitude, intellectual curiosity, and unbending
independence continue to inspire, and Dan Markel,
a true mensch of enormous heart and unflinchingly
critical mind.

-DG

For my greatest contribution,

the five I'll leave behind.
- SEH
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