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active nodes, 202

active probing, 50

adaptive swing bus, 33

adjacent matrix, 51, 54

ADPF

advanced droop-control-based

power flow, 30

affine dynamics, 92

AFM

active fault management, 6, 7, 134

AMI

advanced metering infrastructure, 202

ancillary support, 5

application layer, 45

artificial intelligence, 219

ASPF

adaptive secondary-control-based

power flow, 30

authentication, 161

automatic failure recovery, 218

autonomic networks, 218

autonomy, 215, 219

average consensus, 43, 53

averaging model, 93

backward/forward sweep, 29

balanced grid disturbance, 6

bandwidth, 49

battery storage, 201

BCBV

branch current to bus voltage

matrix, 31

BIBC

bus injection to branch current

matrix, 31

bipolar DC microgrid, 8, 181, 186

black start, 29, 43

blackouts, 3, 202

block diagonal matrix, 107

brain-empowered smart grid, 219

branch-and-cut, 209

bunching failures, 210

capture and analyze, 50

carbon footprint, 204

Cartesian product, 104

cellular network, 13

closed-form, 92

combined heat and power, 11

communication infrastructure, 5, 158

communication network, 51

community microgrids, 215

ComPF

compositional power flow, 29

compositional analysis, 30

compositional power flow, 7

compressive sensing, 209

connectivity, 73

console, 63

control flow, 50

control layer, 45

control plane, 45

convergence, 141

convergence performance, 32

convex hull, 92, 95

coordinator, 142

cosimulation, 61

coupling effects, 190

coupling point, 19

CPS

cyberphysical system, 8, 204

critical infrastructures, 4

current limiter, 16

curvature, 92

cyberattacks, 3, 6

cyberlayer, 204

cybernetwork, 61

cyberphysical networked microgrids

testbed, 61

cyberphysical security, 7, 217

cyberresilience, 87, 158

cybersecurity, 7, 91, 158

DA-SLR

Distributed and Asynchronous Surrogate

Lagrangian Relaxation, 137, 156
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DAEs

differential-algebraic system of equations,

91, 93

damping, 22

DAPI

distributed averaging

proportional-integral, 51

data analytics, 204

data center, 4, 51

data-driven methods, 210

data plane, 45, 161

data privacy, 104

data streaming, 204

data traffics, 169

DC circuit breaker, 181

DC distribution system, 180

DC line-to-line voltage, 184

DC link voltage, 150

DC microgrid, 8, 180

DC power, 15

DC protection, 181

DC voltage instability, 183

decomposition, 105

decomposition and coordination, 141

delay, 56

DERs

distributed energy resources, 3, 32, 43, 201

DFA

distributed formal analysis, 7, 104, 109

diesel generators, 11

differential inclusion, 92

digital twin, 82

discrete decisions, 209

dispatchable DER, 51

dispatchable resources, 216

distributed AFM, 145

distributed and asynchronous algorithm, 143

distributed averaging, 18

distributed computing, 207

distributed control, 44, 203

distributed data acquisition, 204

distributed optimization, 6, 7, 139, 143, 203

distributed power flow, 7

distributed power sharing, 65, 76

distributed secondary control, 53

distribution control center, 204

distribution feeder, 204

distribution grid resiliency, 6

distribution management system, 142, 204

distribution substation, 202, 204

distribution system, 3

distribution system state estimation, 209

double contingency, 75, 83

double-line-to-ground fault, 150

dq0 frame, 16

DQG

distributed quasidiagonalized Geršgorin

theory, 105

droop coefficient, 14, 31, 53

droop control, 13, 15, 31, 52

dynamical system, 7, 91

economic dispatch, 14, 43, 209

edge networks, 204

eigenanalysis, 103, 121

eigenvalue, 97

eigenvector, 98

electrical distance, 57

electricity resilience, 3, 204, 210, 217

electromagnetic transients simulation, 63

emergency rating, 138

emergency response, 204

EMF

electromotive force, 20

EMS

energy management system, 11, 12

energy storage, 18, 91

equilibrium point, 53

Ethernet, 13, 61, 166

event-triggered communication, 44, 51, 58, 61, 75,

81, 86

event-triggered control, 58

event-triggered power sharing, 81

extended admittance matrix, 100

extreme weather events, 3, 202

FA

formal analysis, 6, 91, 98

failover, 57

fake data, 169

fault current contribution, 5

fault current level, 134

fault current limiter, 134

fault management, 135

feeder, 55

fiber optics, 13

firewall, 44

first generation of cyberattacks, 158

flow entry, 46

flow table, 46, 73, 82

flyball, 14

forced outages, 210

formal analysis, 6

formal verification, 95, 159

forwarding rule, 49

frequency-dependent RGA, 196

frequency control, 11

frequency droop, 16

frequency excursion, 134

frequency regulation, 43

frequency relay, 20
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FRT

fault ride-through, 135

fuel cell, 11, 50

generation-load imbalance, 51

Geršgorin disks, 97, 98

Geršgorin set, 105

Geršgorin’s theorem, 97, 191

gigabit urban infrastructure, 203

global communication, 59

global power sharing, 54, 68, 85

grid code, 135

grid connected mode, 3

grid disturbance, 5

grid edge, 219

grid hardening, 210

grid resiliency, 135

grid-following mode, 18

grid-forming inverter, 16

grid-forming mode, 16

grid-interface converter, 5

Hadamard product, 106

hardware dependence, 215

hardware independence, 8

Hessenberg matrix, 104

hierarchical architecture, 206

hierarchical control, 7, 13, 29

HIL

hardware-in-the-loop, 7, 61

history term, 92

home network, 51

host location hijacking, 162, 170

host location migration, 172

Householder transformation, 104

HTS

host tracking service, 161

HVDC

high-voltage DC transmission, 180

hybro turbine, 14

IEEE standard 1547, 5, 134

implicit Zbus Gauss algorithm, 34

index-1 system, 93

inductively dominant grid, 17

inertia, 22

infrastructure layer, 45

inner current loop, 16

inner loop, 17, 160, 176

instantaneous power, 16, 137

inverter controller, 158

IoT

Internet of Things, 203, 216

IP ToS, 49

islanded mode, 3, 96

kinetic energy, 14

K-nearest neighbors, 57, 59

Lagrange multipliers, 140, 141

Lagrangian relaxation, 139

LCs

local controllers, 51

leader DER, 52

LFC

load frequency control, 14

linearization, 92, 142

linearization error, 104

load center, 4

load shedding, 20

load unbalance, 195

local interactions, 192

logically centralized network intelligence, 158

low-inertia microgrid, 215

Lyapunov stability, 209

MAC

media access control, 61

MAC/IP addresses, 162

machine learning, 209

malicious traffics, 162

master–slave control, 18

matching field, 46, 73

MATE

multiarea Thévenin equivalence, 105

meshed microgrids, 34

MGCC

microgrid central controller, 204

microgrid, 3

microgrid clustering, 75, 78

microgrid communication, 51

microgrid penetration, 5

microgrid stability, 6

microPMU

microphasor measurement unit, 202, 204

microRAS

microgrid remedial action scheme, 13, 20

microturbine, 51

middlebox, 44

MIMO transfer function matrix, 184

Mininet, 166

Minkowski addition, 92

Minkowski operations, 95

MIP

mixed-integer programming, 20

monitoring service, 49

Monte Carlo simulations, 210

multiobjective nonlinear optimization, 137

mutual interactions, 191, 194

narrow bandwidth radio, 202

natural-gas generator, 11
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network anomaly, 61

network congestion, 13, 45

network delay guarantee, 57

network failure, 6, 13

network infrastructure, 48

network security, 159

networked control system, 44

networked DC microgrids, 183

networked microgrid operations, 7

networked microgrids, 4

networked system, 7

Newton power flow solution, 34

NMCC

networked microgrids coordination

center, 159, 164

NMs

networked microgrids, 4, 29, 43, 91,

134, 158

noninfrastructure solution, 178, 219

nonlinear optimization, 137

nonsynchronism, 215

N-x security, 210

Northbound interface, 45

Nyquist diagram, 191

ODEs

ordinary differential equations, 99, 108

OLTC

onload tap changer, 201

OpenFlow protocol, 46, 47, 70, 73, 159

OpenFlow switch, 61

OPF

optimal power flow, 13, 14, 20, 209

optimal route, 49

outer loop, 17, 160

outer voltage loop, 16

overapproximation, 93, 128

overhead, 51

PAC

protection, automation, and control, 215

packet header modification, 74

packet loss, 56

packet prioritization, 49

packets, 47

parallel processing, 208

partial derivative, 94

PCC

point of common coupling, 53, 137

pipeline processing, 47

PLC

programmable logic controller, 202

PLL

phase lock loop, 160

plug-and-play, 15, 29, 54, 101, 137, 215, 216

pole-zero map, 193

polynomial zonotype, 96

power bot attacks, 165

power bots, 158

power deficiency, 5, 85

power dispatch, 33

power dispatch mode, 37

power distribution grid, 3

power electronic control, 7

power flow, 29

power generation, 14

power interchange, 32, 35

power quality, 201

power ripple, 136

power sharing, 29, 44, 51, 56

power system resilience, 210

power transfer capability, 22

PQ control, 19

primary control, 13, 14

privacy, 215

privacy-preserving, 7, 42

probe signal, 159, 163, 172

programmability, 56, 58, 86

programmable load, 51, 91

programmable microgrids, 8, 219

programmable network, 6, 44, 204

programmable networking, 7, 61

programmable smart grid, 218

proportional-integral control, 16, 114

prosumer, 215

PVs

photovoltaics, 3

PWM

pulse-width modulation, 16, 63, 136

QoS

quality of service, 12, 45, 49, 206

QR decomposition, 104

quasidiagonalized Geršgorin method, 98, 99

reachability, 7, 91

reachability analysis, 105

reachable set, 91, 92, 102, 125

reachtube, 96

real-time computing, 203, 216

real-time data analytics, 204

reference signal, 19

regenerability, 219

regime shift, 211

reliability, 4, 201, 219

renewability, 219

renewable energy resources, 11, 13

resilience metrics, 211

resiliency, 3

resiliency resource, 5

resilient microgrids, 217

resilient networked microgrids, 86
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resilient power sharing, 43

RGA

relative gain array, 191, 195

ring topology, 182

RIP

routing information protocol, 49

rotor swing equations, 22

round rotor machine, 21

route reconfiguration, 49

router, 44

routing, 49

RTU

remote terminal unit, 202

Ryu, 73, 166

S&CCs

smart & connected communities, 3

SAIDI

system average interruption duration

index, 4

SAIFI

system average interruption frequency

index, 4

SD2N

software-defined distribution network,

6, 203

SDASD

software-defined active synchronous

detection, 159, 169

SDN

software-defined network, 13, 206

software-defined networking, 6, 8, 44, 56, 158,

166, 203

SDN controller, 47, 49, 51, 169

SDN switches, 49

SDN-enabled event-triggered communication, 57

second generation of cyberattacks, 158

secondary control, 13, 17, 30, 68

self-adaptive, 204

self-configuring, 159, 215

self-healing, 43, 159, 215

self-modeling, 218

self-optimizing, 215

self-protecting, 159, 215

self-reconfigurable, 204, 216

shipboard power system, 180

single point of failure, 43

single-line-to-ground fault, 147

situational awareness, 5

small-signal stability, 184

smart city, 201

social acceptance, 215

software-defined microgrids, 203

software-defined network, 54

software-defined networked microgrids, 203

software-defined operation optimization, 216

software-defined security and privacy, 216

software-defined smart grid, 6

solar array, 11

solid-state transformer, 180

Southbound interface, 45

speed governor, 15

speed sensor, 14

speed-droop characteristic, 14

SPMs

smart programmable microgrids, 216

SQP

sequential quadratic programming, 142

stability margin, 5, 96, 98, 102

stability region, 91

star network, 78

state matrix, 94, 95

state-space averaging, 187

steam turbine, 14

stopping criterion, 110

strict-priority queuing, 49

strongly connected microgrids, 78

subproblem, 141

substations, 207

subtransmission system, 204

supervisory control, 15

surrogate Lagrangian relaxation, 141, 209

surrogate optimality condition, 143

susceptance matrix, 57

SVD

singular value decomposition, 192

swing bus, 29

synchronization, 18, 53

synchronous generator, 13, 15

system decomposition, 106

table-miss packet, 47

Taylor series, 93

TCP/IP, 63

tertiary control, 13, 14, 20

three-phase-to-ground fault, 151

throughput, 49

tie line, 30, 107

time delay, 5, 6

time delay guarantees, 218

total fault current, 139

traffic prioritization, 57

transceiver, 52

transient stability, 91, 134

transmission grid, 5

transportation, 201

turbine governor system, 14

UDN

urban power distribution network, 201

UDP

User Datagram Protocol, 166

UDP socket, 63, 82
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UDP/IP, 63

ultralow latency, 70

unbalanced grid disturbance, 6

unipolar DC microgrid, 181

unknown-but-bounded, 91

virtual impedance, 17

VM

virtual machine, 61, 62, 66, 82

voltage and frequency restoration, 43

voltage balancer, 181, 186

voltage control, 32

voltage control mode, 37

voltage droop, 16

voltage instability, 183

voltage restoration, 29

voltage sag, 137

VSG

virtual synchronous generator, 20

VSI

voltage source inverter, 16, 63

weak AC grid, 22

wicket gate, 14

wide-area network, 204

WiFi, 13

WiMax, 13

wind turbine, 11

wireless communication, 13

Wireshark, 83

zero crossing current, 181

zero footprint, 178

zonotope, 95, 102
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