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Foreword

In 2012, as the Officer in Charge of Planning Policy and Enterprise in the Irish Naval
Service, I became involved with a research project entitled Slándáil. This multi-
national project was supported by the European Union’s 7th Framework
Programme for Research and Technological Development. From the outset it was
obvious that there was a correlation between the ‘human factor’ and capability
development that security services were advancing. I undertook the role of Chair
of the Strategic Advisory Board for the project, and in this role represented emer-
gency responders, monitoring the research and development of the team. Project
Slándáil researched natural crises and analysed how social media can be better used
to spread messages about the worst affected areas during these crises. The results of
technological advances, end user responses and legal and ethical research from this
project provided the motivation for this book.

As an end user of data such as social media, it was essential to understand how the
project provided a better understanding of how an unwieldy, disruptive technology
can be better harnessed to inform emergency responses to natural disasters. Towards
the end of the project, I was appointed to command the flagship of the Irish Naval
Service L.É. EITHNE to undertake a humanitarian mission to the central
Mediterranean in response to the migrant crisis there. During this deployment,
I witnessed first-hand the central role that modern communications systems play in
life and death decisions on a grand scale, coordinating the rescue of several thousand
migrants via an eclectic mix of international state and nongovernmental organisa-
tion assets. Central to the success of such a mission was the reliance on the
communications modalities at my disposal. The gathering, analysis and dissemina-
tion of intelligence information were key to the humanitarian operations that
ensued. In undertaking such analysis, data provenance, ethical issues and the use
of language proved central to command decisions, and the experience from Project
Slándáil proved invaluable.

Project Slándáil was amongst the first projects to see the dichotomy between the
utility of social computing, especially in a disaster scenario and its potential abuse.
This book discusses three key aspects of the law surrounding this area – internet law,
copyright and data protection law, and human rights law. In doing so, it seeks to
positively contribute to two divergent issues – the promotion of the use of social
computing and the prevention of its abuse. The book also suggests a way forward
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through a legally based ‘User Licence’ which provides comfort to the entire spec-
trum of human beings involved – the citizens, the disaster prevention teams, the
protection agencies and those who are interested in a balance between rights and
duties.

In essence, this book represents a codification of ethics and law in social media for
emergencies and outlines a system that is relevant to the needs of end users and
society as a whole. Readers can look forward to charting a route through the rocky
shoals of evolving human activity in emergency situations and the use of social
media in a globalised world. Its content is invaluable.

If, as Napoleon Bonaparte reputedly once said, the secret of war lies in commu-
nications, then certainly the secret of peace, security and humanity does also.

Captain Brian FitzGerald
Irish Naval Service
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