
Cambridge University Press
978-1-108-42482-0 — Algorithms and Law
Edited by Martin Ebers , Susana Navas 
Frontmatter
More Information

www.cambridge.org© in this web service Cambridge University Press

algorithms and law

Algorithms permeate our lives in numerous ways, performing tasks that until recently
could only be carried out by humans. Artificial Intelligence (AI) technologies, based on
machine learning algorithms and big-data-powered systems, can perform sophisticated
tasks such as driving cars, analyzing medical data, and evaluating and executing complex
financial transactions – often without active human control or supervision. Algorithms
also play an important role in determining retail pricing, online advertising, loan
qualification, and airport security. In this work, Martin Ebers and Susana Navas bring
together a group of scholars and practitioners from across Europe and the US to analyze
how this shift from human actors to computers presents both practical and conceptual
challenges for legal and regulatory systems. This book should be read by anyone
interested in the intersection between computer science and law, how the law can better
regulate algorithmic design, and the legal ramifications for citizens whose behavior is
increasingly dictated by algorithms.
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Preface

algorithms and law

Algorithms come in many different shapes and forms, ranging from software systems
(e.g., data-mining programs, medical diagnosis systems, price algorithms, and expert
trading systems) to embodied robots (e.g., self-driving cars, unmanned underwater
vehicles, surgical robots, drones, and personal and social robots) and open-source
machine-learning systems.1 The increased use of these intelligent systems is
changing our lives, society, and economy – while at the same time challenging
the traditional boundaries of law. Algorithms are widely employed to make decisions
which have increasingly far-reaching impacts on individuals and society, potentially
leading to manipulation, biases, censorship, social discrimination, violations of
privacy, property rights, and more.
This has sparked a global debate on how to regulate AI and robotics. Although

many countries and sometimes also international/intergovernmental organizations
have laws, rules, and norms that are relevant to AI and robotics, most of this
legislation was not made with AI and smart robotics in mind. Accordingly, it is
difficult to gage the extent to which existing legislation adequately regulates the
negative implications of intelligent machines. Since the beginning of 2017, many
governments across the world have begun to develop national strategies for the
promotion, development, and use of AI systems. The European Union, the United
Nations, the OECD, and many other international organizations have also
developed AI strategies, sometimes even with concrete suggestions of how to regu-
late AI and smart robotics in the future.

1 For definitions of the terms “algorithms”, “artificial intelligence”, “robotics”, “machine learn-
ing”, etc., used in this volume, see 1.2.1, 1.2.3 and 2.1.2.
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In this volume, German and Spanish scholars have collaborated to study the
practical and legal implications that algorithms present for individuals, society, and
political and economic systems – discussing the various policy options for future
regulation and ethical codes.

content of this volume

In Chapter 1, Sami Haddadin and Dennis Knobbe provide a short history of intelli-
gent machines and an overview of the present state of robotics and AI, discussing
current research directions, outlining major technological challenges, and depicting
the future of man and machine that is yet to be built. The authors point out that the
large gap between the algorithmic and physical worlds leaves existing systems still far
from the vision of intelligent and human-friendly robots capable of interacting with
and manipulating our human-centered world. Against this backdrop, Haddadin and
Knobbe look into the emerging discipline of machine intelligence which could
provide a new holistic paradigm to address this issue, in particular by reunifying
perception (sensing), AI (planning), and robotics (acting) with the pervasive roles of
control and machine learning that are crucial if these intelligent systems are to
become reality in our daily lives.

In Chapter 2,Martin Ebers outlines the most urgent ethical and legal issues raised
by the use of self-learning algorithms, providing an overview of several key initiatives
at the international and European levels on AI ethics and regulation. In the author’s
opinion, policy makers should avoid premature, innovation-inhibiting regulation. As
there is no one-size-fits-all solution, the chapter underlines that the need for new
rules should be evaluated for each sector and for every application separately,
considering the respective risks and legal interests involved, in order to find the
right balance between keeping up with the pace of change and protecting people
from the harm posed by AI and robotic systems. At the same time a regulatory
environment needs to be created that avoids over-regulation but allows for innov-
ation and further development.

In Chapter 3, Mario Martini addresses the question “How to Demystify the
Alchemy of Code” by looking at three specific legal issues: the opacity of
machine-learning systems; unlawful discrimination; and monopolization of market
power and knowledge. The author examines existing and potentially adaptable legal
solutions and complements them with further proposals. The chapter designs a
regulatory model in four steps along the time axis: preventive regulation instru-
ments, accompanying risk management, ex post facto protection, and the vision of
an algorithmic responsibility code. According to the author, these elements should
form the legislative blueprint to regulate applications of artificial intelligence.

In Chapter 4, Diana Sancho focuses on one of the most important provisions for
the algorithmic society we have so far, namely Article 22 of the European General
Data Protection Regulation. The author shows that the European Union is a pioneer
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in regulating automated (algorithmic) decision-making by setting not only formal but
also substantial standards, endorsing a non-strict concept of “solely” automated
decisions; explicitly recognizing the need for enhanced protection of vulnerable
adults and children; linking the much discussed data subject’s right to an explanation
to the right to challenge automated decisions; and interpreting Article 22(1) as a
“general prohibition”. This development represents, according to Sancho, an import-
ant step towards the development of a more mature and sophisticated regime for
automated decision-making that is committed to helping individuals retain adequate
levels of autonomy and control in decision-making, whilst meeting the technology
and innovation demands of the data-driven society.
Chapters 5 and 6 deal with one of the most important questions raised by

autonomous systems: whether and how traditional concepts and the provisions of
current legal regimes (e.g., regarding negligence or strict liability) can apply in the
context of emerging autonomous systems, or whether we need new rules. Susana
Navas (Chapter 5) and Ruth Janal (Chapter 6) expose the key issues, dealing with
(extra-)contractual liability of users, keepers, and operators for wrongs committed by
autonomous systems. Both authors explore how the concept of “wrong” can be
defined with respect to autonomous systems and what standard of care can reason-
ably be expected of them. Further, the contributions look at existing accountability
rules for things and people in various legal orders and explain how these rules can be
applied to autonomous systems.
In addition, Gerald Spindler analyses in Chapter 7 the control of algorithms in

financial markets, especially in the case of high-frequency trading. High-frequency
trading has become an important factor in financial markets and is one of the first
areas in algorithmic trading to be intensely regulated. Against this background, the
author gives an overview of the EU approach to regulating algorithmic trading and
considers whether this regime (with its pre- and post-trade controls, and real-time
monitoring) could be taken as a blueprint for other regulations on algorithms.
In Chapter 8, Susana Navas deals with the creativity of algorithms and copyright

law. The author discusses the possible emulation of human creativity by various
models of artificial intelligence systems. As the degree of originality of creations
using algorithms may surprise even human beings themselves, the author makes the
case for copyright protection of the “works” created by autonomous systems, espe-
cially taking into account the fundamental contributions of computer science
researchers on the one hand and, on the other, the investment in human and
economic resources that is required to obtain these ”works”. The author does not
only question traditional categories in the field of IP rights but also suggests how the
law could approach “computational creativity”.
In Chapter 9, Brian Subirana, Renwick Bivings and Sanjay Sarma focus on voice-

recognition systems and smart speakers in the context of conversational commerce,
and especially on the regulatory options for standardizing the initial steps of the
human-to-machine interaction. According to the authors, voice is complicated to
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regulate because it is ambiguous; it is neither race nor gender neutral because it
reveals significant amounts of information about the person through its tone, choice
of words and semantic constructs. Given the design choices for these new powerful
AI technologies, the chapter examines how to algorithmically enforce neutrality in
the behavior of such technologies. It concludes with a discussion of possible
standards to establish an “emotional firewall”.

In the book’s final Chapter 10, Björn Steinrötter analyses the legal framework of
(training) data. The chapter highlights that the European Union is facing consider-
able challenges in this regard, because it wants to promote both a high level of data
protection (GDPR) and at the same time a free flow of data (data economic law). In
light of these considerations, the author assesses the status quo of legislation (initia-
tives) and legal discussions at the European level.
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