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Data Analytics for Cybersecurity

As the world becomes increasingly connected, it is also more exposed to a myriad of

cyber threats. We need to use multiple types of tools and techniques to learn and

understand the evolving threat landscape. Data are a common thread linking various

types of devices and end users. Analyzing data across different segments of

cybersecurity domains, particularly data generated during cyber–attacks, can help us

understand threats better, prevent future cyber–attacks, and provide insights into the

evolving cyber threat landscape. This book takes a data oriented approach to studying

cyber threats, showing in depth how traditional methods such as anomaly detection can

be extended using data analytics, and also applies data analytics to non–traditional

views of cybersecurity, such as multi domain analysis, time series and spatial data

analysis, and human-centered cybersecurity.
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Preface

Cybersecurity is a pervasive need in our connected world to counter threats

affecting individuals, organizations, and governments. The acceptance and

adoption of technology on multiple types of nontraditional devices force

cybersecurity solutions to address challenges emerging in the areas of not only

computer networks but also sensor networks, industrial control systems, and

user devices. Data are the common thread across all these types of devices and

end users, especially data generated during cyberattacks. Increasingly, the

focus of cybersecurity is shifting to analyzing data in not only a retrospective

manner but also a prospective manner across different cybersecurity domains.

This data-driven understanding of attacks can potentially prevent future cyber-

attacks and provide insights into the evolving cyber threats.

Data analytics pushes beyond the traditional themes of security to seam-

lessly weave the analysis of threats across several applications. This book

applies data analytics concepts and techniques to the domain of cybersecurity,

discusses methods to evaluate data sources in cyberattacks, and provides

insights into data mining methods that can be utilized for cybersecurity.

Finally, this book also looks at nontraditional views of data analytics for

cybersecurity in time series and spatial data, discussing the need and applica-

tion of big data analytics and offering a human-centered analytics perspective

to cybersecurity.

Although there are several books on network security, information assur-

ance, and forensics and other books on data mining, there is a need to address

both cybersecurity and data analytics in a synergistic manner. In addition,

I have developed a graduate and undergraduate course on data analytics for

cybersecurity. I taught this course for several semesters without a textbook.

While developing this course, I reviewed several very good books. However,

there was a gap in the material available for the data analytics perspective of

cybersecurity in depth. This motivated me to write a book that looks at the
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different domains affected by cyberattacks, spanning computer networks,

industrial control systems, sensor networks, drones, and other connected

devices. Data analytics provides a window of learning into such systems by

looking at the massive amounts of data being generated that may go untapped.

For instance, this book addresses the human-centered perspective to cyberat-

tacks, and it addresses the multiple facets of data analytics for cybersecurity,

such as anomaly detection across spatial and temporal data.

I expect the book will be primarily useful for teaching graduate and under-

graduate cybersecurity courses that take a data analytics perspective. It should

also be relevant for the industry and government as it discusses the potential

avenues of understanding and discovering cyberattacks and additional know-

ledge about them to better inform future decision-making.

The need for data analytics is also evident from Information Assurance

requirements such as those stated in federal frameworks1,2 and security direct-

ives for Information Assurance Training, Certification, and Workforce

Management,3 where various technical cybersecurity positions and their func-

tions are outlined in detail. For instance, the Computer Network Defense

(CND) Service Provider Incident Responder (IR) position has functions such

as (CND-IR.2) – collect, analyze, intrusion artifacts – and (CND-IR.7) –

correlate incident data and perform CND trend analysis. Similarly, the CND-

Analyst (A) position has functions such as (CND-A.4) – perform analysis of

log files – (CND-A.5) – characterize and analyze network traffic to identify

anomalous activity and potential threats to network resources – and (CND-

A.8.) – perform event correlation. These and many other security functions,

such as forensics, threat hunting, and such clearly indicate the need to incorp-

orate an analytics perspective to cybersecurity.

What Does the Book Cover?

The book spans from introductory concepts of cybersecurity, foundations of

data analytics, and applications of data analytics concepts to cybersecurity

applications.

1 Workforce Framework for Cybersecurity(NICE Framework), NIST Special Publication 800-
181 Revision 1, https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-181r1.pdf,
Last Accessed May 2021

2 Workforce Framework for Cybersecurity (NICE Framework), https://niccs.cisa.gov/
workforce-development/cyber-security-workforce-framework , Last Accessed May 2021

3 Information Assurance Workforce Improvement Program, DoD 8570.01-M www.esd.whs.mil/
Portals/54/Documents/DD/issuances/dodm/857001m.pdf; 8140.01 reissues and renumbers
DoDD 8570.01, Last Accessed May 2021
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Chapter 1 introduces the basic concepts of cybersecurity and the data

analytics perspective to cybersecurity. It lays out the areas of study and how

data analytics should be a key part of the spectrum of cybersecurity solutions.

Chapter 2 focuses on understanding sources of cybersecurity data and the

end-to-end opportunities for data collection. It goes onto discuss the sources of

cybersecurity data and how multiple datasets can be leveraged in understand-

ing cyber threats.

Chapter 3 gets into the techniques of data analytics focusing on the three

pillars of data mining, namely clustering, classification, and association rule

mining, and how each can be used for cybersecurity. This chapter can be seen

as a crash course in data mining. It begins with an understanding of the overall

knowledge discovery and data mining process models and follows the elem-

ents of the data life cycle. This chapter outlines foundational elements such as

measures of similarity and of evaluation. It outlines the landscape of various

algorithms in clustering and classification and frequent and rare patterns.

Chapter 4 focuses on the big data elements of cybersecurity, looking at the

landscape of the big data technologies and the complexities of the different

types of data, including spatial and graph data. It outlines examples in these

complex data types and how they can be evaluated using data analytics.

Chapter 5 highlights the various types of cyberattacks and how data analytics

methods can potentially be used to analyze these attacks.

Chapter 6 and 7 holistically focus on anomaly detection. Chapter 6 focuses

on what anomalies are and more specifically what anomalies are in the

cybersecurity domain, and what some of the features of anomalies are.

Chapter 7, on the other hand, focuses on techniques of detecting anomalies

starting with some of the basic statistical techniques, going into data

analytics techniques.

While Chapter 4 introduces the complex types of data, Chapter 8 delves into

the specifics of spatial and temporal analytics with topics such as spatial

neighborhood and temporal evolution of large amounts of network traffic data.

Chapter 9 extends the ideas of complex data by looking into cybersecurity

through network and graph data. Chapter 10 brings in the human-centered data

analytics perspective to cybersecurity. Finally, Chapter 11 discusses several

key directions, such as data analytics in cyberphysical systems, multidomain

mining, machine Learning concepts such as deep Learning, generative adver-

sarial networks, and challenges of model reuse. Last but not the least, the

chapter closes with thoughts on ethical thinking in the data analytics process.

Preface xi
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