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research
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commercial use of, 57-58
as commodity, 262

correlations and, 46—52
background of, 46—49
causation and, 50-52
failures within, 4649
hypotheticals in, 4649

data brokers for, 60-62, 88-89
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data protection policies for, 58-60
conservative approach to, 59
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FTC guidelines for, 63-67
reform proposals, 62-65
technology challenges, 59-60
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deprecation of, 59-60
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disease modeling, 56—58

disease prediction and, 91-92
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legal implications of, 45

for marketing and advertising, 86

misuse of, 56
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studies of, 3

privacy protections for, go

professional cooperation strategies with, 337-39
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public health surveillance and, 5658

regulatory arbitrage and, 60-62

through social media, 87-88

subsumption approach, 5-6

through wellness programs, 88
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HHS. See Department of Health and Human
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HIPAA. See Health Insurance Portability and
Accountability Act

HIPAA Privacy Rule. See Health Insurance
Portability and Accountability Act Privacy
Rule

HITECH Act. See Health Information
Technology for Economic and Clinical
Health Act
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hospital referral regions (HRRs), 12122

human subjects

in Big Data health care research, 226-28
Common Rule standards for, 22628
individually identifiable, 226-28
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Research, 238—40
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Icelandic Data Protection Authority (DPA),
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identifiable private data, under Common Rule,
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public health law and, 245
identifiable private information, 227
identity
active breaches of, 185
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in analytics, ethical significance of, 177-83
offline, 179
personalization systems, 181-82
profiling, 179-82
shared ownership of, 180-81
collective, 188-89
informational, 183
passive breaches of, 185-86
identity-constitutive privacy, 183
in vitro diagnostic multivariate index assays
(IVDMIAs), 286-87
individual autonomy. See autonomy
individual awareness
in Healthcare Internet of Things design, 143—44
TPDAs and, 149
individual privacy, protections for
additional structures for, 22324
for biospecimens, 224
under Common Rule, 22325
exemptions from, 224

under HIPAA, 224

historical development of, 223
IRBs and, 223-25
in U.S.,, 225
informational identity, 183
informational privacy, 176, 183-85
informed consent
in analytics, 185
Big Data and, s
through electronic communications,
24647
black box medicine and, 299
under Common Rule, 26, 24446
Big Data and, through electronic
communications, 246-47
in duty to share, 214
in HIPAA Privacy Rule, 26
privacy and, under U.S. law, 196—202
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under Common Rule, 19697
denial of consent, 201
individual perspectives on, 199—202
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innovation protections
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Big Data health research for, 228-30
privacy protections, societal lapses in, 230
sensitivity of health information, 229—30
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Common Rule and, 244
duty to share and, 22122
individual privacy protections, 223—24
right not to know and, 203—4
integrated Big Data sets, 256
intellectual property rights (IPRs), Big Data and
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in European Union, 313-14
in U.S,, 312-13
antitrust rules, 32021
for black box medicine, 322
challenges with, 311
copyrights, 314-15
of biological sequence information, 315
data selection, 314-15
database protections, in EU, 315
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(cont.)
regulatory exclusivities, 318-19
in European Union, 319
in U.S,, 319
software patents, 312-14
in European Union, 313-14
in U.S,, 312-13
for specific applications, 321-23
for specific areas of science, 321-23
sui generis rights, 312-19
for data-generating patents, 335
for SysBio, 321
trade secrets, 316-18
EU definition of, 317
in US,, 318
international law, privacy in, 176
Internet of Things (IoT) devices. See also
Healthcare Internet of Things; mobile
Health applications
ethical frameworks for, 125
FCC regulation of, 129, 136
FDA regulation of, 129
FTC regulation of, 129, 136
health-related Big Data and, 125
legal frameworks for, 125
regulatory frameworks for, 125
IPRs. See intellectual property rights
IRBs. See Institutional Review Boards
IVDMIAs. See in vitro diagnostic multivariate
index assays
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Kennedy, Anthony (Justice), 114-15
Kyllo . United States, 39g—40

labeling. See drug labeling
laboratory developed tests (LDTS), 286-87
Lacks, Henrietta, 215
large research infrastructures, 321-22
LDTs. See laboratory developed tests
legal rights, 176
legislation, for health-related data. See specific
legislation and acts
LHREs. See longitudinal health records
liability law. See medical liability law
Lifeline program, 110-11
Limited Data Set pathway, 274760
ethics and, 279-8o
privacy protections in, 279-80
Linnaeus, Carolus, 34-35
longitudinal health records (LHRs), 252
longitudinal population health data (LPHD),

252

machine learning, 31-32, 35-38, 40
marketing, health-related Big Data for, 86
mechanisms, 4748
accountability, 149-50
transparency, 14950
Medicaid. See also Centers for Medicare and
Medicaid Services
FCA and, 8o
after Gobeille v. Liberty Mutual Insurance Co.,
u8
medical devices. See Internet of Things devices;
mobile Health applications
Medical Electronic Data Technology
Enhancement for Consumers Health
(MEDTECH) Act, U.S., 134
medical liability law, 298—304
for black box medicine, 298
CDS products, 300
future recommendations for, 304-5
for health care enterprises, 303—4
medical malpractice by providers, 299—303
patient recovery under, 298-99
purpose of, 298
medical software, FDA regulation of, 284-88, 301.
See also clinical decision support products;
Internet of Things devices; mobile Health
applications
for black box software, 294
under Draft Software Policy, 285-86
of IVDMIAs, 286-87
Medicare. See also Centers for Medicare and
Medicaid Services
FCA and, 8o
after Gobeille v. Liberty Mutual Insurance Co.,
18
medicine. See black box medicine
MEDTECH Act. See Medical Electronic Data
Technology Enhancement for Consumers
Health Act
minorities, racial and ethnic
distrust of medical community by, 104
health disparities among, 104—5
MMASs. See mobile medical applications
mobile Health (mHealth) applications
through apps, 132
clearinghouses and, 138-41
CDIA, 139
data collection in, 139
regulation of, 139
practical concerns with, 135-38
quantified-self, 131
regulation of, 129
CONCETNS OVET, 134-35
by FDA, 134-35
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objective probabilities, 3738

Office for Civil Rights (OCR), of Department of
Health and Human Services, 129
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Information Technology (ONC), 129

offline identity, 179

OHCASs. See organized health care arrangements
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Health Information Technology

open data sources, 8g—go

opt-ins, duty to share, 211

opt-outs, duty to share, 211

organized health care arrangements (OHCAs), 258

Orphan Drug Act, U.S,, 319

Parasidis, Efthimios, 100
passive breaches of identity, 185-86
patents. See algorithm patents; data-generating
patents; diagnostic patents; software
patents
patienthood, 189
patients’ property rights, for health-related Big
Data, 21216
pay and chase model, 79-80
PCAST. See President’s Council of Advisors on
Science and Technology
pediatric care, discrepancies in, 117
Personal Genome Project, 229
personalization systems, 181-82
pharmacoepidemiology
Big Data in, 270-71
studies in, 78-79
pharmacovigilance. See also False Claims Act
Big Data and, 75-79
through postmarket analysis, 75
transformative role of, 75-76
data mining and, 78
defined, 77-78
under False Claims Act, 73
by FDA, 69
health-related Big Data and, 56-57
studies of, 3
SDAs and, 78-79
studies of, 3
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PHI. See protected health information
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post-approval research pathways, 27479
Expert Determination, 273-74,
278-79
anonymization of data, 281-82
best practices for, 280-82
data sharing under, 282
ethical considerations for, 279-8o
privacy protections in, 279-8o
Limited Data Set, 274—76
ethics and, 279-80
privacy protections in, 279—-8o
Safe Harbor, 273, 27678
ethical considerations for, 279-8o
privacy protections in, 27980
precision medicine
Big Data and, 34-36, 101, 105
traditional approaches to, 34-35
machine learning and, 35-36
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genome sequencing and, 101
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Precision Medicine Initiative, 15, 19, 1067
black box medicine and, 295
defined, 271
methods of, 161-63
data analysis, 163
data collection, 162-63
for participants, 161-62
results, 16372
participant characteristics, 163-64
risk assessment in, 163-72
for longitudinal study design, 171-72
of nature of genetic information, 17071
overview of, 172—74
for permitted but unwanted use of
information, 16770
for unintended access to identity, 163-67
prediction modeling, 117
predictive analytics, 182
prescriptive analytics, 179
President’s Council of Advisors on Science and
Technology (PCAST), 63
Price, Nicholson, 291, 312, 322. See also black box
medicine
privacy. See also group privacy; Health Insurance
Portability and Accountability Act Privacy
Rule; individual privacy
under ADA, 260
Big Data and, 36—40, 109
losses of privacy, 37-38
violations of privacy, 38—40
for Big Data health research, IRBs and,
230
under Common Rule, 239—41
contextual integrity theory, 39
in Expert Determination pathway, 279-80
family resemblance theory, 39
identity-constitutive, 183
informational, 176, 183-85
informed consent and, under U.S. law,
196—202
of biospecimens, 197-99
in CFR, 196
under Common Rule, 196-97
denial of, 201
individual perspectives on, 199—202
under NPRM, 197-200
in international law, 176
in Kyllo v. United States, 39—40
in Limited Data Set pathway, 279-8o
right to inviolate personality and, 18385
group privacy and, 185-go
technological challenges to, 256
top-down standards for, 23

Privacy Act (1974), U.S., 59, 240
privacy laws
ADA, 260
FCRA, 60, 110
clearinghouses under, 139
CRA oversight under, 65-66
FTC and, 66
HIPAA and, 260
FERPA, 260-61
FTC regulation of, 260
Gramm-Leach-Bliley Act, 260
HIPAA and, 26061, 269, 27980
HITECH Act, 102-3, 269
PHI under, 257-59
reclassification of, 259-60
private information, health research for, 228
profiling, of identity, 179-82
protected health information (PHI), 257-59
reclassification of, 259-60
protection. See data protection
public accommodations, under ADA, 92-93
public good, health-related Big Data as, 262
public health law, 245
public health surveillance, 56-58
public trust. See also distrust of medical
community
in Big Data health care research, 263
in Common Rule, 24748

racial minorities. See minorities
Racketeer Influenced and Corrupt Organizations
Act (RICO), U.S,, 81
Ramirez, Edith, 138
reason, law of, 52-54
fairness and, 53-54
reasonable expectation of privacy, 39
reciprocity argument, 215-21
redlining, through health-related Big Data, 58
regulations, on data
adjustment of, 6
Big Data and, 4
for health care fraud, 7677
under Common Rule, 248—50
during development process, 240—41
standards for, 247
under GDPR, 45
TPDAs under, 152
after Gobeille v. Liberty Mutual Insurance Co.,
119-21
health-related Big Data, 60-62
under HIPAA, 126, 25758
reforms of, 259-60
Internet of Things devices, 129, 136
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concerns over, 134-35
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under SOFTWARE Act, 134
regulatory arbitrage, 60-62
regulatory exclusivities, 318-19
in European Union, 319
in U.S,, 319
Rehabilitation Act (1973), U.S., 94
reidentification, in duty to share, 215
relationality, defined, 159
reports, by TPDAs, 148—49
aggregate, 148—49
research. See also genetics research; health care
research
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reverse false claim, 82-83
RICO. See Racketeer Influenced and Corrupt
Organizations Act
right not to know, 202—4
ACMG recommendations, 202—3
DeCODE and, 202
IRB members and, 203—4
limitations of, 204
right to inviolate personality, 183-85
group privacy and, 185-go
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risk assessment. See also high-risk patients
of Big Data health research, 23035
administrative burdens of, 232
application of uniform daily life risks
standard, 232-34
dignitary harm and, 230-31
mediation of risk, 23435
minimal risk determination, 231-33
recognition of risks, 23031
HIPAA and, 257
in Precision Medicine Initiative, 163-72
for longitudinal study design, 171-72
of nature of genetic information, 17071
overview of, 172-74
for permitted but unwanted use of
information, 167—70
for unintended access to identity,
163-67
Rorty, Richard, 22
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ethical considerations for, 279-8o
privacy protections in, 279-8o
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scientific inquiry and knowledge, Big Data as
influence on, 30-34
causation vs. correlation, 32-33
theory vs. data, 31
explanation vs. prediction, 34
SDAs. See signal detection algorithms
security, TPDA limitations, 152—53
selfservice TPDAs, 151
self-subsidized TPDASs, 151
Sensible Oversight for Technology which
Advances Regulatory Efficiency
(SOFTWARE) Act, U.S., 134
sensitivity of health information, 229-30
Sentinel Initiative, 100
Sentinel System, 6
shared ownership of identity, 180-81
The Signal and the Noise (Silver), 51
signal detection algorithms (SDAs), 78-79
Silver, Nate, 51
Skopek, Jeffrey, 202, 210
small data, Big Data and, 15
social media
Big Data health research on, 230
Big Data on, 3
health-related Big Data through, 87-88
software. See medical software
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Technology which Advances Regulatory
Efficiency Act
software patents, 312-14
in European Union, 313-14
in U.S.,, 312-13
solidarity, civic
autonomy and, 22
development of, 2628
Solove, Dan, 39
Steffanson, Kari, 202
strong interpretation, of group privacy, 186
subsumption approach, 5-6
sui generis rights, 312-19
for data-generating patents, 335
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technology. See also Internet of Things devices;
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Big Data and, 3—4

data protection challenges, for health-related
Big Data, 59-60
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under SOFTWARE Act, 134
TPDAs and, 147
Third-Party Data Auditors (TPDAs), 14243,
146-55
benefits of, 147
certification of, 147, 15455
client hiring of, 148
considerations of, 150—54
data analysis by, 148
data collection by, 152-53
through data requests, 148
data policy considerations, 149-50
accordance with existing laws, 150
accountability mechanisms, 149—50
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for innovation protections, 150
transparency mechanisms, 149—50
data protection through, 147
defined, 14647
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free, 151
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limitations of, 150-54
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for citizen education, 155
data access mandates, 154
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report formulation by, 14849
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