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Assist to inquire; 173

Association of Banks in Singapore’s
Code of Consumer Banking Practice
(2009), 22

Attorney Act, 259117

Audit Law, 177

Authorized institution (AI), 226

Automatic deletion or anonymisation
of data, 60

Automatic exchange of information
(AEOI), 137, 246-247, 276, 314

BaFin. See Bundesanstalt fiir
Finanzdienstleistungsaufsicht
(BaFin)

Balancing approach, 118-119

Banca della Svizzera Italiana (BSI), 318

Bank confidentiality, 3, 4-6

Bank for International Settlements
(BIS), 120-121

Bank Holding Company Act, 370

Bank of China (BOC), 172

Bank of Credit and Commerce
International SA (BCCI), 242

Bank secrecy, 3
bank’s duty not to reveal customer

information
conceptual basis of bank’s duty of
secrecy, 6-22
‘secrecy’ vs. ‘confidentiality’, 4-6,
5nl, 5n2, 5n3
conceptual aspects of bank’s duty of
mandatory disclosure, 24-26
conflict of laws and non-judicial
disclosure, 110-113
and conflict of laws in bank-
customer disputes, 69
choice of law, 77-93
jurisdiction, 70-74
recognition and enforcement of
foreign judgments, 76-77
and conflict of laws in third-party
disclosure requests, 93-109
in Japan. See ginko himitsu’ principle
privacy, confidentiality and private
law bases, 15-18
privacy protection in perspective,
27-29

Bank Secrecy Act (BSA), 369, 371,
377-378
Bank secrecy law, 4, 21, 28, 120, 126,
140, 151, 391
Bank Settlement Rules, 166
Bank-customer disputes. See also
Non-judicial disclosure; Third-party
disclosure requests
bank secrecy and conflict of laws
in, 69
choice of law, 77-93
jurisdiction, 70-74
recognition and enforcement of
foreign judgments, 76-77
Bank-und Kapitalmarktrecht (BKR),
204n43, 206148
Bank’s duty of secrecy, 6
conceptual basis of bank’s duty of
secrecy
privacy and confidentiality, 6-8
and relevance to, 8-22
erosion of, 23
exceptions, 22-24
Bank-client confidentiality, 308,
309n5
Banker-customer contracts, 82, 86,
90-91
Banker-customer relationship, 13,
81-82, 225-227
Bankers’ Books Evidence Act 1879
(BBEA 1879), 95, 107
Banking (Amendment) Act 1983 (Act
6 of 1983), 20
Banking (Amendment) Act 1984 (Act
2 of 1984), 20
Banking (Amendment) Act 2001 (Act
23 0f 2001), 20
Banking (Amendment) Bill
(No. 1/2016), 511
Banking Act, 20165, 254-255,
279-280, 282, 284, 302, 331-332
permitted disclosure under, 289
compliance with order/request,
293
in course of performing duties,
294
customer’s written permission,
290-292
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to foreign bank’s parent
supervisory authority, 293
Third Schedule, 289, 290
‘Banking business, 227113, 285160
Banking Code, 344, 345
Banking disclosures, international
dimensions of, 54-55
Banking Industry Guidance, 229
Banking Ordinance (BO), 225-226
Banking Supervision Law, 178
Banking system, 3
Banks
and data privacy laws, 31
implications of ubiquitous
‘European’ privacy standards for,
37-38

international pressures on
banks to disclose information,
115-132

Base Erosion and Profit Shifting project
(BEPS project), 135

BCCI. See Bank of Credit and
Commerce International SA
(BCCI)

BDSG. See Bundesdatenschutzgesetz
(BDSG)

BEPS project. See Base Erosion and
Profit Shifting project (BEPS
project)

BGH. See Bundesgerichtshof (BGH)

Bilateral agreements, 120-121

Bilateral approaches, 324-325

Bilateral tax treaties, 187

Bilateral TIEAs, 187-189

BIS. See Bank for International
Settlements (BIS)

BKR. See Bank-und Kapitalmarktrecht
(BKR)

Black listing, 122-124

BNP Paribas, 383-384, 386

BO. See Banking Ordinance (BO)

BOC. See Bank of China (BOC)

Bona fide principle, 169

‘Botschaft], 316135

Breaches, 49-50
of bank-customer confidentiality, 31
of Code of Banking Practice, 230
complaints of, 53
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compulsory compensation for data
breaches, 57

of obligations, 197

of security of customer
information, 55

Brussels I Regulation, 64, 74

BSA. See Bank Secrecy Act (BSA)

BSI. See Banca della Svizzera Italiana
(BSI)

Bundesanstalt fir
Finanzdienstleistungsaufsicht
(BaFin), 207, 210163

Bundesdatenschutzgesetz (BDSG),
201-203

Bundesfinanzgerichtshof, 217182

Bundesgerichtshof (BGH), 198

Bundesverfassungsrericht (BVerfG),
206149

BVerfG. See Bundesverfassungsrericht
(BVerfG)

CAA. See Model Competent Authority
Agreement (CAA)

Canada Revenue Agency (CRA), 152

‘Carrot’ element, 123

Cayman Islands, 126-127, 156, 275

CBRC. See China Banking Regulatory
Commission (CBRC)

CCN. See Common Communication
Network (CCN)

CDD programme. See Customer
due diligence programme (CDD
programme)

CDSA. See Corruption, Drug
Trafficking and Other Serious
Crimes (Confiscation of Benefits)
Act (CDSA)

CDTA. See Comprehensive double
taxation agreements (CDTA)

CFA. See Committee on Fiscal Affairs
(CFA)

CFT. See Combating financing of
terrorism (CFT); Countering
financing of terrorism (CFT)

China
bank’s duty to secret, 165

administrative duty, 165-168
contractual duty, 169-172

© in this web service Cambridge University Press

www.cambridge.org


www.cambridge.org/9781107145146
www.cambridge.org

Cambridge University Press

978-1-107-14514-6 — Can Banks Still Keep a Secret?

Edited by Sandra Booysen , Dora Neo
Index
More Information

402

China (Cont.)
criminal penalties, 168

tort obligation under Chinese

Law, 172-173
banking laws, 164

Chinese Law, tort obligation under,

172-173
data privacy laws, 581114

duty to disclose information, 173
Administrative Supervision Law,

176
Audit Law, 177
Civil Procedure Law, 174

Criminal Procedure Law, 175-176

Customs Law, 175

PBC, CBRC and CIRC, 177-179
Regulation on Prohibition of

Pyramid Selling, 177
Securities Law, 177
Tax Collection Law, 174-175

mixture of conservatism, activism

and pragmatism, 179

external conservatism, 179-184

internal activism, 184-186
pragmatism, 186-190
National Secrecy Law, 163

China Banking Regulatory

Commission (CBRC), 170, 177-179

China Insurance Regulatory
Commission (CIRC), 177-179
China Securities Regulatory
Commission (CSRC), 177
Choice of law, 77, 82184

banker-customer contracts, 82, 86,

90-91
banker-customer relationship,
81-82

cloud computing in banking, 91
common law default position, 83-84

complexity, 78
conflict of laws issues, 80-81

‘default branch principle, 85-92,

861108
default rules, 82
habitual residence, 85
‘inwards-looking’ effect, 79, 80
‘outwards-looking effect, 79
‘third state mandatory rule, 92

INDEX

CIRC. See China Insurance Regulatory
Commission (CIRC)

Civil Procedure Law, 174

Civil Procedure Rules 1998 (CPR
1998), 93-94, 107

Cloud computing in banking, 91

CMIRs. See Reports of International
Transportation of Currency or
Monetary Instruments (CMIRs)

COBS. See Conduct of Business
Sourcebook (COBS)

Code of Banking Practice, 226,
229-230

Code of Civil Procedure, 259, 260
Art. 184 of, 260
Art. 224 of, 260-264

Code of Conduct, Swiss Banks, 321

CokE. See Council of Europe (CoE)

Collateral obligation, 169

Combating financing of terrorism
(CFT), 115

Combeatting international tax
evasion, 24

Commercaux, 203139

Commercial Banking Law, 166-168,
168119

Commissioner of Inland Revenue, 238

Committee on Fiscal Affairs (CFA), 138

Common Communication Network
(CCN), 144

Common law default position, 83-84

Common Reporting and Due Diligence
Standard (CRS), 157

Companies Act, 254

Comprehensive double taxation
agreements (CDTA), 246

Compulsion by law, disclosure
under, 230
compulsion by order of court,

230-232

compulsion by statute, 232-241

Compulsory compensation for data
breaches, 57

Conduct of Business Sourcebook
(COBS), 363

Confidential relationship. See
Relationship of confidence

Confidentiality, 513, 8, 15-18, 62n2
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Conflict of laws, 62-63, 66
account-related information, 66, 69
and bank secrecy and non-judicial
disclosure, 110-113

bank secrecy in bank-customer
disputes, 69-92

and bank secrecy in third-party
disclosure requests, 93-109

issues, 80-81

jurisdictional rules of, 67118

litigation between banks and
customers, 67
Conflicts-style reasoning, 112
Consent to minimum collection, 46-47
Consumer Privacy Bill of Rights Act,
368-369
Consumer Protection (Fair Trading)
Act (CPFTA), 292
Contract law, 9-11, 169, 191, 309, 390
Contractual duty, 169-172, 257,
342-343
Convention on Mutual Administrative
Assistance in Tax Matters, 155-158
Corporate social responsibility (CSR),
125
Corruption, 127
Corruption, Drug Trafficking and
Other Serious Crimes (Confiscation
of Benefits) Act (CDSA), 290187,
298, 298n134
Council of Europe (CoE), 33
Counter-terrorism financing. See
Countering financing of terrorism
(CFT)
Counter-terrorist financing. See
Countering financing of terrorism
(CFT)
Countering financing of terrorism
(CFT), 24, 26, 27, 31, 32, 117,
235-236, 272, 294, 368
Act on Prevention of Transfer of
Criminal Proceeds, 274-275

Act on Punishment of Financing to
Offences of Public Intimidation,
273-274

Act on Punishment of Organized
Crime and Control of Crime
Proceeds, 273

Anti-Drug Special Provisions Act,
272-273
relationship with bank secrecy, 275
CPC. See Swiss Civil Procedure
Code (CPQC)
CPFTA. See Consumer Protection
(Fair Trading) Act (CPFTA)
CRA. See Canada Revenue Agency
(CRA)
Credit Data Code, 245-246
Credit Information Act (2015), 57
Credit Suisse case, 328-329
Creditworthiness, 198116
Crime prevention, 233
anti-money laundering, 235-236
counter-terrorist financing,
235-236
DTO, 233
MLACMO, 236
0OSCO, 233-234
PBO, 234-235
Police Force Ordinance, 234
UNATMO, 234
Criminal law, 18-22, 168. See also
Private law
Criminal penalties, 168
Criminal Procedure Code, 293
Criminal Procedure Law, 175-176
CrimPC. See Swiss Criminal
Procedure Code (CrimPC)

CRS. See Common Reporting and Due
Diligence Standard (CRS)

CSR. See Corporate social
responsibility (CSR)

CSRC. See China Securities Regulatory
Commission (CSRC)

CTRs. See Currency Transaction
Reports (CTRs)

Currency and Foreign Transactions
Reporting Act (1970). See US Bank
Secrecy Act (1970)

Currency Transaction Reports
(CTRs), 376

Customary law, 257

Customer due diligence programme
(CDD programme), 377

Customer information, 286

‘Customer, 225-226
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‘Customers’ data, 41
banks exemption, 41-42
data types protected, 43
persons protected, 42
‘sensitive data’ principles, 44
Customs Law, 175
Cybercrime, 361-366

Data Act (1973), 32
Data breach notification (DBN), 56-57
Data intermediaries, 283
Data privacy law(s), 31
access, correction and other new
customer rights, 58
access and data portability, 58-59
corrections and notifications, 59
accuracy and completeness, 59-60
deletion and blocking of use, 60
in Asia and Australia, and
complaints concerning banks,
39-40
international dimensions of banking
disclosures, 54-55
minimum collection vs. ‘know your
customer’, 44-48
minimum standard, 33-34
patterns of global growth, 34-35
‘personal data’ vs. ‘customers’ data,
41-44
principles compared with bankers’
duties, 38-39
security and data breach notification
vs. safe custody duties, 55-57
statutory exceptions in, 50
use and disclosure restrictions vs.
Tournier Exceptions, 48-53
Data privacy legislation, international
trajectory of, 32-3
‘European’ data privacy standards,
35-37
implications of ubiquitous
‘European’ privacy standards for
banks, 37-38
minimum standard for ‘data privacy
law’, 33-34
patterns of global growth of data
privacy laws, 34-35
Data protection, 348-349, 359-361

Data Protection Act, 201, 342n19,
348-349, 359

Data protection authorities (DPAs), 40

Data protection law, 28, 313. See also
Data privacy law(s)

‘Data user, 229119

DBN. See Data breach notification
(DBN)

De-risking, 130, 150, 304-305, 380,
380n62-63

Default branch principle, 85-92,
861108

Deferred Prosecution Agreement
(DPA), 328

Deposit-taking Companies (DTCA),
225-226

‘Deposit-taking’ bodies, 352

Depository Trust & Clearing
Corporation (DTCC), 363

Disclosure(s), 24
in foreign jurisdiction, 102
international dimensions of banking,

54-55
international pressures on banks to
disclose information, 115-132

requirements, 26

‘Document, 43

DOJ. See US Department of Justice
(DOJ)

Domestic ‘blocking’ legislation, 111

Double taxation agreement (DTA), 322
with United States, 321-322

Double taxation conventions, exchange
of tax information under, 137-141

DPA. See Deferred Prosecution
Agreement (DPA)

DPAs. See Data protection authorities
(DPAs)

Drug Trafficking (Recovery of
Proceeds) Ordinance (DTO), 233

DTA. See Double taxation agreement
(DTA)

DTCA. See Deposit-taking Companies
(DTCA)

DTCC. See Depository Trust &
Clearing Corporation (DTCC)

DTO. See Drug Trafficking (Recovery
of Proceeds) Ordinance (DTO)
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Duty of confidentiality, 6n4, 13-15, 230
disclosure under compulsion by law,
230-241
disclosure with consent, 244-246
duty to public to disclose, 241-242

E-banking, 170

ECB. See European Central Bank
(ECB)

ELISA. See Européenne et
Luxembourgeoise d’investissements
SA (ELISA)

Ellinger’s Modern Banking Law,
280-281

EO. See Evidence Ordinance (EO)

EOIL. See Exchange of information
(EOI)

Erosion of bank’s duty of secrecy, 23

EU. See European Union (EU)

European Central Bank (ECB), 208

European Convention of Human
Rights, 24, 349-350

European Evidence Regulation, 97n155,
97n157

European legislator, 196

European Union (EU), 36, 194, 349
contributions to exchange of tax

information, 143

Mutual Assistance Directive,
143-144

Platform for Tax Good
Governance, 146-147

Savings Tax Directive, 144-146

EU System on information exchange,

219-223

‘European’ content principles, 35-36

‘European’ Data Privacy Standards,
35-37

Européenne et Luxembourgeoise
d’investissements SA (ELISA),
144n31

Evidence Ordinance (EO), 231

Exchange of information (EOI), 136,
252-253,278

Exchange of tax information
Convention on Mutual

Administrative Assistance in Tax
Matters, 155-158

405

developed countries, 134-135
under double taxation conventions,
137-141
EU contributions to, 143
Mutual Assistance Directive,
143-144
Platform for Tax Good
Governance, 146-147
Savings Tax Directive, 144-146
Foreign Accounts Tax Compliance
Act, 147-155
international developments, 134
methods of exchange of tax
information, 136-137
non-reporting of taxable income and
assets, 135
tax information exchange
agreements, 141-143
External conservatism, 179-184

Fair collection, 47-48

Fair Credit Reporting Act
(FCRA), 374

FATCA. See US Foreign Accounts Tax
Compliance Act (FATCA)

FATE. See Financial Action Task Force
(FATF)

FATF-style regional bodies (FSRBs),
122

FBARS. See Reports of Foreign
Bank and Financial Accounts
(FBARS)

FCA. See Financial Conduct Authority
(FCA)

FCA Handbook, 285157, 345n33,
351n64, 355190, 363, 3641133

FCAS. See Financial Crime Alerts
Service (FCAS)

FCRA. See Fair Credit Reporting Act
(FCRA)

FDE See Federal Department of
Finance (FDF)

EDIC. See Federal Deposit Insurance
Corporation (FDIC)

Federal Act, 317-318, 323-324

Federal Administrative Court, 330

Federal Council, 314, 316, 324, 324n69,
324n74,331-332, 333
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Federal Court, 328

Federal Data Protection Act, 201

Federal Department of Finance (FDF),
323n64

Federal Deposit Insurance Corporation
(FDIC), 370

Federal Financial Services Act (FinSA),
333n119

Federal High Court, 199

Federal Reserve Board (FRB), 370

Federal Reserve System, 370

FFI. See Foreign financial institutions
(FFI)

‘Finality’ principle, 48, 49

Finance Act, 356, 357

Financial Action Task Force (FATF),
26, 31, 65, 115, 220197, 248, 302,
315-316, 349, 387

Financial Conduct Authority (FCA),
21,339

Financial Crime Alerts Service
(FCAS), 363

Financial Crimes Enforcement
Network (FinCEN), 368, 376-377,
377n38, 378-379

Financial information, 5

Financial institution secrecy
laws, 118

Financial Institutions Act (FinIA),
319n51, 333, 333n121

Financial Instruments and Exchange
Act, 269
and bank secrecy, 271
information sharing, 269-270
and Personal Information Protection

Act, 271

Financial intelligence unit (FIU), 117,
118,273

Financial Market Infrastructure Act
(FMIA), 318-319

Financial Market Supervision Act.

See Financial Market Supervisory
Authority (FINMASA)

Financial Market Supervisory
Authority (FINMASA), 314128,
315n31, 319, 333

Financial Ombudsman Service (FOS),
345, 346-347

Financial Sector Regulation and
Voluntary Codes, 21-22

Financial Services Agency (FSA),
254-255

Financial Services and Markets Act
(2000), 21, 347-348

Financial Services Information
Sharing and Analysis Center
(FS-ISAC), 363

FinCEN. See Financial Crimes
Enforcement Network (FinCEN)

FinIA. See Financial Institutions Act
(FinIA)

FINMA. See Financial Market
Supervisory Authority
(FINMASA)

FINMASA. See Financial Market
Supervisory Authority (FINMASA)

FinSA. See Federal Financial Services
Act (FinSA)

Firewall regulations, 269

‘Fit and proper’ test, 332-333

FIU. See Financial intelligence unit
(FIU)

FMIA. See Financial Market
Infrastructure Act (FMIA)

Foreign Account Tax Compliance Act
of Twenty Ten, 381

Foreign financial institutions
(FFI), 148

Foreign judgments, recognition and
enforcement of, 76-77

FOREX case, 339, 344, 348

Forum non conveniens, 71, 72,73

Forum on Harmful Tax Practices, 141

FOS. See Financial Ombudsman
Service (FOS)

‘Four pillars’ compliance programme.
See AML programme

FRB. See Federal Reserve Board
(FRB)

FS-ISAC. See Financial Services
Information Sharing and Analysis
Center (FS-ISAC)

FSA. See Financial Services Agency
(ESA)

FSRBs. See FATF-style regional bodies
(FSRBs)
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GACC. See General Administration of
Customs (GACC)
GAFLI. See Groupe d’action financiére
(GAFI)
GDPR. See General Data Protection
Regulation (GDPR)
Geldwischegesetz (GwG), 209
General Administration of Customs
(GACC), 175
General Data Protection Regulation
(GDPR), 36-37
General Terms and Conditions
(GTCs), 311
Germany
bank secrecy as safeguard against
information access, 205
disclosure by banks, 218-219
information access by bank
supervisors and financial
regulators, 207-214
information access by tax
authorities, 214-218
informational self-determination,
206
bank secrecy in, 193, 194
as contractual principle, 197-198
and disclosure to private parties,
197
legal framework for, 195-197
protection by bank secrecy,
199-200
protection of bank customers, 201
requirements for information
sharing, 201-205
EU System on information exchange,
219-223
German Banking Act, 208
German law, 198, 198113
German law, 206
membership of European Union, 194
GG. See Grundgesetz (GG)
GIIN. See Global Intermediary
Identification Number (GIIN)
‘Ginko himitsy’ principle, 256
Glass-Steagall Act, 374-375
Glass-Steagall style separation, 269
GLBA. See Gramm-Leach-Bliley Act
(GLBA)

Global Forum, 142, 146

Global Intermediary Identification
Number (GIIN), 153

Global standard, implementation of,
122-124

Global Table of Data Privacy Bills,
34n16

‘Governing law’, 77, 77n55

Gramm-Leach-Bliley Act (GLBA),
374, 374n27

Groupe d’action financiere (GAFI),
316n36

Grundgesetz (GG), 206

GTCs. See General Terms and
Conditions (GTCs)

Guidelines for Supervision, 255,
265-266

GwG. See Geldwischegesetz (GwG)

Habitual residence, 85
Handelsgesetzbuch (HGB), 203139
Harmful Tax Competition, 126
Harmonisation, 65-66

‘Head to head’ model, 184

HGB. See Handelsgesetzbuch (HGB)

High Quality Liquid Assets (HQLA),
198n15

Hippocratic Oath, 16-17, 17155

Hiring Incentives to Restore
Employment Act (HIRE Act), 148

HKAB. See Hong Kong Association of
Banks (HKAB)

HKIGA. See Hong Kong
intergovernmental agreement
(HKIGA)

HM Revenue & Customs (HMRC), 354

HMRC. See HM Revenue & Customs
(HMRC)

Hong Kong
bank confidentiality regime in, 225

bank-customer relationship,
225-227

Code of Banking Practice,
229-230

common law, 228

consequences of breach of duty,
228

customers’ affairs, 225
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Hong Kong (Cont.) Income Tax Act (ITA), 295
duration and scope of duty, Independent Commission Against

227-228
protection principles, 229
bank secrecy, 224
data subjects, 59
duty of confidentiality, 230
disclosure under compulsion by
law, 230-241
disclosure with consent, 244-246
duty to public to disclose, 241-242
future challenges for banks in,
249-251
‘prescribed consent, 47
recent developments in, 246-249
‘sensitive data’ principles, 44
Hong Kong Association of Banks
(HKAB), 22616
Hong Kong intergovernmental
agreement (HKIGA), 247
HQLA. See High Quality Liquid Assets
(HQLA)
HSBC. See HSBC Holdings Plc
(HSBC)
HSBC Holdings Plc (HSBC), 385

ICAC. See Independent Commission
Against Corruption (ICAC)

ICIJ. See International Consortium of
Investigative Journalists (ICI]J)

ICO. See Information Commissioner’s
Office (ICO)

IEEPA. See International Emergency
Economic Powers Act (IEEPA)

IGA. See Intergovernmental agreement
(IGA)

IMAC. See International Mutual
Assistance in Criminal Matters
(IMAC)

IME. See International Monetary Fund
(IMF)

IMLAFAT. See International Money
Laundering Abatement and
Anti-Terrorist Financing Act
(IMLAFAT)

Implementation Act, 334-335

In re Comptoir Commercial Anversois
and Power, 10

Corruption (ICAC), 234-235
Information, 43, 56
Information access
by bank supervisors and financial
regulators, 207-214
by tax authorities, 214-218
Information Commissioner’s Office
(ICO), 340, 360
Information exchange, EU System on,
219-223
Information privacy laws. See Data
privacy law(s)
Information sharing, requirements for,
201-205
Informational self-determination, 25,
206
Inland Revenue Authority of Singapore
(IRAS), 296-297
Inland Revenue Ordinance (IRO),
236-237
Inland Revenue Rules (IRR), 238
Inspection Manual, 255, 266
Institutional perspective, 124-129
Insurance Law, 178-179
Intergovernmental agreement (IGA),
151, 276, 295, 382
Internal activism, 184-186
International Consortium of
Investigative Journalists (ICIJ),
315n33
International Emergency Economic
Powers Act (IEEPA), 381
International Monetary Fund (IMF),
119
International Money Laundering
Abatement and Anti-Terrorist
Financing Act (IMLAFAT),
378n46
International Mutual Assistance in
Criminal Matters (IMAC), 317-318
International pressures on banks to
disclose information
bilateral and multilateral agreements,
120-121
implementation of global standard,
122-124
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institutional perspective, 124-129
money laundering and terrorist
financing, 115-120
multilayered competing/conflicting
demands, 131-132
national legislative measures,
120-121
unintended consequences,
129-131
International tax cooperation,
294-298
‘Inwards-looking’ effect, 79, 80
IRAS. See Inland Revenue Authority of
Singapore (IRAS)
IRO. See Inland Revenue Ordinance
(IRO)
IRR. See Inland Revenue Rules
(IRR)
IRS. See US Internal Revenue Service
(IRS)
ITA. See Income Tax Act (ITA)

Japan
banking system in, 254-255
guidelines for supervision, 255,
265-266
implementation of protection
scheme of privacy, 264
Financial Instruments and
Exchange Act, 269-271
Inspection Manual, 266
Ordinance for Enforcement of
Banking Act, 265
Personal Information Protection
Act, 266-269
inspection manual for deposit-
taking institutions, 255
judicial precedents to bank secrecy,
259
court’s order to submitting
documents, 260-264
refusal to testifying by witness,
260
principle of bank secrecy, 252, 253
principles of bank secrecy, 256
restrictions on bank secrecy, 272
anti-money laundering,
272-275
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counter-terrorism financing,
272-275
tax affairs, 275-276
‘sensitive data’ principles, 44
traditional and conventional views
on bank secrecy, 256
exclusion from bank secrecy,
258-259
legal basis for bank secrecy,
256-257
scope of bank secrecy, 257-258
Jiko Satei Shiryo, 263-264
Joint Supervisory Team (JST), 213
JST. See Joint Supervisory Team (JST)
Jurisdiction, 70-74

Kaspersky Lab, 362

Kaufleute, 203139

‘Kirch Media case, 204-205

Know your customer (KYC), 44, 45
Know Your Customer Regulation, 378
Kreditwesengesetz (KWG), 196

‘Law of personal rights, 309

Law of tort. See Tort law

Lending Code, 21-22, 345134

‘Letters of request’ procedure, 96-97,
101-102

‘Letters rogatory’ procedure. See
‘Letters of request’ procedure

‘Lex Americana, 318-319

Lex USA, 330-331

Macau
consent to minimum collection, 46
unambiguous consent, 47
Macau Taiwan, data subjects, 59
MACMA. See Mutual Assistance in
Criminal Matters Act (MACMA)
Malaysia
consent to minimum collection,
46, 47
‘sensitive data’ principles, 44
MAS. See Monetary Authority of
Singapore (MAS)
MCAA. See Multilateral CAA (MCAA)
MEN treatment. See Most-favoured-
nation treatment (MFN treatment)
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Minimum collection, 44-45
consent to collection and definitions
of consent, 46-47
lawful, fair and non-intrusive
collection, 47-48
Lawful collection, 47-48
‘openness’ requirements, 48
purpose of collection and notice
required, 45-46
MLACMO. See Mutual Legal
Assistance in Criminal Matters
Ordinance (MLACMO)
MNEs. See Multinational enterprises
(MNEs)
Model Competent Authority
Agreement (CAA), 157
Model Tax Convention, OECD,
322-323
Modern banking, uncomfortable
obligations of, 31-32
MOE See Singapore Ministry of
Finance (MOF)
Monetary Authority of Singapore
(MAS), 27, 281
‘Monetary Authority’, 226n8, 248
Monetary penalty notice, 56
Money laundering, 298-301, 350
Part 7/Terrorism Act 2000, 351-354
Proceeds of Crimes Act 2002,
351-354
and terrorist financing, 115-120
2007 Regulations, 354-355
Money Laundering Act, 209
Money Laundering Control Act, 376,
377
Most-favoured-nation treatment (MFN
treatment), 189
Multilateral agreements, 120-121
Multilateral approaches, 325-326
Multilateral CAA (MCAA), 158
Multilayered competing/conflicting
demands, 131-132
Multinational enterprises (MNEs),
134-135
Mutual Assistance Directive, 143-144,
220
Mutual Assistance in Criminal Matters
Act (MACMA), 298, 2981132

Mutual evaluation, 122-124
Mutual Evaluation Report, 248
programme, 65

Mutual Legal Assistance in Criminal
Matters Ordinance (MLACMO),
236

National Crime Agency (NCA), 352

National legislative measures, 120-121

National People’s Congress (NPC), 166

National Secrecy Law, 163, 16311

NCA. See National Crime Agency
(NCA)

NCCTs. See Non-Cooperative
Countries and Territories (NCCTs)

Nemo iudex sine actore principle, 212

Network Security Law, 180

Neue Juristische Wochenschrift (NJW),
204n41

New York Department of Financial
Services (NYDFS), 384-385

NFFEs. See Non-financial foreign
entities (NFFEs)

‘9/171’ terrorist attacks, 117

NJW. See Neue Juristische
Wochenschrift (NJW)

Non-bank-customer disputes,
jurisdiction in, 69126

Non-Cooperative Countries and
Territories (NCCTs), 123

Non-financial foreign entities (NFFEs),
149-150

Non-intrusive collection, 47-48

Non-judicial disclosure, 110-113. See
also Bank-customer disputes; Third-
party disclosure requests

‘Nontraditional’ banking services, 227

Norwich Pharmacal principle, 231

NPC. See National People’s Congress
(NPC)

NYDES. See New York Department of
Financial Services (NYDFS)

Obligations
data privacy law, 38-39
of modern banking, 31-32
OCC. See Office of Comptroller of
Currency (OCC)
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OECD. See Organisation for Economic
Co-operation and Development
(OECD)

OFAC. See Office of Foreign Asset
Control (OFAC)

Office of Comptroller of Currency
(0CQ), 370

Office of Foreign Asset Control
(OFAQ), 368

Office of Privacy Commissioner
for Personal Data in Hong Kong
(PCPD), 229

Offshore bank accounts, 3

Offshore Voluntary Disclosure
Program, 332

Opt-in Rule, 268

Opt-out Rule, 268, 268154, 270159

Order of court, compulsion by,
230-232

Ordinance for Enforcement of Banking
Act, 265

Organisation for Economic Co-
operation and Development
(OECD), 114, 135, 297-298, 357
Convention on Mutual

Administrative Assistance in Tax
Matters, 155-158
Guidelines, 33
Model, 138111
Model Tax Convention, 322-323
OECD standard on exchange of
information, 323-324
OECD/Global Forum, 305
standards, 314

Organized and Serious Crimes
Ordinance (OSCO), 233-234

‘Outwards-looking effect, 79

Part 7/Terrorism Act 2000, 351-354

Payment Services Regulations (2009),
364

PBC. See People’s Bank of China
(PBC)

PBO. See Prevention of Bribery
Ordinance (PBO)

PCPD. See Office of Privacy
Commissioner for Personal Data in
Hong Kong (PCPD)

PDCA cycle. See Plan-Do-Check-
Action cycle (PDCA cycle)
PDPA. See Personal Data Protection
Act (PDPA)
PDPO. See Personal Data (Privacy)
Ordinance (PDPO)
People’s Bank of China (PBC), 164,
177-179
PEPs. See Politically exposed persons
(PEPs)
Personal Data (Privacy) Ordinance
(PDPO), 228, 229
Personal Data Protection Act (PDPA),
281-282
‘Personal data;, 41, 267-268
banks exemption, 41-42
data types protected, 43
persons protected, 42
‘sensitive data’ principles, 44
Personal Information Protection Act,
252n1, 253, 264-265, 266, 275-276
and bank secrecy relationship,
267-269
enactment of, 266-267
Financial Instruments and Exchange
Actand, 271
Philippines, 42159
consent to minimum collection, 46
contribution to Asian data privacy
laws, 58
data subjects, 59
‘sensitive data’ principles, 44
Plan-Do-Check-Action cycle (PDCA
cycle), 266
Platform for Tax Good Governance,
146-147
‘Point to point’ model, 184
Police Force Ordinance, 234
Politically exposed persons (PEPs), 127
Polizeigeneralklausel, 328, 328193
PRA. See Prudential Regulation
Authority (PRA)
Pragmatism, 186
bilateral tax treaties, 187
bilateral TIEAs, 187-189
multilateral conventions, 189-190
Sino-foreign tax information
exchange agreements, 188
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Pre-contractual phase, 198

‘Pre-risking’ activities, 380

Prevention of Bribery Ordinance
(PBO), 234-235

‘Principle of trust, 311

Prison Law, 176

Privacy, 6-8, 28. See also Data privacy
law(s)
confidentiality and, 15-18
protection in perspective, 27-29

Privacy Commissioners, 40

Privacy Management Programme,
249-250

Private law, 8-9. See also Criminal law
contract law, 9-11
duty of confidence, 13-15
privacy, confidentiality and,

15-18

statute for, 18
Swiss bank secrecy in, 310-313
tort law, 11-13

Proceeds of Crimes Act 2002,
351-354

Protection of legal personality, 312

Protection of Trading Interests Act
(1980), 68125

Prudential Regulation Authority
(PRA), 340

Public policy-based ‘government
interest analysis, 112

Qualified Intermediary Program
(QI-Program), 326-327

RCC. See Resolution and Collection
Corporation (RCC)

Re State of Norway’s Application, 100,
100n178, 1011179

Real Estate Investment Trusts (REITs),
149

Regulation on Prohibition of Pyramid
Selling, 177

REITs. See Real Estate Investment
Trusts (REITs)

Relationship of confidence, 614, 13-14,
15-17, 343

Reports of Foreign Bank and Financial
Accounts (FBARS), 376133

Reports of International Transportation
of Currency or Monetary
Instruments (CMIRs), 376133

‘Requested court” approach, 96-100

Resolution and Collection Corporation
(RCC), 263136

Retention tax, 325

Right to Financial Privacy Act (RFPA),
10, 18, 369, 373, 375-376

‘Ring-fencing’ clause, 881117

Ringi-sho documentary process,
262-263

Risk-sensitive approach, 354-355

Routine EOI. See Automatic EOI

Safe custody duties, 55-56
SAR. See Suspicious Activity Report
(SAR)
‘Savings deposits, 166
Savings Tax Directive, 144-146
Schrems decision, 42, 42n58
‘SCHUFA agency, 201-202
SEC. See Securities and Exchange
Commission (SEC)
‘Secrecy, 6212, 62-63
Secret, 513
Securities and Exchange Commission
(SEC), 328195
Securities and Futures Commission
(SFC), 240
Securities Law, 177
Security breach notification, 55-56
Self-valuation, 263-264
Senior Management Arrangements,
Systems and Controls (SYSC), 355
‘Sensitive data’ principles, 44
SESTA. See Stock Exchange Act (SESTA)
SEC. See Securities and Futures
Commission (SFC)
Shanai Tsutatsu internal notification, 263
Singapore, 42n59
bank secrecy in, 76, 279-281
comment, 301-306
common law concept of customer,
285-286
customer information, 286
data protection and outsourcing,
281-284
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international tax cooperation,
294-298
legislative exceptions to, 294
money laundering, 298-301
permitted disclosure under
Banking Act, 289-294
regime in, 284
relationship between common
law and statutory regimes in,
287-289
terrorism financing, 298-301
bank secrecy provision issue, 19-20
bank-customer contract, 278
criminal law in, 19, 21
data subjects, 59
Singapore Banking Act, 19, 23, 24181,
78,284
Singapore Ministry of Finance (MOF),
295n115
Singapore Personal Data Protection
Act (2012), 28196
Single Supervisory Mechanism (SSM),
194
Sino-Isle of Man Agreement, 188
South Korea
access rights, 58
consent to minimum collection, 46
data privacy law, 45
SSM. See Single Supervisory
Mechanism (SSM)
State of Norway, 100-101
Statute
compulsion by, 232
prevention of crime, 233-236
regulation of financial services
industry, 239-241
tax evasion prevention, 236-238
for private law, 18
StGB. See Strafgesetzbuch (StGB)
‘Stick’ element, 123
Stock Exchange Act (SESTA),
318-319
StPO. See Strafprozessordnung (StPO)
Strafgesetzbuch (StGB), 197110
Strafprozessordnung (StPO), 218185
Supreme Court, 262
Suspicious Activity Report (SAR), 353,
353n73, 373n21

Swiss BA. See Swiss Banking Act
(Swiss BA)
Swiss Banking Act (Swiss BA), 308
Swiss Civil Procedure Code (CPC),
316-317
Swiss Criminal Procedure Code
(CrimPC), 316-317
Switzerland
Article 47 Swiss BA, 309-310
bank secrecy, 308-309, 310
bank secrecy and bank
supervisory authorities,
314-315
bank secrecy in international
context, 317
as constitutional right, 313-314
exceptions to bank secrecy, 317
FATE, 315-316
international controversies,
317-319
international controversy in
taxation matters, 319-320
in private law, 310-313
procedural right, 316-317
provision, 19, 309
creature of private law, 309
criminal law in, 19
double taxation agreement with
United States, 321-322
Federal Act, 323-324
OECD Model Tax Convention,
322-323
protection of secrecy
bilateral approaches, 324-325
Credit Suisse case, 328-329
multilateral approaches,
325-326
QI-Program, 326-327
UBS, 328
smoldering legal dispute with United
States, 329
group requests, 333-334
Swiss Supervisory Authorities,
332-333
UBS-Agreement, 329-330
Unilateral Programme, 330-332
US Foreign Account Tax
Compliance Act, 334-335
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Switzerland (Cont.)
‘Swiss Banks” Code of Conduct, 321
Swiss Civil Code, 309, 311, 312
Swiss Code of Obligations, 11
Swiss Criminal Code, Article 17,
313n18
Swiss Federal Council, 314125
Swiss Federal Court, 311n11, 313
Swiss Supervisory Authorities,
332-333
SYSC. See Senior Management
Arrangements, Systems and Controls
(SYSC)

T&C consent. See Terms and
conditions consent (T&C consent)

TAAA. See Tax Administrative
Assistance Act (TAAA)

Taiwan
access and data portability, 58
consent to minimum collection, 46
definitions of consent, 47
Personal Data Protection Act (2010),

39n44

‘sensitive data’ principles, 44

Tax Administrative Assistance Act
(TAAA), 334

Tax Collection Law, 174-175

Tax Information Exchange
Agreement (TIEA), 141-143, 246,
356-357

Tax information number (TIN), 149

“Tax, 356-357
affairs, 275-276, 355-358
authorities, information access by,

214-218

evasion, 303, 319-320
evasion prevention, 236-238
fraud, 319-320
position, 356-357

Tentative Rule on Savings Deposits,
164-165

Terms and conditions consent (T&C
consent), 290-291, 292, 296

Terrorism (Suppression of
Financing) Act (TSFA), 298,
298n133, 300, 302

Terrorism Act (2000), 92, 353

Terrorist financing, 26, 28, 64-65,
115-120, 298-301, 349, 350-351,
378, 386, 392, 394-395

TFEU. See Treaty on Functioning of
European Union (TFEU)

Third Schedule, 289, 290, 292, 2931102,
294, 296, 306

“Third state mandatory rule} 92

Third-party disclosure requests. See
also Bank-customer disputes;
Non-judicial disclosure
bank secrecy and conflict of laws

in, 93

BBEA 1879, 95

CPR 1998, 93-94

‘letters of request’ procedure, 96

operational issues, 95-96

evidence

sought abroad in support of
English proceedings, 106-109

sought in England in support of
foreign proceedings, 96-106

TIEA. See Tax Information Exchange
Agreement (TIEA)

TIN. See Tax information number
(TIN)

Tort law, 11-13, 163, 16314, 165

Tournier, 9, 10, 11, 17156, 42, 43,
78n65, 230123
Banking Act, 289-290
for breach of contract, 42
common law bank secrecy regime

of, 57
contractual analysis in, 16
contractual duty, 38, 342
contractual duty of
confidentiality, 50
duty of confidentiality, 225-226
duty of secrecy, 346
exceptions, 47, 48
based on consent, 52
based on interests of bank, 52
based on notice requirements,
52-53
based on public interest or
interests of others, 51-52
in Hong Kong, 225
interest of bank to disclose, 243-244
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law of confidence, 15

principles, 344-345

rule, 279-280

in Singapore’s banking legislation,
279-280

Trading with Enemy Act (TWEA), 381,

384, 385

Trans-Tasman scheme for civil
jurisdiction and judgments, 64

Treaty on Functioning of European
Union (TFEU), 219194

TSFA. See Terrorism (Suppression of
Financing) Act (TSFA)

Tunnel vision, 111

TWEA. See Trading with Enemy Act
(TWEA)

2007 Regulations, Money laundering,
354-355

UBS, 148, 327, 328, 328195, 382n73
UBS-Agreement, 329-330
UK Financial Intelligence Unit
(UKFIU), 352169
UK Payment Services Regulations
(2009), 12134
UNATMO. See United Nations (Anti-
Terrorism Measures) Ordinance
(UNATMO)
Unintended consequences, 129-131
United Kingdom
bank’s duty of secrecy in, 337
customer data, 339
customer’s affairs, 338
Financial Conduct Authority, 21
Lending Code in, 21
limiting bank secrecy, 350
money laundering, 350-355
tax affairs, 355-358
monetary penalty notice in, 56
protecting secrecy, 358
cybercrime, 361-366
data protection, 359-361
UK law of bank secrecy, 340
advantage of, 341
breach of confidence and agency,
343-344
contractual duty, 342-343
data protection, 348-349

Financial Services and Markets
Act 2000, 347-348
FOS, 346-347
influence of Europe, 349-350
voluntary codes, 344-346
United Nations (Anti-Terrorism
Measures) Ordinance (UNATMO),
234
United Nations Security Council
Resolutions (UNSCRs), 381
United States, 147
AML/CFT, 369-370
anti-money laundering and
countering financing of terrorism,
375-380
bank secrecy, 370-375
commercial banks, 370
DTA with, 321-322
Foreign Accounts Tax Compliance
Act, 147-155
international overlay-multilateral
AML/CFT efforts, 386-387
laws in, 368
sanctions and FACTA, 380-383
sanctions enforcement-foreign
banks in crosshairs, 383-386
US bank secrecy law, 369
Unlawful conduct, 50, 50184
UNSCRs. See United Nations Security
Council Resolutions (UNSCRs)
US Bank Secrecy Act (1970), 18, 18160,
24n82, 24-25, 371
US Department of Justice (DOJ), 105,
328n95, 329198, 330-331, 378-379,
385-386
US Foreign Accounts Tax Compliance
Act (FATCA), 25-26, 26193, 110,
111n236, 112, 121, 135, 147, 247,
275-276, 294-295, 326, 334-335,
358, 369, 380-383
FFI, 148
IGA programme, 153
and IGAs, 154
innovation of, 150
Model 1A IGAs, 152
Model 1B IGAs, 151
nonparticipating FFI, 149-150
REITs, 149

© in this web service Cambridge University Press

www.cambridge.org


www.cambridge.org/9781107145146
www.cambridge.org

CAMBRIDGE

Cambridge University Press

978-1-107-14514-6 — Can Banks Still Keep a Secret?
Edited by Sandra Booysen , Dora Neo

Index

More Information

416 INDEX
US Internal Revenue Service (IRS), secondary uses/disclosures based on
139, 275-276, 358, 369-370 ‘compatibility’, 48-50
US Securities and Exchange statutory exceptions to use and
Commission (US SEC), 116 disclosure principles, 50-51
US Swiss Double Tax Agreement,
321-322 Veranlagungsverfahren tax assessment
US Treasury Department, 126-127, procedure, 320
151, 376-377, 378-379 Vienna Convention, 31, 116

USA PATRIOT Act (2001), 373-374, Voluntary codes, 344-346
374n22-23, 375-376, 378, 380-381

Use and disclosure restrictions, 48 Wall Street Journal, 154n67
restrictions on direct marketing ‘Written law, 282, 2931104
uses, 53
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