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personal genomic data, 125, 127, 131,
134, 136-37
personal identities, 154, 237, 242
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personal information, see personal
data
personal privacy, 1, 54, 163, 264, 310
personality, 54,71, 144, 149-50,
156,230
individual, 152-53
personhood, 6, 85, 241
phones, 24, 45, 176, 251-52, 296, 305
photographs, see photos
photography, 272, 274, 307
photos, 114, 116, 144, 237-38, 251-52,
254,257,272-74
physical privacy, 261, 263
surrender to receive care, 265-66
police, 37, 86, 91, 134, 167, 197, 264
policymakers, 74, 76, 78, 80, 249
political affiliation, 144, 208, 210
political deliberation, 202-3, 205, 216
and Web 3.0, 205-6
political interests, 53, 178, 211
political legitimacy, 184-85, 199
political liberalism, 93,
184-85, 194-95
political participation, 3, 166, 218-19
political principles, 166, 168, 195
political relations, 2, 5-6, 185, 187, 191
political rights, 189, 196, 218, 227
political system, 60, 66, 216-17, 225
political theory, 90, 159, 185
political values, 5-6, 289, 297-98
politicians, 171, 172, 181, 184, 193-94
privacy, 177,229
politics, 171, 172, 186-87, 192-93, 285,
286, 296, 297
pornography, 265, 268-69, 272
and assault, 268-69
Posner, R., 72, 313-14
Post, R., 55
power, 89-90, 153, 168-71, 185, 234,
334-35,338-42, 343
centralization, 325, 340
relations, 39, 185
unaccountable, 168, 170
preferences, 182-83, 284, 304, 313-17
professed and revealed, 313-15
press, 51, 162-64, 167, 172, 174-78,
181,236-38
free, 45, 163

prevention, 21, 40-41, 46-47, 52,
133-34, 135,234
privacy
boundaries, 164, 207-8, 209
commissioners, 257, 317
and common good, 50-67
conceptualizing, 74, 96, 217,
248,258
decisional, 189, 207
defenses of, 183, 184
definition and description,
53,164-65
and ethics of publication, 172-74
expectations, 72-73
in family, 104-18
federalism
European Union, 334-43
in sectoral system, 325-27, 333-34
United States, 325-34
feminist critique, 5, 85-101
and freedom of expression, 162, 167,
169, 174,230
informational, 2, 31, 36, 45, 97,
189, 285
interests, 18, 72-74, 75, 76, 175-76,
218, 227,255-57
invasions, 38, 63, 167, 175, 176, 266,
268,271-72
laws, 261, 262, 264, 268, 275, 324-25,
326, 333
compliance-limited
health, 261-75
European, 337, 341
federal health, 271, 327
sectoral, 327-28
meaning and value, 4, 5, 80, 85
norms, 36, 58, 75,99, 113, 192-93,
199, 212-13
online, 278
personal, 1, 54, 163, 264, 310
protection, 5, 6-7, 86, 87, 89-90,
291-92, 317-18, 329-30
for public officials, 181-99
reasonable expectations, 75, 207,
212,268
regulation, 3-4, 6, 7, 308, 313, 315,
317-20, 324
social context, 315-18
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privacy (cont.)
research, 3-4,7
rethinking of concept, 73-78
rights, 5, 106, 113, 117, 231, 267,
270,306
scholarship, 2, 66, 218, 226,
227-28,232
settings, 253-54
social dimensions, 2-4, 7-9, 32, 34,
85-86, 87-88, 95-96, 261
social importance, 4, 50-51, 54-55,
57,87,212
social model, 247, 258
social understandings, 95-101
social value, see social value of
privacy
societal value, 230, 232, 237, 238-39,
242,289
and surveillance, 32-48
theory, 227,290
and intersubjectivity, 211-16, 219
value of, 66, 80, 85-86, 95-96,
166-67,225-26, 233-34, 241
violations, 46, 95, 159, 214
walls of, 108, 111
zero, 58
privacy harms, 64, 72, 202, 218
privacy-watchers, 11, 26-27, 29
private clubs, 181, 195-96
private goods, 62-63
private information, 15, 36, 198, 254,
312,314
private life, 154, 176, 183, 198, 231, 238,
239, 245
private organizations, 4, 12, 13, 26, 66
private property, 32, 88
private/public dichotomy, 97
private spaces, 74, 97, 105-7, 118, 229,
247-48,249
private sphere, 88, 90, 91, 93-94, 207,
252,253
privatization, 34-35, 187-89, 308
processing, of personal data, 325, 337,
341, 343
profiles, 71,73, 151, 155
individual, 156, 258
profiling, 43-44, 47, 151, 337
profit, 15, 40, 151, 153, 154, 163,
176, 312-13

protection of personal data, 303,
310, 335-36
protection of privacy, 3, 55, 80, 89, 240,
242,278,316
societal benefits, 237, 242
public autonomy, 217, 219
public context, 233, 239
public debates, 125
privacy and technology, 304-8
public discourse, 162, 183, 303,
307, 316
public goods, 183, 245
public health, 13, 23, 25, 233, 265, 272,
274,330-31
public interest, 23, 62, 181
advocacy organizations, 278, 280
public justification, 184-86, 187, 188,
189, 190, 191, 192, 197-99
test, 190, 192
public office, 182, 196-97, 229
public officials
compartmentalized lives, 193-96
and normative status of privacy, 199
preventive screening, 196-98
public scandals and
blackmail, 198-99
public policy, 50, 166
public—private boundaries, 183, 253
public/private distinction/dichotomy,
88-94, 97,100
public spaces, 72, 249, 257, 281, 307-8
public sphere, 88, 94, 104, 183,
207,252-53
public value of privacy, 50, 60-62, 66,
211, 216, 225-26
publicity, 33-34, 35-37, 40, 47, 247, 250,
252,257
norms, 36
publicization, 34-35, 199

Rachels, J., 54, 85, 107-8, 232

Radin, M.J., 144, 146-47, 149-50, 158

radio frequency identification (RFID),
1,307, 316

Rawls, J., 185-86, 188-89, 191-92,
194-95, 199

reidentification, 123-24

reasonable expectations of privacy, 75,
207,212,268
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Regan, P, 3, 4, 51-52, 56-57, 64-65, 95,
211-12,225-26
regulation, 207-8, 293, 304, 316,
324-25,327-28, 329-30, 337-42
failure, 244-58
revisiting regulatory
framework, 254-57
and technology, 303-20
regulators, 257, 330-31, 334
relations, 36, 109, 155-56, 157-58,
185-86, 213, 236, 239
political, 2, 5-6, 185, 187, 191
relationships, 54-55, 57, 108-9, 116,
155-56, 165, 211-13, 281
confidential, 266
familial, 110, 125, 253
intimate, 91, 155
record-generating, 63, 64
religion, 45, 47, 227, 229, 232, 296,
297,299
religious beliefs, 56, 186, 190-91, 193
reporting, 22, 42, 176, 196, 209
respect for context, 278-99
and Consumer Internet Privacy Bill
of Rights, 6,279-80, 290-92,
297,299
Richards, N.M., 151, 229
rights, 164-66, 172-74, 217-18, 231-33,
236-39, 242,279-80, 290
to be forgotten, 181
to be let alone, 53, 207, 304-5
convention, 227, 236, 240-42
political, 189, 196, 218, 227
privacy, 5, 106, 113, 117, 231, 267,
270,306
privacy-related, 231
risks, 45-47, 112, 122-23, 124, 135,
154-55, 265-66, 343
Roessler, B., 1, 5,7, 50, 60, 69, 85, 92, 94,
103, 141, 142, 162, 226, 230
Rofinagel, A., 340
Rotenberg, M., 65
Rule, ].B., 11

Safety, 105, 116-18, 171-72, 290
sanctions, 13, 117, 118, 240
Sandel, M., 142, 147

Satz, D., 146, 147, 150, 152
Scanlon, T., 54

Schauer, F., 182-83, 193
Schoeman, F., 3-4, 54-55, 85, 212, 230
Schwartz, P.M., 7, 60, 208, 324, 327, 331
scope of privacy, 5,190, 192, 226
screening, 59, 189, 196-98
preventive, 196, 197
scrutiny, 24, 43,92, 163, 190-91, 310
institutional, 29, 31
secrecy, 45, 47, 234, 286
secret services, 1, 167, 307
secret surveillance, 234, 235
secrets, 30, 72-73, 117, 130, 167, 177
sectoral laws, 324, 325-26, 327-29
securitization, 308-10, 311
security, 27-28, 52, 55, 58-59, 71-74,
290-91, 292-93, 309
national, 45, 55, 59, 234, 241-42,
290,292,298
self, 39-40, 53-54, 57, 115-16, 134-35,
148-49, 207-8, 247
self-defense, 113, 115-17
self-determination, 57, 122
and genomic privacy, 133-37
self-development, 57, 86, 105, 116, 118
self-expression, 176, 247
self-identification, 135
self-interest, 115, 145
self-knowledge, 40, 156-58
self-presentations, 134, 135, 156
self-tracking, 156-57
sensitive information, 107, 123, 126,
170, 172-73, 209, 287
sex, 75, 114, 164, 176-77,274
sexual behaviors, 112, 118, 207
sexuality, 89, 167
sharing, 11, 29, 45, 98, 112, 115,
116, 331
Simitis, S., 54, 79, 225, 228, 335
Snowden, E., 52, 59, 215, 295, 303, 307,
319, 336
SN, see social networking sites
social classification, big biodata as sub-
strate for, 5, 130-33
social contexts, 55, 57-58, 132, 135,
148, 149-50, 157, 158
social control, 4, 13-15, 16-17, 26,
41,45, 80
social dimensions of privacy, 2-4, 7,
9-80, 85-86, 87-88, 95-96, 261
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social importance of privacy, 4, 50-51,
54-55,57,87,212
social interaction, 39, 86, 228,
230,238-40, 241-42,
249-50,257-58
social justice, 3, 5, 142, 158
social life, 2-3, 4-5, 16-17, 21, 29, 143,
154-55,212
social media, 1, 5-6, 43, 45, 155-56,
158, 250-51, 254
social model of privacy, 247, 258
social networking sites (SNS), 58-59,
64, 144, 149, 202, 204-5,
210, 213
social networks, 67, 204, 257, 282-83,
289,293
social norms, 55, 57, 72, 212, 247, 250,
257-58, 265
social relations, 141-42, 143, 147,
149-50, 153-56, 157, 159, 230
social relationships, 4, 6, 12, 94-95,
155, 250, 256, 258
social sphere, 133-34, 154, 285,
290, 296
social understanding of privacy, 3, 86,
87,95-101, 217
social value of privacy, 50, 55-56,
78-80, 215-16,225-42,245-46
collective value, 50-51, 55, 62-65,
66, 67, 211, 216, 225
common value, 50, 56-60, 95, 211,
215,225
and deliberative democratic
theory, 216-19
early thinking, 53-55
public value, 50, 60-62, 66, 95, 211,
216,225-26
rethinking, 55-56
social web
democratic potential, 202-19
intersubjective privacy on, 214-16
and privacy boundaries, 207-8
social world, 155, 247, 256, 258, 294
societal benefits of privacy, 229,
237-38, 240, 241-42
societal integration, 153, 154
societal interests, 3, 4, 136, 225, 227,
231,233,241

societal value of privacy, 230, 232, 237,
238-39,242,289
socio-technical spaces, 247, 255-56
socio-technical systems, 51-52, 55,
65, 315
Solove, D.J., 3,61-62, 71-72, 86, 95-97,
100, 225-26, 326
spaces, 79, 105, 109, 207, 210-11, 217,
229,230
physical, 58,226, 230
private, 74, 97, 105-248, 249
public, 72, 249, 257, 281, 307-8
socio-technical, 247, 255-56
spying, 29, 37, 105, 110-12, 113-15,
117-18, 254, 274
covert, 105, 117
state surveillance, 116, 229
Steeves, V., 6, 57, 155-56, 212, 225-26,
244-46,248-49, 250-57
Supreme Court, 60, 62, 76, 269,
294, 305
surveillance, 13-19, 25-30, 32-43,
46-48, 115-16, 213-16,
233-34,235-36
agents, 35-36, 46
cameras, 71, 80, 86, 279
centralized, 14
commercial, 256, 258
corporate, 104, 215
covert, 104, 111, 116
definition, 37-38
and democratic potential of social
web, 202-19
electronic, 87, 319, 336
and European Court of Human
Rights, 233-36
in family, 110-13
goals, 38-41
institutional, 12, 27
intra-familial, 105, 116
non-strategic, 42
organizational, 39
organizations, 17
overt, 105, 116, 118
secret, 234, 235
state, 116, 229
strategic, 42
systems, 18, 30, 47
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video, 99, 274
surveillance and privacy, 32-48

technological developments, 1, 66, 304,
307,317
technology, 39, 41, 43, 50, 51, 110,
203,283
communication, 1, 53, 263, 308
networked, 244, 246-47, 248, 283
new, 98, 99, 311, 342
and privacy, 304-8
privacy-invasive, 2
and regulation, 303-20
teenagers, 111, 253-54
telecommunications, 42, 234, 295, 298,
326; see also phones
terrorism, 28, 118, 234, 309-10, 336
Thomson, J.J., 54
tracking, 12-14, 17, 22-24, 27, 52, 57,
61,110-11
devices, 60, 110
tradability of personal data, 148, 154
transactions, 23, 66, 282-83, 284, 287,
293,327
economic, 24, 313-14
transmission principles,
286-88,296-98
transparency, 58, 245, 255-56,
283,291
trust, 105, 110-11, 115, 117-18, 246-47,
252-53, 264, 265-66
Turow, J., 1, 141-42, 151-52, 155
Twitter, 205, 282

ubiquitous computing, 304,
306-8, 311
undemocratic governments, 166-67
unique identifying power of genomic
data, 129, 132
United Kingdom, 71, 231, 232, 234-36,
309, 336-38, 339
United States, 17-18, 59-61, 261-63,
278-79, 305, 325-29,
334-35,342-43
Congress, 305, 324, 327, 332-33
Consumer Internet Privacy Bill
of Rights, 6, 279-80, 290-92,
297,299

359

continuing lack of omnibus
legislation, 327-29
institutional actors, 332
privacy federalism, 325-34
sectoral system, 325-27, 333-34
Supreme Court, 60, 62, 76, 269,
294,305
unjustified monitoring, 105, 116, 118
users, 24, 29-30, 58-59, 64-65, 203-5,
210, 214-15, 312

value conflicts, 37, 45-48
value of privacy, 55-57, 60, 61-62,
66-67,85-86, 95-96,
225-26, 241
value of privacy federalism, 324-43
value of privacy to society, 228-31;
see also social value of privacy
values, 78-80, 85-87, 91-92,
98,226-28,240-41,
289-90,296-99
collective, see collective value of
privacy
common, see common value of
privacy
economic, 145
fundamental, 100, 101
moral, 105
political, 5-6, 289, 297-98
public, see public value of privacy
van den Hoven, J., 5, 122, 132-33, 135
Velleman, D., 134
video surveillance, 99, 274
videos, 13,71, 144, 148, 203, 218, 273, 275
visibility, 37, 41, 42, 45, 251
voting, 45, 169-70, 172, 182

Walzer, M., 145, 147, 149
Warren, S., 53, 106, 173, 207, 304
Web, 203-5, 209, 210-11, 213-14, 216,
218-19, 249, 282-83
context of, 209, 214
limitations of early web, 203-4
platforms, 205, 209-10, 215
social, 202, 206-7, 208, 210, 214-16,
217,219
Web 2.0 and networked
publics, 204-5
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Web (cont.)
Web ‘3.0 and political

deliberation, 205-6

Weber, M., 19

well-being, 16, 19, 20, 52, 105, 107,
112, 117-18

Westin, A., 35, 53, 55, 56-57, 72-73,
106-7, 208, 212

wiretapping, 76, 234, 305

Wittgenstein, L., 38, 74

women, 89-93, 94-95, 100-1, 262-63,
265-66,268-70, 271, 274-75

of color, 6, 271, 275
subordination, 6, 90
Woolf, V., 229
World Wide Web, see Web

young adults 6, 108, 111, 156
young Canadians, 244-58
experiences, 248-54
young people, 57, 72, 148,
244-51, 254-57
privacy, 247, 258
YouTube, 205-6, 248
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