
PRINCIPLES OF CYBERCRIME

Digital technology has transformed the way in which we socialise and do
business. Proving the maxim that crime follows opportunity, virtually
every advance has been accompanied by a corresponding niche to be
exploited for criminal purposes; so-called ‘cybercrimes’. Whether it be
fraud, child pornography, stalking, criminal copyright infringement or
attacks on computers themselves, criminals will find ways to exploit new
technology. The challenge for all countries is to ensure their criminal laws
keep pace. The challenge is a global one, and much can be learned from
the experience of other jurisdictions. Focusing on Australia, Canada, the
UK and the USA, this book provides a comprehensive analysis of the legal
principles that apply to the prosecution of cybercrimes.
This new edition has been fully revised to take into account changes in

online offending, as well as new case law and legislation in this rapidly
developing area of the law.

jonathan clough is a professor in the Faculty of Law at Monash
University, Australia. He teaches and researches in the areas of criminal
law and evidence, with a particular focus on cybercrime. In addition to
teaching cybercrime in the Monash LLM programme, he has written
numerous articles on the topic. He has also provided advice to govern-
ment on cybercrime-related issues, and was a member of the Common-
wealth Working Group of Experts on Cybercrime.
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PREFACE

It is a great privilege to be writing a preface to this second edition of
Principles of Cybercrime. As one would expect in such a rapidly develop-
ing area, much has changed since 2010. Terms such as ‘cyberbullying’,
‘sexting’ and ‘trolling’ have become established in the lexicon. Technolo-
gies such as peer-to-peer networks and botnets continue to evolve and
facilitate a broad range of offending, from criminal copyright infringe-
ment to child exploitation. New offences have been enacted and existing
offences amended, while courts continue to grapple with the interface
between legal doctrine and technological change. Of particular signifi-
cance, Australia and the United Kingdom joined the United States in
ratifying/acceding to the Council of Europe Convention on Cybercrime,
the most significant international instrument in this area.

Although there have been significant changes, in many respects this has
been evolution rather than revolution; part of the normal ongoing devel-
opment of the criminal law. In revising the material for this edition I have
been struck by how resilient the law has proved to be in many areas of
cybercrime, with both legislatures and courts able to confront novel and
challenging situations. In addition, there is clearly an increased awareness
by governments of the various threats posed by cybercrimes, and the
importance of a multi-faceted approach. If the first edition hoped to
demonstrate that the criminal law hadwell and truly arrived in cyberspace,
this second edition illustrates that it has achieved a level of maturity.

As with the first edition, this book is intended for anyone who wishes
to gain a deeper understanding of the legal principles which are applied
to ‘cybercrimes’, whether they be academics, legal practitioners, law
enforcement officers or students. Aside from jurisdictional issues, it does
not address the law of criminal investigation, procedure or evidence. The
unique feature of this book is that the various offences are analysed
across four major common law jurisdictions: Australia, Canada, the
United Kingdom and the United States. These jurisdictions were chosen
for a number of reasons. First, they share a common law heritage.

viii
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Second, they are each advanced developed countries that have dealt
extensively with the challenges of cybercrime. Third, as noted above,
Australia, the United Kingdom and the United States are all parties to the
Council of Europe Convention on Cybercrime, while Canada is a signa-
tory. Together these jurisdictions provide a wealth of information on the
nature of cybercrime and the ways in which it may be addressed. This
collective experience is of interest not only to readers from these respect-
ive countries, but from any country seeking to understand the challenges
of cybercrime.

Each chapter begins with a background to the offence type, followed by
an overview of the legislative environment in each jurisdiction. The key
principles which are found within each offence are then analysed drawing
upon the law of each jurisdiction. In some cases, there is considerable
overlap, while in others quite distinct approaches are adopted. Where
possible, guidance is provided in the text pointing out these similarities
and differences. In this way, it is hoped that the book can be read by a
reader focusing on their own jurisdiction, while also facilitating compari-
sons with other jurisdictions. I have endeavoured to state the law to at least
June 2014, although some material was being added right up to the
submission of the manuscript. Any errors are of course my own.

This second edition is later than was anticipated, and I am grateful to
Cambridge University Press for their patience and persistence. In par-
ticular, I would like to thank Finola O’Sullivan, for commissioning the
first edition and for supporting the publication of a second. I am also
grateful to the team at Cambridge for their hard work throughout the
process, in particular Marta Walkowiak, Robert Judkins and Richard
Woodham for their guidance in bringing this book to fruition. I have
been fortunate to have the assistance of a succession of very able research
assistants: Irene Argeres, Melissa Kennedy and Joshua Teng. Particular
thanks are due to Helena Kanton for her research assistance and also her
hard work in helping to prepare the final manuscript. I would also like to
thank my colleagues at the Monash Law Faculty for providing a collegial
research environment. On a personal level, a big thank you to my family
and friends who are a constant source of love, support and encourage-
ment. Most importantly, this book is dedicated to Natalia; a small
recognition of all the love and support she has given me.

Jonathan Clough
Melbourne, March 2015
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