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145-9, 157
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111, 283-4
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© in this web service Cambridge University Press

www.cambridge.org



http://www.cambridge.org/9781107011083
http://www.cambridge.org
http://www.cambridge.org

Cambridge University Press

978-1-107-01108-3 - Cyber Warfare and the Laws of War

Heather Harrison Dinniss
Index
More information

Convention; environmental
modification techniques
environmental modification techniques
defined, 224-5
hostile manipulation, 225
espionage, 151-2, 156-9
activities short of attack, 156
capture of operatives, 157
definition, 156
legality, 157
location, 152, 157-8
operatives’ liability, 158-9
penetration of enemy networks, 158
Estonia, denial of service attacks (2007),
2,5, 15, 38-9, 54, 66-7, 71, 81, 88,
124-5, 289
difficulty of attribution, 100
international response, 54, 57
level of impact, 190
youth group involvement, 176
Ethiopia/Eritrea Claims Commission,
120, 276-7
European Union, 19

Falun Gong movement, 100
‘Farewell Dossier’ incident, 6, 38, 57, 72,
250-1, 281
Farquharson, John, 269
feasibility, criterion of, 217-18
and child soldiers, 176-7
and precautionary measures, 211,
214-15, 218
fibre-optic cables, 186, 267
Flesche, Alfred, 159
Flick, Friedrich, 238, 275
‘Floodnet’ attacks, 108
force see armed force; use of force
foreign exchange markets, 18
Franck, Thomas, 86, 97-8
Frowein, Jochen, 110

Georgia, denial of service attacks (2008), 2,
8, 54-5, 66-7, 71, 81, 82-3, 110, 111,
124-5, 150-1, 172, 176, 290

co-ordination with conventional
attacks, 89, 98, 101
globalisation, 17-20
early eras of, 17-18
economic, 18
impact on causes of conflict, 17-18

Goering, Hermann, 238

Goloskokov, Konstantin, 176

Gordon, Edward, 45

GPS (Global Positioning Systems),

194-5, 218
spoofing, 194-5
Gray, Christine, 62, 83, 86, 91, 97

INDEX 325

Greenburg, Lawrence T., 133
Greenwood, Christopher, 84-5, 87-8,
90-1, 92, 118, 120, 207, 214, 216, 218,
252, 253, 254-5, 257-8
guerrilla fighters, 148-9, 150, 155
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applicability of property law, 265-6
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increasing importance, 280
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internal conflicts, 118-19, 121-2, 134-5
applicability of humanitarian law, 253
applicability of perfidy, 263
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problems of definition, 124-6
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problems of, 146-7
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Israel, 182
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Ku, Raymond, 8-9
Kuwait, Iraq invasion (1990), 103
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needs, 10-11, 30-1, 260 legal review, 260-1
difficulty of application, 26-7 prohibition of those causing
general principles, 29-31, 33, 222, unnecessary suffering, 253-6
252-8 Michelangelo (Buonarotti), 231
geographical scope, 135 military advantage
incidents on borderline of, 120-1, 131 balanced against suffering, 254-5
limitations on weaponry, 251-2 as criterion of military objectives, 190-3
policy-oriented approach, 31 defined, 191-3, 201
requirement of armed force, 122-3, military objectives
131-3 contribution to military action, 188-90
scope of application, 117-18 definition, 184-94, 197-8
theoretical debates, 9, 126-7, 128-9 breadth of, 188-90
threshold for application, 118-22 gateways to, 201
see also combatant status legitimate, 179, 180-1
lawful combatants location, 185-7
determination of status, 141-3 nature, 185
privileges, 142 purposefuse, 187
League of Nations, Covenant, 45, 77 verification of targets as, 211-12
Lebanon, conflicts in, 99, 104-5 in the vicinity of dangerous
environmental damage, 221 installations, 241-3
letter bombs, 259-60 military operations
Liberia, threats to peace[rights breadth of definition, 199-201, 209-10
violations, 110 distinguished from attacks, 198-202
Liberty, USS, attack on (1967), 120, 133 militia(s) see volunteer groups
Libicki, Martin, 27 Milosevic, Slobodan, 23, 183, 191, 196
Libya, shutdown of communications, 111 minesweepers, 171
locus (of computer attacks), 70-2, 134-7 mistaken identity, 120, 133, 134
logic bombs, 258 Moir, Lindsay, 84, 97
long-range missiles, 256 money transfers, electronic, 21
Lynn, William, III, 56, 93, 291 Moonlight Maze incident, 284-5
Moore, Joe Wesley, 168
Maguire, Martin, 284 Mountain View surveillance program,
malware, 5, 89-90 see also rootkit 240, 286
malware; viruses; worms Mubarak, Hosni, President, 20, 186
Martens Clause, 28, 127-8, 202, 257-8 multi-national corporations, role in global
applicability to computer attacks, 257-8 economy, 18
McChrystal, Stanley, General, 17 murder, law of, 70
McConnell, Michael, Admiral, 271 Myanmar, shutdown of communications,
McDougal, Myers, 61 111, 186
McGrew, Anthony, 18-19 Mydoom virus, 288
McLuhan, Marshall, 14
means of warfare see methods/means of Nashi (Russian youth movement), 176
warfare Nasser, Gamal Abdel, President, 85-6
medical units, 244-7 Natanz nuclear facility see Iran, damage to
aircraft, 246 nuclear facilities
obligation to distance from military national liberation, wars of, 136, 142-3,
objectives, 246 149
specific protections, 245 NATO (North Atlantic Treaty Organization)
see also databases cyber security policy, 57
Melzer, Nils, 121, 166 operations in former Yugoslavia, 49-50,
mercenaries, 172-5 183, 191, 192, 196, 207-8, 212
criminal status, 175 response to Estonian cyber attacks,
definition, 173-4 39, 54
as lawful combatants, 173 Treaty provisions, 46-7, 77
withdrawal of combatant status, 173 naval warfare, flying of flags,
see also private military companies 146, 262
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and damage to cultural property, 234
environmental application, 226

Nepal, shutdown of communications, 186

network-centric warfare, 24

neutralisation, 197-8, 216

New Haven school, 61-2

New Zealand, 149
contributions to use-of-force debate, 44
financial law, 21
intellectual property law, 68
internet connections, 186

NGOs (non-governmental organisations),
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Nicaragua
claims of US coercion, 47, 48, 50-3
incursions into neighbouring territory,

94, 105-6
non-defended localities, prohibition of
attacks on, 247-8

non-intervention, policy of, 50

non-state actors
combatant status, 142-3
increasing powerfinfluence, 14-15,

16-17, 18-19
international recognition, 125-6
self-defence against, 95-9 see also rebel
forces; volunteer groups

nuclear facilities
(potential) attacks on, 7, 240-1
special protection, 241

nuclear weapons, use of, 128-9

Nuremberg Military Tribunal (1945),

237-8, 265-6, 267

OAS (Organization of American
States), 46-7
Obama, Barack, 92-3
occupied territory, 142-3, 149
guerrilla operations, 148-9
protection of property, 233
seizure of property, 269-70, 272-4
Oeter, Stefan, 182, 189, 191, 209
oil well fires, 221
Oppenheim, Lassa, 23
organisation, required for combatant
status, 150
Orwell, George, 233
1984, 233
Ottawa Convention 19, 270
outsourcing (of military operations), 25-6,
139, 159-61, 168-70, 276
reasons for, 160

Papua New Guinea, internal unrest, 174
Parks, W. Hays, 162-3, 168-9
perfidy, 261, 263-4, 278

defined, 263
limits of prohibition, 264
purpose of prohibition, 263
Pictet, Jean, 119, 122, 123, 130
pillage, 236, 237, 274-6, 278
defined, 274
of digital property, 274-6
statutory prohibition, 265
‘pin-prick’ attacks, 75, 93-5
case law, 94-5
self-defence against, 93-5
plunder, 274-6, 278
distinguished from pillage, 275-6
positivism, 30, 58-61, 62
precautionary measures, 209-17
Predator drones, 123
prisoners of war
disqualifications from status of, 144-5,
151-3, 157,173
entitlement to status of, 141-2, 144-51
taking of, relevance to legal status of
conflict, 121
private military companies, 163-4, 174-5
property, 265-77, 278
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271-2
private: in belligerent territory, 276-7
duty to respect, 265
prohibition on destruction, 273-4
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270-1 see also booty; civilians; seizure
proportionality principle, 98-9, 102-4,
170, 205-9
environmental application, 226
statutory provisions, 205-6
and unnecessary suffering, 254-5
public services, computer regulation, 12-13

Queensland (Australia), attack on water
supply, 6, 221-2, 285

Radio Television Serbia (RTS), attack on
(1999), 192

Randelzhofer, Albrecht, 43

Reagan, Ronald, 121

rebels, combatant status, 143

Red Cross, International Committee of,
119, 143-4, 165-6

misuse of symbols, 264-5 see also direct

participation

Reisman, Michael, 61-2

‘resource wars’, 182

responsible command, as condition of
combatant status, 145
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