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This comprehensive handbook delves into the intricate relationship between artificial intelligence,
law, and government regulations in society and business. With a particular focus on consumer-centric
issues, chapters analyze the benefits and challenges of the expanding influence of AI systems on
consumers, while shedding light on the psychological impact and potential harm posed by AI.
Readers will navigate the complexities of tort law and its application to harm caused by AI, explore
the legal conundrums arising from consumers utilizing digital delegates as agents, and uncover the
innovative ways AI can be harnessed to enforce consumer law. This work is essential reading for
anyone seeking to understand the implications of AI on the legal landscape, the future of the
consumer marketplace, and the role of consumer law.

 .  is the Huber Hurst Professor of Contract Law, Warrington College of Business
& Levin College of Law at the University of Florida. He is the author, coauthor, or coeditor of more
than  publications, including  books. His books include Principles of Contract Law and Theory
(), The Cambridge Handbook of Artificial Intelligence (), Judicial Control over Arbitral
Awards (), The Cambridge Handbook of Smart Contracts, Blockchain Technology and Digital
Platforms (), and Chinese Contract Law: British and American Perspectives ().

 ó is Professor of Comparative Private Law at the Law Department of the University
of Turin, Italy, and Visiting Professor at the Georgetown Law Center for Transnational Legal Studies
in London at Collegio Carlo Alberto. Her most recent coedited book is Contracting and Contract
Law in the Age of Artificial Intelligence (, with M. Ebers and M. Zou). Poncibó is a member of
the International Association of Comparative Law and Delegate of the Law Department to the
American Association of Comparative Law.

  is Professor and Executive Dean at the University of Galway and Visiting
Professor at the University of Manchester. Previously, he was Head of School at Manchester and
Chair Professor of Commercial Law and Dean of the Law School at City University of Hong Kong.
Howells is a former president of the International Association of Consumer Law.
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Pınar Çağlayan Aksoy

v

www.cambridge.org/9781009483551
www.cambridge.org


Cambridge University Press & Assessment
978-1-009-48355-1 — The Cambridge Handbook of AI and Consumer Law
Edited by Larry A. DiMatteo , Cristina Poncibó , Geraint Howells
Frontmatter
More Information

www.cambridge.org© in this web service Cambridge University Press & Assessment

 AI, Consumers, and Tort Law: From Liability to Responsibility 

Michel Cannarsa

 Liability for Autonomous Systems: Enhancing Access to Justice 

Stefan Wrbka and Mark Fenwick

 Protected by Design: The Case of Personalised Advertising 

Dominik Lubasz, Agnieszka Jabłonowska and Monika Namysłowska

  

 AI, Consumers and Psychological Harm 

Przemysław Pałka

 Algorithmic Exploitation of Consumers 

Eliza Mik

 Use of AI Enforcement Technology (EnfTech) 

Christine Riefa and Liz Coll

      

 EU Consumer Law and the Artificial Intelligence Act: Two Worlds Apart? 

Martin Ebers

 AI Platforms: Safeguarding Consumer Rights in the EU 

Cristina Poncibò

 AI, Lawyers, and Consumers 

Marta Infantino and Larry A. DiMatteo

 Decision-Making by AI in Consumer Law Adjudication 

André Janssen and Tom J. Vennmanns

 Governance, AI and Consumers: Looking Forward 

Roger Brownsword

vi Contents

www.cambridge.org/9781009483551
www.cambridge.org


Cambridge University Press & Assessment
978-1-009-48355-1 — The Cambridge Handbook of AI and Consumer Law
Edited by Larry A. DiMatteo , Cristina Poncibó , Geraint Howells
Frontmatter
More Information

www.cambridge.org© in this web service Cambridge University Press & Assessment

Detailed Contents

 AI and Consumers 

. Introductory Remarks 

. Uncertainty about the Application of AI to Consumer Products and Markets 

. Uncertainty about the Legal Regulation of AI 

. Uncertainty around Enforcement of Consumer Law in AI Context 

. Conclusion 

 Artificial Intelligence for Consumers: Advances in Recommendation Systems 

. Introduction 

. Recommender Systems: Traditional Paradigms 

.. Content-Based Recommenders 

.. Collaborative Filtering Recommenders 

.. Hybrid Recommenders 

. Deep Learning for Recommender Systems 

. Visual Recommendation 

. Conclusion 

 Substituted Consumers: Digital Content Directive and Damages 

. Introduction 

. Problem of Mistaken or Unintended Contracts 

. Problem of Fictitious or Fraudulent Merchants 

. Digital Content Directive (DCD) as a Remedy for the
Substituted Consumer 

.. Applicability of the DCD to Substituted-Consumer Services 

.. Suitability of DCD for the Substituted-Consumer Marketplace 

... Assessing Compliance with the Objective Requirements
of Conformity 

... Burden of Proof to the Existence of a Lack of Conformity 

... Exclusion of Liability Clauses 

... Liability Limitations for Intermediaries under the DSA 

. Conclusion 

vii

www.cambridge.org/9781009483551
www.cambridge.org


Cambridge University Press & Assessment
978-1-009-48355-1 — The Cambridge Handbook of AI and Consumer Law
Edited by Larry A. DiMatteo , Cristina Poncibó , Geraint Howells
Frontmatter
More Information

www.cambridge.org© in this web service Cambridge University Press & Assessment

 AI and Consumers’ Well-Being 

. Introduction 

. What Is Well-Being? 

.. Objective List Theories 

.. Desire-Based Theory 

.. Hedonism 

. Theories of Well-Being Applied to the Impact of AI on Consumers 

.. Objective Values 

... Freedom 

... Security 

... Health 

... Knowledge 

.. Desire-Based Theories 

.. Hedonism 

. Conclusion 

 AI and Existing EU Consumer Law 

. Introduction 

. AI, a Blessing or a Curse? 

. Current Legal Framework 

. Road to Change? 

.. Risk-Based Approach 

.. GDPR and Consumer Law 

.. Profiling and Credit Scoring 

. Conclusion 

 Using AI to Influence Consumer Choice 

. Introduction 

. Traditional Perspective 

. Art of the Deal 

. Dealing in the Digital Worlds 

. Legal Response to Dark Patterns 

. AI as the Perfect Salesperson 

. Conclusion 

 Consumers and Digital Delegates 

. Introduction: From Digital Assistants to Digital Delegates 

. Technology and Law: Methodology 

. Understanding the Technology 

. Identifying the Legal Issues of AI-Driven Digital Delegates 

. Contracts Concluded through Digital Delegates on Behalf
of Consumers 

.. Attributing Contracts Concluded through Digital Delegate
to Consumer 

.. Pre-deployment 

.. Post-deployment: Intervention in Automated Process 

viii Contents

www.cambridge.org/9781009483551
www.cambridge.org


Cambridge University Press & Assessment
978-1-009-48355-1 — The Cambridge Handbook of AI and Consumer Law
Edited by Larry A. DiMatteo , Cristina Poncibó , Geraint Howells
Frontmatter
More Information

www.cambridge.org© in this web service Cambridge University Press & Assessment

.. General Post-deployment Controls 

... Options to Vary Parameters 

... Suspension or Deactivation 

.. Consequences of Not Providing for Pre-conclusion
Intervention 

.. Post-conclusion Termination 

.. Summary: Contracts Concluded through Digital
Delegates 

. Challenges for Consumer Law 

. Contract for Provision of a Digital Delegate 

. Conclusion: What’s Next for Digital Delegates? 

 AI and Smart Consumer Contracts 

. Meaning of ‘Smart’ in Smart Contracts 

. Challenges Posed by Smart Contracts 

.. General Observations 

.. Smart Consumer Contracts 

. AI-Enhanced SCs: A Challenge or Charm for Consumers 

.. AI and Blockchain Convergence in Web . 

.. AI-Enhanced (Powered) SCs and Their Potential
in Contracting 

... SC Formation Phase 

... Determination of the SC Content 

... Performance of SCs 

. AI-Enhanced SCs: Avoiding or Enhancing Consumer
Protection? 

.. Challenges of AI-Enhanced SCs for Consumers 

.. AI Helping Consumers in Smart Consumer Contracts 

... Spotting Errors or Vulnerabilities in the
SC Code 

... Change of Circumstances and Remedies 

... Standard Contract Terms in SCCs 

... Misleading Commercial Practices and SCCs 

... Information Requirements and SCCs 

... Right of Withdrawal and SCCs 

... Personalized Recommendations and SCCs 

. Conclusion 

 AI, Consumers and Tort Law: From Liability to
Responsibility 

. Introduction 

. Industry ., Risks and Regulation 

. Upgrading Tort Liability . 

.. New Product Liability Directive 

.. AI Liability Directive 

. Facing Damages . 

. Conclusion: Towards Responsibility . 

Contents ix

www.cambridge.org/9781009483551
www.cambridge.org


Cambridge University Press & Assessment
978-1-009-48355-1 — The Cambridge Handbook of AI and Consumer Law
Edited by Larry A. DiMatteo , Cristina Poncibó , Geraint Howells
Frontmatter
More Information

www.cambridge.org© in this web service Cambridge University Press & Assessment

 Liability for Autonomous Systems: Enhancing Access to Justice 

. Introduction 

. Definitions and Distinctions 

.. Distinguishing Autonomous versus Non-autonomous
AI Systems 

.. Distinguishing between Different Stakeholders 

. Liability for Autonomous Systems in the EU 

.. Comparative Law Study on Civil Liability for AI 

.. Research and Commentaries on Civil Liability for AI 

.. Proposal for a Regulation Laying Down Harmonised
Rules on AI 

.. JURI Recommendations on a Civil Liability Regime
for AI 

.. European Parliament Draft Proposal for a Regulation
on Liability for the Operation of AI Systems 

.. Proposal for a Directive on Liability for Defective Products and
Proposal for a Directive on Adapting Non-contractual
Civil Liability Rules to AI 

. A Way Forward? 

.. Alternative Liability Regimes 

.. Liability of Autonomous Systems? 

. Conclusion 

 Protected by Design: The Case of Personalised Advertising 

. Introduction 

. EU Consumer Data Protection and New Regulatory Initiatives 

. Personalised Advertising as a Case Study 

. Selected Constraints on Personalised Advertising 

.. Data Protection Law: The Example of Lawfulness 

.. Consumer Law: Unfair Commercial Practices and Platform
Regulation 

. Protection by Design: Rethinking Personalisation in a
Process-Oriented Approach 

.. Data Protection by Design as a Requirement of
Proactive Approach 

.. Applying the Concept of Data Protection by Design to
Personalised Advertising 

. Conclusion 

 AI, Consumers and Psychological Harm 

. Introduction 

. Psychological Harm in the AIA Proposal 

. What Could ‘Psychological Harm’ Mean? 

. AIA’s Unfortunate Choice 

. The Future of AI, Psychological Harm and Law 

. Conclusion 

x Contents

www.cambridge.org/9781009483551
www.cambridge.org


Cambridge University Press & Assessment
978-1-009-48355-1 — The Cambridge Handbook of AI and Consumer Law
Edited by Larry A. DiMatteo , Cristina Poncibó , Geraint Howells
Frontmatter
More Information

www.cambridge.org© in this web service Cambridge University Press & Assessment

 Algorithmic Exploitation of Consumers 

. Introduction 

.. Extreme Asymmetry 

. Extreme Personalization 

. Trusting Computers 

. Quasi Agents – of Whom? 

. Algorithmic Alignment 

. Legal and Regulatory “Solutions” 

.. The Privacy Aspect 

.. The Contractual Aspect 

.. Unfair Commercial Practices Directive 

.. Artificial Intelligence Act 

.. Digital Services Act 

. Conclusion 

 Use of AI Enforcement Technology (EnfTech) 

. Introduction 

. Defining AI 

. Situating AI in the History of Technology-Based Consumer
Enforcement Tools 

. Situating AI in the Enforcement Technology’s Normative Landscape 

. AI-Enabled Tools in the Consumer EnfTech Toolbox 

.. Limitations and Risks of AI in Enforcement 

.. AI Excellence in Performing Repetitive Tasks 

. AI Limitation: Need to Access Large Amounts of Good Quality Data 

. AI Limitation: Need for Consumer Enforcement Agencies to
Be in Control 

.. Accounting for EnfTech General Risks 

.. Accounting for AI’s Specific Risks 

. Conclusion 

 EU Consumer Law and the Artificial Intelligence Act:
Two Worlds Apart? 

. Introduction 

. AI in Consumer Markets: Risks for Consumers 

. AIA in a Nutshell 

. Prohibited Practices and Consumer Protection 

.. Pre-emptive Effect? 

.. Analyses of Prohibited Practices 

... Manipulation by Subliminal Techniques 

... Exploitation of Vulnerabilities 

... Social Scoring 

.. Evaluation 

. Generative AI Systems and Consumer Protection 

.. Generative AI in the Different Proposals 

.. Evaluation 

Contents xi

www.cambridge.org/9781009483551
www.cambridge.org


Cambridge University Press & Assessment
978-1-009-48355-1 — The Cambridge Handbook of AI and Consumer Law
Edited by Larry A. DiMatteo , Cristina Poncibó , Geraint Howells
Frontmatter
More Information

www.cambridge.org© in this web service Cambridge University Press & Assessment

. High-Risk AI Systems and Consumer Protection 

.. Defining High-Risk AI Systems 

.. Requirements for High-Risk AI Systems 

.. Role of Harmonised Standards 

.. Conformity Assessment Procedures 

. Low-Risk AI Systems and Consumer Protection 

. Enforcement, AIA and Consumer Protection 

.. Ex Post Surveillance by Member States 

.. Role of the European AI Office 

.. Individual and Collective Remedies 

. Conclusion 

 AI Platforms: Safeguarding Consumer Rights in the EU 

. Introduction 

. AI-Powered Platforms and Consumers 

. Consumers’ Freedom at Risk 

. Assessing the EU Legal Framework 

. EU AI Act 

. AI Platforms under the Digital Services Act 

.. AI-Powered VLOPs 

. AI Platforms under EU Consumer Law 

. Overlapping Legal Regimes 

.. AI Recommender Systems 

.. Information and Disclosure Policies 

. Gaps and Inconsistencies 

. Conclusion 

 AI, Lawyers, and Consumers 

. Introduction 

. AI-Consumer Interface 

.. Access to Justice and Legal Practice 

.. Comparative Analysis of Law Practice across American and
European Jurisdictions 

. Lawyers and Consumers: AI’s Strengths and Costs 

.. Short-Term Perspective 

... Long-Term Perspective 

... Third Wave 

... Harms of AI Manipulation: Creation of Artificial Consent
and Dark Patterns 

... Consumer as Celebrity: Image Rights 

. Governance of AI Comparative Observations: American and European 

.. Current Legal Rules 

... AI Tools for Lawyers 

... AI Tools for Non-lawyers 

.. Data Dependence of Algorithms 

.. New Regulation of AI 

. Conclusion 

xii Contents

www.cambridge.org/9781009483551
www.cambridge.org


Cambridge University Press & Assessment
978-1-009-48355-1 — The Cambridge Handbook of AI and Consumer Law
Edited by Larry A. DiMatteo , Cristina Poncibó , Geraint Howells
Frontmatter
More Information

www.cambridge.org© in this web service Cambridge University Press & Assessment

 Decision-Making by AI in Consumer Law Adjudication 

. Introduction 

.. Robojudges as Savior of the Judiciary and Litigants? 

.. AI in Judicial Decision-Making: Threat to Fundamental Rights and
Ethical Standards? 

.. A Roadmap to Robojudges 

. Robojudges: Human-in-the-Loop versus Human-out-of-the-Loop 

. Use of Robojudges Assisting Judges in the Light of Rights to a Fair Trial 

. The Possible Application of Robojudges in the Context of the EU Air
Passenger Rights Regulation No. / 

. AI Assistant Systems: Reducing Workload of Courts and improving Access
to Justice 

. Conclusion 

 Governance, AI and Consumers: Looking Forward 

. Introduction 

. Contract and Regulations 

.. Contracts and Contract Law 

.. Connecting Contract Law Principles to New Technologies 

... Problem of the Gap 

... Judicial Responses 

... Underlying Drivers 

.. The Turn to Regulation 

. Range and Nature of Human Interests 

.. Dimensions of Breadth and Depth 

.. ‘Layering’ of Human Interests 

. Institutional Design 

.. Fitness for Purpose 

.. Fit to Govern Using Smart Tools 

. Concluding Remarks 

Contents xiii

www.cambridge.org/9781009483551
www.cambridge.org


Cambridge University Press & Assessment
978-1-009-48355-1 — The Cambridge Handbook of AI and Consumer Law
Edited by Larry A. DiMatteo , Cristina Poncibó , Geraint Howells
Frontmatter
More Information

www.cambridge.org© in this web service Cambridge University Press & Assessment

Contributors

Alessandro Abluton is currently a PhD Student in Computer Science at the University of Turin,
Italy, and Artificial Intelligence Engineer at Inferendo, an academic spinoff of the University
of Eastern Piedmont, Italy. His research activities are focused on Deep Learning models applied
to Recommender Systems and Computer Vision. He is member of the Italian Association for
Artificial Intelligence (AixiA) and the European CLAIRE’s Rising Researchers Network.
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Preface

We express our warm gratitude to the colleagues who contributed to The Cambridge Handbook

of AI and Consumer Law: Comparative Perspectives and for their perspectives and valuable
insights on the legal future of consumer law in the age of advanced artificial intelligence (AI).
Advanced AI systems, some allocated the power of decision-making, have disrupted and affected
all segments of the economy and society. This book focuses on the impact of AI on consumers
in their myriad interfaces with AI systems as purchasers and users. Consumers have long
been given special status in law and regulation. This status recognizes the weakness of ordinary
consumers in their dealings with businesses. The relationship between merchants and con-
sumers is characterized by bargaining and informational disparities. Consumer law – consumer
contract law and consumer protection law – is a product of a long evolution of law’s intervention
into free market space involving companies and consumers.

AI poses new risks and dangers due to its power to manipulate consumer-users by preying on
the behavioral and cognitive weaknesses of human beings. Some suggest that the ordinary or
reasonable consumer standard at the core of consumer law needs to be adjusted to a vulnerable
consumer standard in the era of AI. This begs the question of whether existing consumer law is
adequately adaptable to the new risks presented by AI. In some areas, the law is not fit for the
purpose as currently enunciated. Thus, the question becomes whether current law can be
modified to prevent consumer abuse by AI systems and in areas where consumer law is not fit for
purpose what types of new specialized rules need to be created by courts and legislatures.

This book analyzes the risks as well as the benefits of AI in the consumer marketplace. It looks
at the role of private and public law in its facilitation and regulation. In the area of private law
(contract, tort), the core issue is the need to allocate responsibility and liability among different
parties including developer-creators, platforms, and between consumer-users. The focus here is
to provide protection and compensation for psychological harm. In the public realm, the focus is
on existing EU consumer, digital rights, and AI laws’ abilities to regulate advanced AI systems.
In the end, the goal of the book is to raise awareness of the current and future dangers of AI
decision-making in consumer markets. This awareness necessarily encourages preemptive
regulation to prevent the worse cases of abuse from occurring in the first place.

We are indebted to the University of Galway School of Law, University of Torino School of
Law, and the University of Florida Levin College of Law for their support. Special thanks to the
commissioning and editorial staff at Cambridge University Press, especially Matt Gallaway and
Jadyn Fauconier-Herry.
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Statement
European Union “AI Act”

During the production process, The EU has adopted the “EU Artificial Intelligence Act”
(AIA) in May . The overall concept of the AI Act has not changed. The Act’s main
features remain including a risk-based approach with attendant obligations; prohibitions on
certain uses of AI (biometric identification systems); and ex ante mandatory requirements for
high-risk AI systems. Some contentious points are different from the original proposal such as
the notion of AI covered by the Act; new rules on general purpose AI systems; prohibitions of
real time remote biometric systems; classification scheme of high risk AI systems; new
transparency obligations; and the powers of the new AI board. The purpose of the Act remains
the ensuring that AI systems are safe, respectful of fundamental rights and EU values, while
encouraging AI investment in Europe. It is important to note that the majority of the Act’s
provisions will apply after a two-year grace period for compliance. The analysis provided in
this book remains relevant but the reader should refer to text of the AI Act available at
https://artificialintelligenceact.eu/ai-act-explorer.
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