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Financial Market Supervisory Authority

(FINMA), Switzerland, 310

Financial Services Agency (FSA), Japan, 312

Financial Services and Markets Act

(Singapore, 2022), 309

Financial Stability Oversight Council (FSOC),

USA, 294

Financial Times, 311

FinTech, xxi, 292, 293

ABCDEFGSIS framework, 26

First Republic Bank, 179

flash loan attacks

countermeasures (design principles),

279–280

DAOs, 278–280

flash loans, 206, 210, 212, 274

definition, 278

Flow, 254

Food and Drug Administration (FDA), 293

football clubs, 241

Forbes, 17

ForeFront, 266, 272

fraud, 102, 297, 299, 301, 336, 342, 343

Friends with Benefits, 271

frontrunning, 135, 136, 188, 189, 211–212

FTX, xix, 176, 296, 297, 298

fully diluted valuation (FDV), 163–164

calculation, 163

fun, 155, 169, 170

fungibility: definition, 229

fungible tokens (FTs)

examples, 229

versus NFTs, 229–230

futures, 205

GameFi, 164, 168–172

avoidance of monotonous repetitive tasks,

171–172

emphasis on enjoyable gameplay

experience, 171–172

exhorbitant expenses and unsustainable

profits, 169–170

improvement, 171–172

integration of DeFi and NFT elements, 168

NFTs, 242

sustainable rewards versus Ponzi scheme,

168–170

GameStop, 165, 176

gamification, 327

gaming, 64, 65, 109

NFTs, 242

gaming and finance. See GameFi

gaming platforms, 28, 29

Gap, 247

gas fees, 112, 114, 126, 155, 156, 188, 195,

196, 235, 236, 237, 242

General Data Protection Regulation (GDPR),

31, 56, 292, 314–316

Generally Accepted Accounting Principles

(GAAP)

ambiguity, 218

generation (5G and 6G): ABCDEFGSIS

framework, 26

generative AI, xviii, 219–220, 253, 280, 320, 322

generative AI and Web3 (decentralized

convergence use cases), 334, 334–336

content recommendation systems, 335

fraud detection systems, 336

lending platforms, 335

marketplaces, 334

prediction markets, 335

ride sharing platforms, 335

social media platforms, 334

generative AI and Web3 (future), 328–336

AI explainability using DAOs, 331–334

AI-generated content (AIGC), 330–331

case study (Worldcoin), 328–329

smart contracts and ChatGPT, 329–330

genesis block, 79

Germany, 292, 308

known as “Bitcoin tax haven,” 309

Web3 regulation, 309

GHOST (permissioned finality gadget), 87

Gift Circle tool, 273

Gillibrand, Kirsten, 301, 303, 312–313

GitCoin DAO: example of charity DAO,

260–268

Glassnode

blockchain analytics firm, 224

founded to promote the transparency of

crypto data, 224

Global Positioning System (GPS), 23

global state, 89, 89

transactions in Ethereum, 89

gold, 43, 114, 124, 149, 150, 153, 235

Goldman Sachs, 17
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Google, 4, 31, 180

Passkeys feature, 34

governance, 15–16, 17, 22, 297, 315, 338

DAOs, 262

role (NFTs), 255

smart contract ecosystem, 137

governance models, xx, 6, 220

governance risks, 217–218

governance structures, xix–xx, 15, 23, 217, 278

governance tokens, 153, 161, 171, 172, 202,

213, 277, 280

government accountability, 59, 60

Grimes, 242

grinding, 85

Guardian, 35

Gucci, 247

Guilds (Bankless subDAO), 274

hackathons, 50, 298

hackers, 249

hacks, 14, 208, 213, 217, 248, 250, 253, 298

hardware, 75

hardware wallets, 13, 14

Harvard Business School, xiv

Harvard University, xiv–xv, xxiv

hash digest, 46

hash functions, 85, 86

hashed timelock contracts (HTLCs), 88, 129

hashes, 62, 251

cryptographic fingerprint, 129

definition, 46

hashMerkleRoot field, 81

homomorphic encryption, 14, 45

definition, 46

Hong Kong, 297, 307

Hong Kong Web3 Institute (HKWI), 298

HotStuff, 77

House Financial Services Committee (USA), 311

House of Representatives (USA), 303

Howey test, 151, 300

Huang, Grace, xxiv

Huang, Ken, xv, xxiv–xxv

biography, xi

human nature, 155, 161, 167

Hypertext Markup Language (HTML), 3

identity convergence, 31–32

identity verification, 26, 50, 56, 57, 122, 123,

209, 247, 325, 329

Identity.com, 50, 50

iExec, 53, 53

Immunify, 215

immutable chain, 8

immutable transactions, 6, 36

impairment and value realization (accounting),

218

impermanent loss, 133

BTC/USDC trading pair, 200

definition, 186

inclusivity, xx, 4, 22, 186, 263, 327, 337

Influencer Marketing Hub, 63

Infura, 51, 51, 91

RPC node infrastructure, 137

initial coin offerings (ICOs), 90, 151, 299, 300

innovation and regulation (Web3 world),

292–294

Instagram, 327

insurance, 26, 176, 208, 315

intellectual property rights, 61, 255

Inter Blockchain Communication (IBC), 100

interaction convergence, 29–30

interchangeability, 229, 230

Internal Revenue Code (USA, 1986), 312

Internal Revenue Service (IRS), 218, 278, 299,

300

International Association for Trusted

Blockchain Application (INATBA), 47

international cooperation, 296

Internet, xv, xix

emergence, 23

initial days (spirit), xx

Internet jokes, 166

Internet of Things (IoT), 4, 27, 28

ABCDEFGSIS framework, 4

convergence with blockchain, 28

interoperability, 12, 17, 52, 74, 103, 127–134,

254, 322, 326, 341

atomic swaps, 129–130

business perspective, 12

cross-chain bridges, 130–134

definition, 6

linchpin of Web3, 12

Metaverse, 346

profound implications, 12

technical standpoint, 12

InterPlanetary File System (IPFS), 26, 53, 54,

251, 340

definition, 45

investment assets, 151–152

investment DAOs, 265, 266, 269–270

investment NFTs, 244

investment perspective, 36–37
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investor protection, 295, 296, 299, 316

Irene DAO, 271

IrisCode, 329

Israel, 279

Issued Assets, 114

Japan, 297

stablecoin regulations, 312

Johnson, Micah, 249

JP Morgan, 17

Jumio, 209

Jury.online, 61

Karp, Hugh, 211

Kelkar, Mahimna, 136

Kings of Leon, 242, 245

Kleros, 61

Know Your Customer (KYC), 130, 197, 207,

310, 326

automated procedures, 208–210

Lamport, Leslie, 75

land registries, 62

language, 337

language model, 330

large language model (LLM), 27

Larva Labs, 249

latency, 16, 87

layer 0 scalability solutions, 99–100, 103,

103–107

layer 1 blockchains, 43, 99, 103, 128

layer 1 scalability solutions, 99, 100–101, 103,

103, 107–109

block size limit increase, 107

improved consensus algorithm, 107

Segwit, 107

sharding, 107

sharding (Ethereum), 108–109

sharding (Zilliqa), 108

layer 2 rollups, 43, 97, 99, 112, 117, 322

layer 2 scalability solutions, 97, 99, 101–103,

103, 109–117, 128, 321

rollups, 109, 110–113

sidechains, 110, 113–115

state channels, 110, 115–117

validity proofs versus fraud proofs, 102

layers above consensus, 87–90

Bitcoin, 88

Ethereum, 89–90

leader election, 79

abstract protocol, 79

sybil resistant ~, 85

leaders, 79, 82, 270

leadership, 301, 313, 323

Ledger hardware wallet, 137

ledger technology, 5, 23, 28

ledgers, 302

legal industry, 60–62

dispute resolution, 61

distributive justice, 61

intellectual property rights, 61

land registries and property deeds, 62

notary industry, 62

smart contracts, 61

lending and borrowing, 181, 203, 221, 244,

277, 324

lending: decentralized platforms, 335

leverage, 205, 206, 296, 297

Li, Yale, xvii–xviii

Lido

example of protocol DAO, 267–268

five committees, 267

limited liability autonomous organizations

(LAOs), 32

limited liability corporations (LLCs), 32, 33,

277, 313

Link, 148, 160

LinkedIn, 64

Links DAO, 272

Liquid Network (Bitcoin), 113–114

liquidity, 162, 185, 186, 297

definition, 187

low ~ (NFTs), 252

liquidity pool-based bridge, 132–133

advantages, 133

liquidity pool-based bridge (typical workings)

asset deposits, 132

cross-chain communication, 133

liquidity adjustment, 133

swap execution, 132

liquidity pools, 19, 128, 185, 189, 325

DeFi, 198–200

definition, 187

greater depth (reduction of slippage risk),

196

impermanent loss with BTC/USDC trading

pair, 200

liquidity providers (LPs), 132, 147, 196

Litecoin, 150

blockchain scaling trilemma, 98

classification as “commodity,” 151

loans outstanding, 223

lock and mint bridge workings, 131

bridging, 131

locking assets, 131

minting tokens, 131
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lock and mint bridges, 131–132, 133

logistics, 244, 245

longest chain framework, 78–79

luck, 85, 161, 167, 195

Lummis, Cynthia, 301, 303, 312–313

Luna, xix, 213, 217, 224, 296, 309

case study, 204

machine learning (ML), 14, 24, 331

convergence with blockchain, 27–28

MakerDAO, 176, 184, 185, 203, 261, 279,

325

example of protocol DAO, 266–267

MANA, 281

Decentraland cryptocurrency, 238

market and trading risks (DeFi), 210–213

crypto asset price volatility, 213

frontrunning attacks, 211–212

MEV attacks, 211–212

price manipulation, 210

rug pulls, 212–213

spoof transaction attacks, 211

market capitalization, 36, 127, 159, 163–164,

169, 172, 324

calculation, 163

market manipulation, 220, 301

market risks (NFTs), 251–253

high volatility, 251–252

low liquidity, 252–253

marketing, 34, 56, 155, 247, 270, 275

marketplace security

NFTs, 250–251

Nifty Gateway hack (2021), 250

Rarible NFT, 250

marketplaces: decentralized, 334

Markets in Crypto Assets (MiCA) Regulation

(EU), 305, 305, 306

Masterworks.io, 244

Mastodon, 63

Mattereum, 253

maximal extractable value (MEV), 109

application design, 136

attacks, 211–212

auctions, 136

definition, 134

mechanics and implications, 134–135

mitigations, 136

risks and mitigation, 134–136

McHenry Waters bill (USA), 297

media DAOs, 266, 272

Meebits, 249

meme coin, 161, 165–167

market manipulation, 166–167

meme culture, 165–167

meme tokens, 153

memes, 155, 162

definition, 165

mempools, 109, 211

Menon, Ravi, 309

Merkle root, 81

Merkle tree, 81, 81

Messari, 48, 48, 157, 282

MetaCartel Ventures (MCV), 266

example of investment DAO, 269–270

MetaDAOs, 267

MetaMask, 90, 137, 211, 235, 237, 248, 270, 281

Metapurse, 240

Metaverse, xviii, 5, 30, 65, 253, 345–348

decentralized governance, 347

decentralized ownership, 346

identity and privacy, 346

interoperability, 346

NFTs, 243

token economy, 346

Web3 (key differences), 345–346, 347

MEV Boost, 136

middlemen, 12, 22, 183, 227

middleware, 123

smart contract ecosystem, 122

miners, 17, 43, 82, 100, 104, 105, 109, 113,

134, 135, 157, 211

mining power, 83

Mintable, 235

minting: creation of NFTs, 236–237

MKR, 203, 267, 279

mnemonics, 213, 214

mobile apps, xviii, 3, 23

mobile apps (future), 336–340

consensus algorithms (integration into

mobile apps), 339

consensus algorithms (lightweight), 339

consensus algorithms (nodes for Web3),

338–340

continuous monitoring and updates, 339

digital wallets (seamless user experience for

Web3), 337–338

global reach for Web3, 336–337

network connectivity and reliabilty, 339

resource management and optimization, 339

user consent and privacy considerations, 339

mobile devices, 28, 81

mobile technology, 3

mobile wallets, 13, 14, 337

modular design, 87, 100

MohammedbinRashidAlMaktoum, Sheikh, 308

Moloch DAO V2, 269
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Monetary Authority of Singapore, 309, 325

monetization, 327

money laundering, 299, 301

money lego, 175, 185, 220

Moralis, 51, 51

multinational companies, 219

multiparty computation (MPC) protocols, 138

multiple listing system, 62

multipurpose DAOs, 266, 274

multisignature wallet system, 268, 269

Municipal Bureau of Economy (Beijing), 307

music NFTs, 242–243

Musk, Elon, 41, 63, 166

Mutant Ape Yacht Club, 251

Myco, 244

Nakamoto consensus, 88, 91

Nakamoto, Satoshi, 7, 75, 78, 82

Namecoin, 55

NASA, 75

National Banking Association (USA), 302

national security risks, 301

NBA Top Shot, 232, 239, 241, 247

network connectivity, 339

network fees, 195. See also gas fees

network sharding, 108

new consensus algorithms, 101

New Decentralized Economy, 22–23

aligned with principles of Self-Sovereign

Internet, 23

commitment to sustainability and inclusivity,

22

financial systems, 22

groundbreaking shift, 23

New Economy, 22, 123, 124, 135, 227, 254

focus on value diversity and

decentralization, 227

smart contract ecosystem (importance),

122–123

New Hampshire, 313

New York City, 48

New York University, xiii, xv, xxiv

Nexus Mutual, 176, 184, 208, 211

NFT.Storage, 52, 53

Nifty Gateway, 250

Noar, Moni, 82

nodes

definition, 76

honest ~, 83

nominated proof of stake (NPoS), 106

nonce, 80, 82, 85

non-fungible tokens (applications and use

cases), 239–247

art, collectibles, social, 239–240

commerce, 244–245

entertainment, 241–243

fashion, branding, marketing, 247

finance and investment, 244

gaming and GameFi, 242

Metaverse and virtual reality, 243

music and videos, 242–243

personal identity and domains, 246–247

real estate, 239–244

sports and fans, 241

travel and events, 245–246

non-fungible tokens (features and benefits),

230–233

provability, 232–233

rarity, 231–232

uniqueness, 230–231

non-fungible tokens (future), 253–255

emerging innovations, 253–254

judicious governance (role), 255

mainstream integration, 254–255

non-fungible tokens (NFTs), xvii, xxii, 5, 16,

19, 30, 64, 65, 125, 128, 153, 168, 171,

227–256, 261

basic facts, 227–233

metadata, 230

non-transferable ~, 49

transactions, 28

versus FTs, 229–230

non-fungible tokens (risks and challenges),

248–253

cyber security and technology, 248–251

market risks, 251–253

non-fungible tokens (workings), 233–238

case study (Decentraland), 237–238

creation (minting), 236–237

ERC standards, 233–235

purchase procedure, 235–236

notary industry, 62

NXM tokens, 211

Off-chain, 279, 314

Off-chain data, 19–21

advantage, 20

hybrid approach, 20

risks, 20

Office of Comptroller of Currency (USA), 302,

310

OKX, 196
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On-chain data, 18–19

advantage, 19

hybrid approach, 20

scope, 19

On-chain data analysis, 47–49

On-chain data sharing, 44, 45

limitations, 45

online marketplaces, 23

OoKi DAO, 277

OP_CSV and OP_CLTV, 88

OpenAI, 27, 56, 328

OpenID Connect, 31, 32

OpenLaw, 269

OpenSea, 235, 237

optimism, 74, 103, 110, 112, 113

optimistic rollups, 112–113

comparison with ZK rollups, 113

“OP rollups,” 101

optimization protocols, 201–202

oracles, 20, 123–127

example business cases, 124

problems, 10

smart contract ecosystem, 122

use cases, 124, 124–125

oracles (business considerations), 126–127

costs, 127

data sources and integration, 127

technical expertise, 126

trust and risks, 127

oracles (desiderata), 125–126

data accuracy, 125

data transparency, 125

governance and upgradability, 126

low cost, 126

real-time data delivery, 126

security, 125

trust minimization, 126

use case flexibility, 126

Orb (device), 56, 329

order fairness: time based ~, 136

order size, 188, 189, 195

organization formation (on Web3), 260–283

organization structures convergence, 32–33

Overstock.com, 150

owner or creator economy, 43, 44, 62–66

Creator’s metaverse platforms, 65–66

social web (Web3-based), 63–64

Web3 games, 64–65

Palantir, 54, 56

PancakeSwap, 185, 214

parachains, 104, 106

payment mechanisms: flexibility and

innovation (trend), 321

payment tokens, 146, 152

PayPal, 42

peer-to-peer (P2P) networks, 6, 11, 52, 104,

184

peer-to-peer transactions, 22, 23, 35

periodic reviews, 296, 300, 301

permissioned vs. permissionless, 77–78

permissionless, 182, 220

permissionless consensus, 84

longest chain framework, 78–79

proof of stake, 84–86

proof of work, 79–84

personal identity and domains: NFTs, 246–247

personally identifiable information (PII), 46

Perun, 110

phishing, 14, 213, 214, 248

Pizza Hut, 247

platform economies, 22

platform tokens, 152, 160, 172

play to earn model, 64, 65, 168–172

enjoyable gameplay (lacking), 170–171

some games “appear deceptive,” 170–171

player vs. player (PvP), 171

PleasrDAO, 270

Pocket Network, 51, 51, 340, 341

Polkadot, 100, 103, 103, 104, 254

features, 106

governance mechanism, 107

role, 100

scaling solution, 106

substrate framework, 107

Poly Network, 215

Polygon, 51, 97, 110, 214, 223, 254

Polymath: ST 20 standard, 152

PolyNetwork, 133

Ponzi schemes, 146, 168, 169, 171, 172, 184, 212

Practical Byzantine Fault Tolerance (PBFT),

16, 77

Prada, 59, 245

predecessor block (“pred”), 82, 85–86, 86

prediction markets, 206–207

decentralized, 335

price impact: calculation, 190

privacy, 5, 6, 11, 14–15, 18, 34, 112, 327, 329

Metaverse, 346

state channels, 115

privacy concerns, 56, 329, 339

privacy features, 341
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privacy regulations, 31

private keys, 214, 248

breach countermeasures, 214

Privy, 54, 56

productivity, 42, 57–59

profile picture (PFP) NFTs, 240

proof of attendance protocol (POAP), 50

proof of history (PoH) algorithm, 107

proof of stake (PoS), 8, 9, 16, 79, 84–86, 91,

101, 306

Sybil resistance using ~, 85–86

proof of stake consensus protocols, 86–87

Avalanche, 87

directed acyclic graph (DAG), 87

ETH2, 74

proof of work (PoW), 8, 9, 16, 78, 79–84, 85,

91, 306

advantages, 84

collision-resistant hash functions, 80–82

cryptographic puzzles, 83

difficulty adjustment, 83–84, 84

drawbacks, 84

longest-chain protocol, 87

public key cryptography, 82

proof of work (PoW) cryptocurrencies

as commodities, 150–151

example, 150

property deeds, 62

Proposer Builder Separation (PBS), 136

proto danksharding, 109

Proto Lambda, 109

protocol DAOs, 265–268, 266

Lido, 267

MakerDAO, 266

Protocol Labs, 53

prover, 18, 46, 111, 133, 138. See also verifier

public key (PK), 82, 82, 85–86, 85, 86, 88

public key cryptography, 82

pump and dump, 167, 252

put option, 205

Q currency, 149

Qian, Yao, 306

quadratic voting, 270, 278

quality assurance, 344

Raiden Network, 97, 110, 117

example of state channel, 116

Rari Capital, 210

Rarible, 235, 237, 250

RDN (token), 117

REACTOR, 49

real estate, 62, 239, 243

NFTs, 239–244

real-world assets (future), 324–325

challenges, 324–325

intersection with DeFi, 324

potential and benefits, 324

real-world assets (RWA), 114, 186, 253, 254

RealT, 244

receive order fairness, 136

Red Flag Act (UK, 1865), 293

reference string, 18

regenerative finance (ReFi): future, 322–323

regulations, 33, 61, 150, 151, 179, 204, 217,

255, 277

regulatory arbitrage, 294, 295

regulatory aspects of Web3, 291–316

China, 306–308

crypto collapses (2022), 296–298

DAO regulation initiatives (USA),

312–313

EU, 304–306

GDPR and Web3, 314–316

Germany, 309

innovation and regulation, 292–294

Singapore, 308

Switzerland, 310

UAE, 308

USA, 298–304

Web3-friendly countries, 308–310

regulatory aspects of Web3 (coordinated

approach), 294–296

crytocurrencies (classification), 295

international cooperation, 295

investor protection laws, 295

periodic reviews, 295

regulatory sandboxes, 295

taxation guidelines, 295

regulatory bodies, 209, 219, 291, 342

regulatory complexity, 179

regulatory compliance, 209–210

regulatory frameworks, xviii, xxii, 220, 342

regulatory landscape, xxi, 151, 291, 292, 296,

303, 316

regulatory perspective, 35–36

regulatory sandboxes, 295, 296, 299, 315

definition, 294

regulatory technology (RegTech), 209

regulatory uncertainty

DeFi, 216–219

governance risks, 217–218
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relayers, 12, 132

remote procedure call (RPC) node services, 51,

91, 137

definition, 51

description and URL, 51

smart contract ecosystem, 137

repeat forever, 79

resource management strategies (mobile

devices), 339

Responsible Financial Innovation Bill (USA,

2022–), 303

still pending at time of writing, 304

retail business, 57, 59

return on investment (ROI), 160, 163, 169

ride sharing platforms, 334, 335

right to be forgotten, 19, 314

risk-free rate, 154, 155

risk management, 252, 296, 297, 309

risk management protocols

auditing, 207–208

automated KYC and AML, 208–210

compliance tools, 208–210

DeFi, 207–210

insurance, 208

regulatory compliance, 209–210

transaction monitoring, 209

user verification, 209

Roblox, 65

Rochko, Eugen, 63

rollup contract, 109

rollups, 110–113

layer 2 scaling solutions, 101, 109

optimistic rollups, 112–113

ZK rollups, 110–112

Ronin, 133, 213

royalties, 238

RPC node, 91

rug pulls, 212–213

sandwich attacks, 136, 188

Santiment, 48, 48

scalability, xvii, 11, 16, 33, 254, 322

cross-chain bridges, 128

definition, 95

importance for Web3, 95–99

ongoing research, 6

Web3, 95–117

Web3 technologies, 21

scalability challenges, 5, 84, 97, 343

scaling solution overview, 99

Scaramucci, Anthony, xv–xvi

secure multiparty computing (SMPC), 45

definition, 46

securities, 300, 302

Securities and Exchange Commission (SEC),

151, 298, 300, 303

Securities and Futures Commission (SFC),

Hong Kong, 307

Securities Regulatory Commission (China), 306

security, 6, 8, 14–15, 97, 98, 218, 292, 338

ABCDEFGSIS framework, 26

Bitcoin Lightning Network, 116

blockchain oracles, 125

holistic approach, 8

security risks, 112, 207, 213, 330

cross-chain bridge attacks, 215–216

DeFi, 213–216

DNS hijacking attack, 214–215

nascent technology, 216

poor access control, 215

security tokens, 152

seed phrases, 214

security concerns, 248

segregated witness (Segwit), 101

layer 1 scaling solutions, 107

self-sovereign identity (SSI), 45, 124

cornerstone of Web3’s approach to security,

15

definition, 41, 47

differentiated from DID, 47

project or protocol with sample applications,

50

Web3 infrastructure, 49–50

Self-Sovereign Internet, 21–22, 124, 135, 185,

254

aim, 227

definition, 21

same as “Web3,” xv

security andprivacy “foundational aspects,” 22

significance of smart contract ecosystem, 123

user control over own data, 146

Senate (USA), 303, 313

Senate Banking Committee (USA), 310

sequencers, 112

servers: definition, 76

SHA256, 80, 83, 91

SHA3 algorithm, 80, 91

sharding

definition, 101

Ethereum, 108–109

layer 1 scaling solutions, 107

Zilliqa, 108
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Shiba Inu, 153, 155, 167

meme coin example, 166

sidechains, 101, 113–115, 128

Bitcoin’s Liquid Network, 113–114

definition, 110

layer 2 scaling solutions, 110

SKALE, 114–115

Silicon Valley Bank, 179

simplicity, integrity, meaning, purpose (SIMP),

271

Singapore, 292, 308

Web3 regulation, 308–309

SKALE, 102, 110

SKALE sidechain scaling solution, 114–115

SKL (cryptocurrency), 114

Skybridge, xvi

Slope wallet (2022 attack), 213

SLP, 160

small transactions, 116

smart contract ecosystem, xvii, 121–123

importance for New Economy, 122–123

infrastructure (oracles, bridges, middleware),

122

significance for Self-Sovereign-Internet, 123

smart contracts, xxi, 9–10, 12, 27, 61, 74, 89,

90, 100, 121–139, 181, 183, 315

automation and logic layer of Web3

ecosystem, 9

challenges and limitations, 10

DAOs, 262

definition, 5, 9

functionalities, 9

GDPR compliance, 314

generative AI and Web3 (future), 329–330

interoperability, 127–134

linchpin in decentralized economy, 121

MEV risks and mitigation, 134–136

oracles, 123–127

other components, 137–138

privacy-preserving ~, 138

profound implications, 10

role in Web3, xxii

serve multiple purposes, 9

trustless, 9

vulnerabilities, 15, 208, 217, 248, 249

smartphones, 20, 336, 343

emergence, 23

Smith, Adam: Wealth of Nations, 145

social DAOs, 266–271, 266

social media, 63, 153, 165, 166, 167, 168, 236,

240, 251, 276, 326

decentralized platforms, 123, 334

social media platforms, 3, 21, 23

social network (future), 326–327

challenges and opportunities, 327

monetization, gamification, community

ownership, 327

SocialFi, 326

social networking, 3, 30

social web (Web3-based)

BlueSky, 63

DeSo, 64

Mastodon, 63

owner or creator economy, 63–64

SocialFi, 168, 326

software development kit (SDK), 106

software implemented fault tolerance (SIFT), 75

Solana, 7, 51, 213, 223

improved consensus algorithm, 107

Solidity, 74, 89, 113

Somnium Space, 243

Soulbound tokens (SBTs), 45, 49, 50, 246

Sovrin, 253

speculation, 161, 170, 204, 205, 206, 253

Spiegelman, Alexander, 87

spoof transaction attacks, 211

sports and fans: NFTs, 241

sports DAOs, 266, 272

sports trading cards, 125

Spotify, 242

Srinivasan, Ramesh, 35

Stablecoin bill (USA, 2023)

not yet passed into law, 311

stablecoins, 7, 114, 124, 150, 152, 176, 187,

217, 266, 297, 298, 299, 302, 303

algorithmic formula, 147

DeFi, 203–204

definition, 294, 303

EU regulation, 305

stability and liquidity, 203–204

UST (case study), 204

staking, 131, 150, 160, 161, 169, 171

definition, 115

staking reward, 161, 162, 164, 172, 176

stampede effect, 147, 204

Starbucks, 59

Stardust, 54, 56

state channels, 102, 115–117

benefits, 115

Bitcoin Lightning Network, 116

definition, 110, 115

examples, 116

layer 2 scaling solutions, 110

limitations, 115
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Raiden Network, 116

versus payment channels, 117

way of working, 115

state machine replication (SMR), 76, 78, 91

consistency and liveness, 77

state transition logic, 89, 89

STEPN, 171

storage costs, 62, 235

storage: ABCDEFGSIS framework, 26

sub DAOs: definition, 97

Substrate, 104

SuperRare, 237, 253

supply chain finance, 58

supply chain management, 19, 30, 124, 243

supply chains, 20, 244, 245

SushiSwap, 185

Switzerland, 292, 297, 308

Web3 regulation, 310

Sybil attacks, 78, 91

definition, 78

Sybil resistance

proof of work, 83

using proof of stake, 85–86

synthetic assets, 124, 181, 205

task verification, 344

tax issues, 219, 295, 296, 302, 312

DAOs, 277

technology convergence, 24–28

ABCDEFGSIS framework, 25–26

convergence of AI and ML with blockchain,

27–28

convergence of AR, VR, IoT with

blockchain, 28

definition, 24

driving forces, 24

enriched data for Web3, 27

Web3 and ~, 25

technology difficulties: NFTs, 248–251

Telegram, 248, 280

Tencent, 64, 65, 149

Tendermint, 77, 100, 106

Terra, xix, 204, 213, 296, 298, 309, 310

Tesla, 42

Tether (USDT), 147

The DAO

collapse, 263

emergence (2016), 260

hacked (2016), 263

The LAO: example of investment DAO, 269

Thiel, Peter, 41

Three Arrows Capital (3AC), 176, 296, 298

TikTok, 63, 64, 242, 327

timestamps, 19, 62

token-based incentives: cloud platform,

344–345

token buyback, 164, 202

token economy, xxii, 65, 147

Metaverse, 346

token financials, 162–164

DeFI and tokenomics interplay, 164

fully diluted valuation, 163–164

market capitalization, 163–164

token sentiment, 164–172

tokenization, 253, 314, 315, 324, 325

bridges physical or digital world with

blockchain realm, 17

definition, 6

interconnected with tokens and ERC20

standard, 16–18

tokenomics, xvii, 22, 145–172, 183, 202

asset pricing perspective, 154

definition, 18, 146

economic model intrinsic to Web3, 146

interplay with DeFi, 164

scope, 146

supply and demand, 154–164

terminology, 149

tokens, 217

classification, 147–152

definition, 6

future value (memes and conviction),

165–167

interconnected with ERC20 standard and

tokenization, 16–18

pricing formula, 154–155

term not interchangeable with “coin,”

147

types and functions, 152–153

versus coin and cryptocurrency, 147

tokens (demand analysis), 159–162

short-term versus long-term investment,

161–162

utility and functionality, 160–161

tokens (supply analysis), 155–159

token distribution and allocation, 159

token emission schedules, 157–158

total and current supply of token, 156–157

tool DAOs, 266, 272–274

Toomey, Senator, 310

total max supply, 156, 157, 163, 172

definition, 156

Total Value Locked (TVL), 191, 200, 204, 224

DeFi metric, 222
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TradeLens eBL, 58

trading fees, 196. See also gas fees

traditional finance (problems), 177–180

centralization and systemic risk, 177–178

high transaction costs and low efficiency,

178

lack of accessibility and financial inclusion,

179

limited transparency, 178–179

regulatory complexity and arduous

compliance, 179–180

traditional finance (TradFi), 176, 184

Trail of Bits, 207

training data validation, 329

transaction censorship, 135

transaction costs, 97, 109, 178, 235

transaction monitoring, 209

transaction sharding, 108

transaction throughput, 87, 110, 112, 114

transaction volume, 223

transactions per second (TPS), 9, 96, 98, 104

transparency, xvii, xxi, 11, 15, 18, 19, 35, 36,

178, 217, 245, 276, 297, 306, 322

blockchain, 8

double-edged sword (versus privacy), 19

travel: NFTs, 245–246

Treasury Department (USA), 303, 325

Trezor hardware wallet, 137

triple entry system, 60

Trulioo, 209

trust, xvii, 9, 91, 232, 245, 282, 292, 300,

344

trusted execution environments (TEEs), 125,

138

trustless, 182, 260, 334, 335, 341

Tsinghua University, xiii

Twitter, 63, 64, 165, 231, 239, 249

Uber, xiv, 52, 242

UC Berkeley, xiii

Ukraine, 59

Ukraine DAO, 268

example of charity DAO, 268–269

Uniswap, 132, 161, 176, 184, 185, 186, 197,

270, 282, 305

approximating limit orders, 196

United Arab Emirates, 292, 297, 308

United Kingdom, 297, 304

stablecoin rules, 311

United Nations Commission on Science and

Technology for Development, xviii

United States, 56, 63, 177, 216, 269, 277, 291,

294

DAO regulation initiatives, 312–313

stablecoin regulations, 310–311

United States (regulatory aspects of Web3),

298–304

California Governor’s Executive Order N-9-

22, 304

Executive Order (14067/2022), 301

Responsible Financial Innovation Bill

(2022–), 301–304

universal basic income (UBI), 43, 44, 56–57, 328

UniWhale: real time, customizable alerts, 223

unpredictability, 86

unspent transaction outputs (UTXO), 77, 88,

89, 89

Unstack, 54, 56

Unstoppable Domains, 54, 55, 246

uPort, 253

US Congress, 297

US dollar, 203

usability, 322

USD Coin (USDC), 147, 148, 150, 152, 190,

191, 203, 279

trading pair with ETH, 187

USDT (Tether), 150, 203, 234

user consent, 339

user experience perspectives, 34–35

user facing layer, 90

user facing tools, 90

user interfaces, 8, 9, 13, 35, 75, 137, 276

user privacy, 14, 228, 314, 316, 326

user verification, 209, 342

USER221, 249

users: definition (in blockchain), 76

UST (stablecoin), 204, 217, 224

Utah: DAO regulation initiatives, 313

utility tokens, 152

validators, 16, 17, 102, 107, 109, 112, 114,

132, 133, 134, 212, 236

validity proofs, 101, 102

Vauld, 309

venture capital, 263, 281

verifiable credentials, 13, 15

verifiable random function (VRF), 79, 86, 125

verifier, 18, 46, 111. See also prover

videos

AIGC, 331

NFTs, 242–243

Village DAO, 280
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Virtual Assets Regulatory Authority (UAE),

297

virtual country, 282

virtual currency and virtual asset: terminology,

148

virtual gallery, 243, 253

virtual land, 237, 238, 243

virtual museums, 240

virtual real estate, 30, 169, 235, 241, 243, 252

virtual reality (VR), 24, 25, 27, 28, 238, 253, 345

convergence with blockchain, 28

NFTs, 243

volatility, 150, 151, 152, 159, 162, 188, 189,

203, 204, 205, 206

NFTs, 251, 252

voter apathy (overcoming DAO disadvantage),

275–276

community buildup, 276

experimentation, 276

good feedback loop, 276

transparent communication, 276

user-friendly interfaces, 276

voting systems, 8, 14, 22, 199

wallets

multisignature ~, 131

smart contract ecosystem, 137

WallStreetBet, 165

Walmart, 59

Warren, Elizabeth, 311

Waters, Maxine, 311

wearables, 238, 243

Web1, 4

first generation of web, 3

Web2, 4, 41, 52, 54, 73

centralized models, xix

data portability (to Web3 applications), 315

second generation of web, 3

user often becomes product, 14

Web3

basic truths, 66

building blocks, xxi

business models convergence, 30–31

challenges, xix, 5

concepts and definitions, 5–23

conceptual basis, xxi

Confluence of Convergence, 23–33

core aspect, 4

data convergence, 28–29

decentralized ethos, xix

enriched data, 27

first principles, xxii, 41–69

fundamentals, 42

future, xxii

global reach via mobile devices, 336–337

governance and consensus mechanisms, 15–16

“holistic transformation,” 24

hurdles and horizons, xxi

identity convergence, 31–32

interaction convergence, 29–30

interoperability, 12

investment perspective, 36–37

key concepts and their relationships, 6

Metaverse (key differences), 345–346, 347

multidisciplinary convergence of

technologies, communities, paradigms,

xxi–xxii

obstacles, 321

organization structures convergence, 32–33

overview, 37

philosophical shift, xix

privacy and security, 14–15

protocols and platforms (categorization), 6

provides Self-Sovereign and decentralized

Internet, 4

regulatory aspects, 35–36, 291–316

technology convergence, 24–28

tokenomics, 145–172

user experience perspectives, 34–35

user-centric internet, xx

Web3 (future)

cloud infrastructure, 340–345

DeFi, 321–327

generative AI, 328–336

Metaverse, 345–348

mobile apps, 336–340

trends, 321

Web3 (principles), 41–69

accountability enabled by Web3, 59–62

equal and inclusive access, 56–57

owner or creator economy, 62–66

reduced friction and increased productivity,

57–59

Web3 infrastructure, 43–56

Web3 applications (advantages)

active participation, 34

enhanced privacy, 34

seamless crytocurrency integration, 34

simplified access, 34

user control and ownership, 34

Web3 cloud, 44, 47, 51–54

Web3 games, 64–65
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Web3 infrastructure, 42, 43–56, 44

advantages, 45

cryptographic primitives, 46

decentralized computing, 52–54

decentralized domain name service, 54

decentralized identity (DID), 49–50

decentralized storage, 52

DID and SSI, 47

main advantage, 45

On-chain data analysis, 47–49

RPC node services, 51

self-sovereign identity (SSI), 49–50

Web3 Cloud, 51–54

Web3 tooling, 54–56

Web3 scalability, xxii, 95–117

difficulty, 97–99

future research, 117

importance, 95–99

scaling solutions (real worth), 117

value proposition, 96–97

Web3 scalability (five factors to consider),

95–96

number of users, 95

response time, 96

storage, 96

throughput, 96

transaction costs, 96

Web3 scalability (provision of business value),

96–97

better analytics, 97

better security, 97

competitive advantage, 96

cost savings, 97

flexibility, 96

improved customer experience, 96

improved reliability, 97

increased revenue, 96

Web3 scalability solutions

layer 0, 99–100, 103–107

layer 1, 100–101, 107–109

layer 2, 101–103, 109–117

overview, 99–103

three layers, 103

Web3 wallets, 13–14

compelling feature, 13

core, 13

definition, 6

forms, 13

security, 14

trade-offs, 13

Web3.Storage, 52, 53

Web3: Blockchain, New Economy, and Self‒

Sovereign Internet

importance (Scaramucci), xv–xvi

“indispensable,” xvii

“invaluable tool,” xviii

optimism, xx

structure, xx–xxiii

Wharton Business School, 265

white hat hackers, 215, 216

Williams College, xiv

witness: definition, 18

World Bank, 179, 181

World Digital Technology Academy, xviii

World Economic Forum, 265, 309

World ID, 328

World of Warcraft, 246

World of Women (WoW), 240

Worldcoin, 56, 328

case study, 328–329

Wormhole, 133

Wrapped Bitcoin (WBTC), 130–131

trading pair with ETH, 187

Wyoming: DAO regulation initiatives, 313

Yale University, xv, xxiv

Yang, Sen, 134

Yang, Youwei, xxiv

biography, xii

Yearn Finance, 162, 198, 201

yield farming, 128, 150, 160, 164, 169, 176,

181, 185, 199, 201–202, 323, 324

YouTube, 63, 242

Yuga Lab, 281

Zcash, 110

Zero-Knowledge Canon, 133

zero-knowledge proofs (ZKPs), 5–18, 19, 45,

110, 111, 133, 138, 314, 329

advantage, 138

definition, 46

downside, 138

steps, 111

zero-knowledge rollups, 101, 110–112

comparison with optimistic rollups, 113

mechanism, 110

zero-knowledge succinct non interactive

argument of knowledge (zk SNARK),

110, 111, 113, 133

zero-sum games, 167

Zhang, Fan, xii–xiii, xxiv

Zhao, Yuqing Irene, 271
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Zhu, Feng, xxiv

biography, xiv

Zilliqa sharding solution, 108

computational sharding, 108

network sharding, 108

transaction sharding, 108

zk Bridge, 133–134

benefits, 133

challenges, 134

zk Bridge workings, 134

asset locking, 134

minting tokens, 134

ZKP generation, 134

zk rollups. See zero knowledge rollups

zk SNARK. See zero knowledge succinct

non interactive argument of

knowledge

zones (Cosmos scaling solution), 106
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