
SEDUCED BY SECRETS

More fascinating than fiction, Seduced by Secrets takes the reader inside the
real world of one of the most effective and feared spy agencies in history. The
book reveals, for the first time, the secret technical methods and sources of
the Stasi (East German Ministry for State Security) as it stole secrets from
abroad and developed gadgets at home, employing universal, highly guarded
techniques often used by other spy and security agencies.

Seduced by Secrets draws on secret files from the Stasi archives, includ-
ing CIA-acquired material, interviews and friendships, court documents, and
unusual visits to spy sites, including “breaking into” a prison, to demonstrate
that the Stasi overestimated the power of secrets to solve problems and cre-
ated an insular spy culture more intent on securing its power than protecting
national security. It re-creates the Stasi’s secret world of technology through
biographies of agents, defectors, and officers and by visualizing James Bond–
like techniques and gadgets.

In this highly original book, Kristie Macrakis adds a new dimension to our
understanding of the East German Ministry for State Security by bringing
the topic into the realm of espionage history and exiting politically charged
commentary.
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modern Germany, including Surviving the Swastika (1993) and Science under
Socialism (1999). She has received grants and fellowships from the National
Science Foundation, the Fulbright Commission, the Humboldt Foundation,
and the Institute for Advanced Study, Princeton.

© Cambridge University Press www.cambridge.org

Cambridge University Press
978-0-521-88747-2 - Seduced by Secrets: Inside the Stasi’s Spy-Tech World
Kristie Macrakis
Frontmatter
More information

http://www.cambridge.org/052188747X
http://www.cambridge.org
http://www.cambridge.org


Seduced by Secrets
Inside the Stasi’s Spy-Tech World

KRISTIE MACRAKIS

© Cambridge University Press www.cambridge.org

Cambridge University Press
978-0-521-88747-2 - Seduced by Secrets: Inside the Stasi’s Spy-Tech World
Kristie Macrakis
Frontmatter
More information

http://www.cambridge.org/052188747X
http://www.cambridge.org
http://www.cambridge.org


cambridge university press
Cambridge, New York, Melbourne, Madrid, Cape Town, Singapore, São Paulo, Delhi

Cambridge University Press
32 Avenue of the Americas, New York, ny 10013-2473, usa

www.cambridge.org
Information on this title: www.cambridge.org/9780521887472

C© Kristie Macrakis 2008

This publication is in copyright. Subject to statutory exception
and to the provisions of relevant collective licensing agreements,

no reproduction of any part may take place without
the written permission of Cambridge University Press.

First published 2008

Printed in the United States of America

A catalog record for this publication is available from the British Library.

Library of Congress Cataloging in Publication Data

Macrakis, Kristie.
Seduced by secrets : inside the Stasi’s spy-tech world / Kristie Macrakis.

p. cm.
Includes bibliographical references and index.

isbn 978-0-521-88747-2 (hardback)
1. Intelligence service – Technological innovations – Germany (East)

2. Espionage, East German. 3. Germany (East). Ministerium für Staatssicherheit
I. Title.

ub271.g35m33 2008
327.1243′1009045 – dc22 2007028470

isbn 978-0-521-88747-2 hardback

Cambridge University Press has no responsibility for
the persistence or accuracy of urls for external or

third-party Internet Web sites referred to in this publication
and does not guarantee that any content on such

Web sites is, or will remain, accurate or appropriate.

© Cambridge University Press www.cambridge.org

Cambridge University Press
978-0-521-88747-2 - Seduced by Secrets: Inside the Stasi’s Spy-Tech World
Kristie Macrakis
Frontmatter
More information

http://www.cambridge.org/052188747X
http://www.cambridge.org
http://www.cambridge.org


In Memory of Michael Macrakis (2001), Irene Chryss (2003),

and Charlie Macrakis (2005)

– all good spirits who passed away as this book

was being written

© Cambridge University Press www.cambridge.org

Cambridge University Press
978-0-521-88747-2 - Seduced by Secrets: Inside the Stasi’s Spy-Tech World
Kristie Macrakis
Frontmatter
More information

http://www.cambridge.org/052188747X
http://www.cambridge.org
http://www.cambridge.org


Contents

List of Photographs, Charts, and Table page ix

Abbreviations and Organizations xi

Preface xiii

Acknowledgments xvii

Introduction 1

part i high-tech

1 Agent Gorbachev 8

2 Stealing Secrets 20

3 Hero, Traitor, Playboy, Spy 51

4 The Crown Jewels 74

5 “Kid” and “Paul” 94

6 The Computer Fiasco 112

part ii spy-tech

7 James Bond, Communist-Style 142

8 Communicating Secrets 179

9 Secret Writing Revealed 199

10 Eye Spy 225

11 Big Ears 253

12 Smell Science 281

13 Spy Dust 296

vii

© Cambridge University Press www.cambridge.org

Cambridge University Press
978-0-521-88747-2 - Seduced by Secrets: Inside the Stasi’s Spy-Tech World
Kristie Macrakis
Frontmatter
More information

http://www.cambridge.org/052188747X
http://www.cambridge.org
http://www.cambridge.org


viii Contents

Note on Archival Sources 317

Notes 319

Index 351

© Cambridge University Press www.cambridge.org

Cambridge University Press
978-0-521-88747-2 - Seduced by Secrets: Inside the Stasi’s Spy-Tech World
Kristie Macrakis
Frontmatter
More information

http://www.cambridge.org/052188747X
http://www.cambridge.org
http://www.cambridge.org


List of Photographs, Charts, and Table

PHOTOGRAPHS

1. Wodka Gorbachev page 12
2. Hans and Martha Rehder 14
3. The author and Markus Wolf during an interview

at a Berlin café 34
4. Peter Fischer (formerly Werner Stiller) 70
5. CIA-captured Rosenholz material 79
6. Artur Wenzel 113
7. Map of the Technical Operations Sector campus 143
8. The Technical Operations Sector buildings 144
9. Günter Schmidt 149

10. A storage room at the Federal Criminal Police’s office filled
with shelves of containers for hiding secret material 180

11. A deer statue container 181
12. Gerhard Preuß’s spy technology and secret container 183
13. A mikrat camera with a modified Minox cassette 191
14. The Venus miniature camera 193
15. A “top secret” Stasi secret writing recipe 206
16. A Nyom invisible impressions detector 215
17. A sample from the Nyom machine 216
18. The 10/10 automatic letter opener 219
19. The 3/81 automatic letter closer 220
20. Disguised mobile surveillance unit B 1000 “Swallow” 230
21. The interior workplace in “Swallow” 231
22. The BEKO periscope camera 235
23. A Soviet F 21 camera disguised in a bra 238
24. A typical eavesdropper with reel-to-reel tape recorders 263

ix

© Cambridge University Press www.cambridge.org

Cambridge University Press
978-0-521-88747-2 - Seduced by Secrets: Inside the Stasi’s Spy-Tech World
Kristie Macrakis
Frontmatter
More information

http://www.cambridge.org/052188747X
http://www.cambridge.org
http://www.cambridge.org


x List of Photographs, Charts, and Table

25. The “Stasi Mosque” on Brocken Mountain 269
26. The Stasi’s smell collection: smell-impregnated dust clothes

stored in glass jars 282
27. The special scent chair developed by the Ministry of the

Interior 288
28. Illustration of the uses of fluorescent chemicals 299
29. Dr. Franz Leuteritz 301
30. A vial for transporting radioactive isotopes and the magnet

used to open it 304
31. A special harness for carrying a nuclear detection device and

its battery pack 305
32. “Cloud 005” – a scintillator nuclear detection instrument 306

CHARTS

1. The structure of the Sector for Science and Technology
(operations unit) 30

2. The structure of the Sector for Science and Technology
(evaluation unit) 31

3. The structure of the Technical Operations Sector in 1989 153

TABLE

1. Spy dust methods used in the “Cloud” program in the 1980s 302

© Cambridge University Press www.cambridge.org

Cambridge University Press
978-0-521-88747-2 - Seduced by Secrets: Inside the Stasi’s Spy-Tech World
Kristie Macrakis
Frontmatter
More information

http://www.cambridge.org/052188747X
http://www.cambridge.org
http://www.cambridge.org


Abbreviations and Organizations

APN Foreign Intelligence Service (Aussenpolitische
Nachrichtendienst), founded in 1951, transformed into the
HV A in 1956

BKA Federal Criminal Office (Bundeskriminalamt)
BND West German intelligence agency (Bundesnachrichtendienst)
BStU Federal Commissioner for the Records of the State Security

Service of the Former German Democratic Republic (Der
Bundesbeauftragter für die Unterlagen des
Staatssicherheitsdienstes der ehemaligen Deutschen
Demokratischen Republik)

BfV Federal Office for the Protection of the Constitution
(Bundesamt für Verfassungsschutz)

CoCom The Coordinating Committee for East-West Trade
DEC Digital Equipment Corporation
E/Einsatz The technical deployment department (Einsatz means

“deployment”)
FRG Federal Republic of Germany
GDR German Democratic Republic
HV A Foreign intelligence arm of the Ministry for State Security

(Hauptverwaltung Aufklärung)
IM Unofficial staff member – either an agent or an informant

(Inoffizieller Mitarbeiter)
KfS Committee for State Security, Soviet Union (Komitee für

Staatssicherheit)
KGB Committee for State Security, Soviet Union (Komitet

Gosudarstvennoi Bezopasnosti)
KoKo Commercial Coordination Unit in the East German Ministry

for Foreign Trade (Bereich Kommerzielle Koordinierung)

xi

© Cambridge University Press www.cambridge.org

Cambridge University Press
978-0-521-88747-2 - Seduced by Secrets: Inside the Stasi’s Spy-Tech World
Kristie Macrakis
Frontmatter
More information

http://www.cambridge.org/052188747X
http://www.cambridge.org
http://www.cambridge.org


xii Abbreviations and Organizations

KTI Criminal Technical Institute (Kriminaltechnisches Institut)
MfS Ministry for State Security (Ministerium für Staatssicherheit)
NSA National Security Agency, United States
OibE Officers on a special mission (undercover officers) (Offiziere

im besonderem Einsatz)
OTS Technical Operations Sector (Operativ-Technischer Sektor)
SED East German Communist Party (Sozialistische Einheitspartei

Deutschland)
SIGINT Signals intelligence
SIRA System for Information, Research and Evaluation
SWT Sector for Science and Technology in the HV A (Sektor

Wissenschaft und Technik)
TBKs Dead letter boxes or dead drops (tote Briefkasten)
VEB Socialist companies (Volkseigenebetrieb)

© Cambridge University Press www.cambridge.org

Cambridge University Press
978-0-521-88747-2 - Seduced by Secrets: Inside the Stasi’s Spy-Tech World
Kristie Macrakis
Frontmatter
More information

http://www.cambridge.org/052188747X
http://www.cambridge.org
http://www.cambridge.org


Preface

What do you think spies are: priests, saints and martyrs? They are a
squalid procession of vain fools, traitors too, yes; pansies, sadists and
drunkards, people who play cowboys and Indians to brighten their rotten
lives. Do you think they sit like monks in London balancing the rights
and wrongs?

John le Carré, The Spy Who Came in from the Cold, 1963

This book grew out of my personal experiences living in divided Berlin
during the mid-1980s. I was not a spy, but rather a Wall-hopper, student,
and observer. Although I had read several John le Carré and Len Deighton
novels that took place in the spy capital, Berlin, and even knew one of
the Cold War’s most celebrated spies – Adolf Henning Frucht, a Central
Intelligence Agency (CIA) spy who was caught by the Stasi and then traded
ten years later at the famous spy bridge, the Glienicke Brücke – I had no
special interest in the subject. After returning to Berlin on the eve of
unification in 1990 and witnessing the constant fire of revelations about
the East German secret police, I could not believe all the secret activity that
had taken place behind the scenes of the drab and banal black-and-white
world I had experienced in communist East Berlin.

The first layer of secrecy I began to peel away at in a professional
capacity was the history of science in East Germany. That quickly led to
research on espionage and technology transfer and to a mysterious defec-
tor. Pretty soon I was hooked – I read every book on espionage history,
started writing about it, and began teaching general courses on espionage
during the Cold War. But to truly understand the spy world, I needed to
get to know the spies – the agents, informants, case officers, technicians,
defectors, and leaders – and that process involved total immersion in the

xiii
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xiv Preface

spy world, including extensive interviews, site visits, and friendships on
both sides of the Atlantic.

The fall of the Berlin Wall in 1989 created an unprecedented opportu-
nity for historians to examine the files of a defunct intelligence and secret
police organization. Yet the organization with the cumbersome name
developed to house these files – the Federal Commissioner for the Records
of the State Security Service of the Former German Democratic Republic
(Der Bundesbeauftragter für die Unterlagen des Staatssicherheitsdienstes
der ehemaligen Deutschen Demokratischen Republik [hereafter BStU]) –
was not intended primarily for historians, but rather for the victims of
state security, for retribution and restitution, and for political and educa-
tional purposes.1 Unlike others, I wanted to use these files to reveal the
secret methods and sources of a spy and security agency as they related
to technology – to write about espionage history.

The major research for this book took place during a Fulbright Year
in Berlin, 1998–99. I spent most of that year poring over thousands of
files secured by the Citizen’s Movement, supplemented with interviews
and visits to spy sites. As I read the files, I quickly learned that the Min-
istry for State Security’s function was much more differentiated than the
revelations that had peppered the newspapers for a decade portrayed. It
was not just an octopus strangling dissent with its repressive tentacles,
but also a spy agency respected by former adversaries such as the CIA.

Curiously, it was only after the fall of the Berlin Wall that the pejorative
term “Stasi” became widely associated with the East German Ministry for
State Security. Before that, it was often referred to as “State Security,” “the
Ministry for State Security,” or “MfS” in the press or in books (although
it was apparently used in East Germany in the vernacular). In America,
the New York Times, our newspaper of record, did not use the term
“Stasi” until after 1989. I use both the term “Stasi” and “MfS” in this
book; “Stasi” is more widely known but “MfS,” as an acronym for the
organization’s proper name, is a more neutral term.

Writing about secrets is not easy. They are hidden and jealously guarded.
They have to be patiently excavated like artifacts at an archeological dig.
Underneath the outside layer – the Berlin I experienced – I found an enor-
mous secret world with its own spy culture. Most of the papers from inter-
nal security were intact, but foreign intelligence inadvertently only left the
bones behind – the names, code names, and material delivered but not the
files. In 1998 the BStU managed to decode a massive database forgotten
on reel-to-reel magnetic tape, and it was only at the tail end of my research
in 2006 that sensitive microfilms acquired by the CIA were released after
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Preface xv

their return to the Germans. Putting flesh on those bones required reading
trial documents from court cases and interviewing the officers and agents
themselves. Most of the spy artifacts – the spy cameras, containers, and
communication and listening devices – had been destroyed, and I had to
hunt them down at exhibits, private collections, and the Western Federal
Criminal Office (like our Federal Bureau of Investigation [FBI]).

Seduced by Secrets is pitched at a general audience as well as special-
ists in history and intelligence professionals. Readers interested in learning
more about spying will find the style accessible, and specialists will appre-
ciate the prodigious archival research. Surprisingly, a large portion of the
material in the files was deadly dull. Since history is not an argument, but
rather a selection of material, I have attempted to bring to life the more
interesting episodes surrounding technology. As the title suggests, I have
a point to make but illustrate it by weaving analysis into biographies and
narrative. Most chapters begin with a description of a person or place.
Like Barbara Tuchman, I believe biography provides a prism of history.2

Some readers may find the “you are there” approach a bit unconven-
tional, as I occasionally include site visits in the text (anthropologists call
similar activities “ethnography”). Although I make no moral commen-
tary about what I witness, I do not remove myself from the scene. The
author is your tour guide as we visit a prison inmate, the criminal evi-
dence collection unit, the campus of the technical services division (and
the restaurant where they ate), and a dog trainer. Fifty years from now,
historians will not be able to conduct such activities.

Are there lessons to learn from this episode in Cold War history in
which those in power overestimated the ability of intelligence and security
to solve a nation’s problems? The early twenty-first century has been a
period dominated by the War on Terror. The United States of America has
lost its innocence and secured previously open borders. Spying has become
a dominant tool in fighting that war, and we as a nation have placed more
faith in the power of technological espionage than any country in the
world. Perhaps it is time to rethink our strategy.
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