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DoD’s Global Information Grid
(GIG), 142, 15964, 250
technological development,
ecology of, 155-9
Orwell, George, 235
OSI. See Open Systems
Interconnection
outsourcing service functions, 297-9
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passwords
accessing systems for information
warfare, 75
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permanent vs. temporary damage
from computer network
attacks, 37
personal information, retail conquest
via. See retail conquest
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OSI model, 238
ping and echo, 121-2, 217-19
Platform for Privacy Preferences
(P3P), 205
plug-ins, 59
policy questions, 1-14, 256-90
friendly conquest
best use of, 256-7, 276-81
defending against. See defending
against friendly conquest
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hostile conquest
best use of, 256-62
defending against. See defending
against hostile conquest
politicians and political appointees,
coercion or blackmail of, 210
pragmatic layer, 249-54
cyberspace, 237
human language, 233
processing of, 239-40, 245
precision guided munitions (PGM),
91, 159
predictability of effects and collateral
damage
information warfare, 98-9, 258-9
policy on use of hostile conquest
and, 258-9
prediction/counterintelligence, 90-5
importance of, 90-3
limitations of, 93-5
prioritization, coping with
information overload by,
113-14
privacy concerns
national identity system, ethical
objections to, 189-90
Passport (Microsoft initiative), 199
retail conquest, 204—6
private information, collection and
use of. See retail conquest
privatization of security and trust in
cyberspace, 272-6
processor speed, 2923
Proctor and Gamble, 157, 223
psychological warfare and
propaganda
as information warfare, 30
at retail level, 195, 210-11
at wholesale level, 193
public and private versions of
cyberspace, 273
public policy. See policy questions
push techniques, 213, 215

Quickbird satellite, 175

radar-to-radar links, 78-9
Radio Free Europe, 194
radio frequency identification devices
(RFIDs), 187, 197-8
Ralston, Joseph, 210
RapidEye satellite, 175
redundancy
castles and agoras, 63
command and control, 85
communications, 84
defense against noise, 55-7
hardware, 85
information overload and
diverse communication media,
proliferation of, 103—4
effects on conventional
information warfare
techniques, 105
information warfare
countermeasure, 84—5
software, 84-5
Reid, Richard, 189
remote maintenance ports, hacking
via, 76-7
rental car transponders, 197
replicable construct, cyberspace as,
5-6
reputations, exploiting intimacy to
ruin, 223
retail conquest, 193-219
amalgamation of private
information, 206—8
coercion and blackmail, 208-11
combination of friendly and hostile
conquest in, 193, 218-19
globalization of information and,
203-4
limitations on, 214-15
low-value vs. high-value
information, 194-5
narrative, monitoring, 216-17
persuasion
amalgamation of private
information via, 207
limitations on, 214-15
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retail conquest (cont.)
use of private information for
purposes of, 211-13
privacy concerns, 204—6
psychological warfare and
propaganda, 195, 210-11
purchasing private information,
207-8
sources of information used in
cyberspace, 198-202
real world devices, 195-8
stealing private information, 208
using private information,
208-13
volume of information available
for, 194-5
vulnerability through intimacy. See
intimacy and vulnerability
wholesale campaigns
limitation of retail conquest by,
215
measured using retail channels,
215-17
spying or eavesdropping at level
of, 193
RFIDs. See radio frequency
identification devices
Robertson, Nic, 44
Roosevelt Dam, supposed terrorist
attack on, 45
Russia
ethics of information warfare and,
98
in Cold War. See Cold War

safe storage and use issues, 99—100

Saffo, Paul, 204

SAP enterprise management software,
133

Sapir-Whorf hypothesis, 235-6,
248

satellites. See also specific satellites and
satellite systems, e.g, Galileo

dependency, systems developed

from fear of, 167, 279

geospatial database and. See
geospatial database
growing access to cyberspace and
SCUD missiles, 94, 100
semantic layer, 9, 245-9
boundaries with syntactic layer
friendly conquest, 242—4
hostile conquest, 241-2
problems maintaining, 240
categorical structuring provided by,
234-6
concepts and language,
relationship between, 235-6
cyberspace, 237
human language, 232-3
information warfare, 25
narrative and vocabulary, retail
interpretation of wholesale
campaign via, 216-7
processing by humans, 239-40, 245
real vs. abstract semantics in
cyberspace,
245
standards for, 245-9
Semantic Web, 248
Sensors
networking and retail conquest,
197-8
pragmatic layer and, 250-1
September 11, 2001, attacks, 214-15
command and control, use of
Internet for, 48
national identity systems and, 169,
183
public surveillance devices installed
in wake of, 196
SETI-at-home, 151
Shannon, Claude, 50
Shapiro, Carl, 140
ship tracking via global geospatial
database, 181
shunting, 213
Sidewalk, 284
signatures, digital. See digital
signatures
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Silicon Valley, 64, 128, 156
simple object access protocol (SOAP),
254
SIPRnet, 64
SOAP. See simple object access
protocol
social norms operating in cyberspace,
8
soft power vs. hard power, 3—4, 276
software and hardware
powerful hardware leading to
complex software, 292—4
redundancy, 84-5
Sony, 277
spam, 15, 48, 73, 112, 115, 213, 274
specialists, distillations of
information from, 113
speed of processors, 292-3
Spot satellite, 175
spying or eavesdropping
assessment as countermeasure
against, 88-9
information overload, effects of,
105-6
intimacy and vulnerability to, 229
policy on use of hostile conquest
and, 260-1
strategic means of information
warfare, 79-80
type of information warfare,
28-9
wholesale level, operation at, 193
standards
architecture of cyberspace defined
by, 244
coalition dependency and, 137-8,
140-1
encryption, 299-301
geospatial database, 174-5
national identity systems, 190-1
policy questions regarding friendly
conquest and, 277-8, 281
semantic layer, 245-9
XML, 245-7, 254
Stasi, 209

stealth technology development,
100
Stephenson, Neil, 5
storage and use, safety issues relative
to, 99-100
strategic information warfare,
73-101
Sun Microsystems, 254, 285
Sun Tzu, 38
Surrey Satellite Technology, 175
surveillance devices, proliferation of,
196-8
syntactic layer, 8-9
boundaries with semantic layer
friendly conquest, 2424
hostile conquest, 241-2
problems maintaining, 240
cyberspace, 2367
human language, 232
information warfare, 24-5
interoperability of layers and,
237-8
OSI model, 239
XML, 245-7, 254
systems integration and enterprise
architecture, 142-8

Tanweer, Shehzad, 47
Teapot Dome scandal, 230
technological development, ecology
of, 155-9
telephony. See cell phones
temporary vs. permanent damage
from computer network
attacks, 37
TerraSAR-X satellite, 176
terrorists and terrorism
hostile conquest used against,
259-62
information warfare and, 43—6
layers of cyberspace used by Islamic
terrorists, 10
narrative, role of, 216
national identity systems and, 169,
183, 189-90
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terrorists and terrorism (cont.)
use of Internet by and for, 46-9
command and control, 489
hostile conquest used against,
259-2
instructional materials,
gathering and distributing,
47-8
recruitment tool, 46—7
thought experiments in friendly
conquest, 166-8, 192
using geospatial data. See
geospatial data
using national identity system. See
national identity system
TiVo, 199
Toguchi method, 60
tokens for accessing systems, 75
toll collection surveillance devices,
196-7
Toronto bombing case, 47, 260-1
Toyota, 60
training issues in information
warfare, 100
transparency
defending against hostile conquest,
270-2
geospatial database taking
advantage of, 178-82
trellis encoding, 50
Trinity, 96
TRUSTe, 205
Tsouli, Younis, 47, 260
Tucker, David, 45
Turing test, 202

UAVs. See unmanned aerial vehicles

UDDI. See Universal Description,
Discovery, and Integration

Uniform Computer Information
Transactions Act (UCITA),
269

United Kingdom

Canadians warned of Toronto

bombing plot by, 260

Iraq war, relative openness of forces
in, 69
Jihadist presence on Internet,
British intelligence attacks on,
259
London subway bombings, 47, 196
public surveillance devices, 196
United States
DoD. See Department of Defense
geospatial database thought
experiment and. See
geospatial database
in Cold War. See Cold War
Iraq war, relative openness of forces
in, 69
national identity system, thought
experiment on. See national
identity system
Universal Description, Discovery, and
Integration (UDDI), 254
UNIX, 286-92
unmanned aerial vehicles (UAVs),
1034, 162, 181, 250
updating and maintaining services
online, 36, 104, 134, 242
use and storage, safety issues relative
to, 99-100

Van Creveld, Martin, 112
Varian, Hal, 140
very small aperture terminals
(VSATs), 103, 296
VHS, 278
videotape standards, 277-8
Vietnam War, 152
viruses and worms. See also specific
viruses, e.g, Melissa virus
evolution of, 18-19
Microsoft security issues related to
market dominance, 285-9
visualization technologies, 115
VSATs. See very small aperture
terminals
vulnerability through intimacy. See
intimacy and vulnerability
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W3C (Worldwide Web Consortium),  World War I, 214
204-5, 245 World War II
Wal-Mart, 157, 195, 223 battleship silhouettes, proposed use
warning systems, attacking, 83 of, 52

Web. See Internet
Web Services Description Language
(WSDL), 254
Webcams, 196
WebSphere program, IBM, 254
Well, The, 9
Whitney, Eli, 60
wholesale campaigns. See also retail
conquest
limitation of retail conquest by, 215
measured using retail channels,
215-17
spying or eavesdropping at level of,
193
Wi Fj, 36
Wi Max, 36
Windows operating system. See
Microsoft; operating systems
wireless devices used to hack into
closed systems, 77-8
wiretapping, 78
World Radio Conference, 5
World Trade Center attacks. See
September 11, 2001, attacks

D-Day invasions, deceptions
regarding, 29, 53, 106
effective weaponization of nuclear
devices in, 96
propaganda aimed at fielded forces,
210-11
war plans planted on corpses, 88
World Wide Web. See Internet
Worldwide Web Consortium (W3C),
204-5, 245
worms and viruses. See also specific
worms, e.g, Morris worm
evolution of, 18-19
Microsoft security issues related to
market dominance, 285-9
WSDL (Web Services Description
Language), 254

XML, 245-7, 254
Yahoo, 48, 205

Zarqawi, Abu Musab al, 216
Zawabhiri, Ayman, 48
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