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feedback coefficients, 107
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Feistel cipher, 115
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Fibonacci sequence, 37
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Fred, 2
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GRAPH NON-ISOMORPHISM (GNI), 232 known plaintext attack, 4
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Kolmogorov—Chaitin complexity, 204
halting (PTM), 72 k-SAT, 25, 49
halting state, 16
HAMILTON CYCLE, 43 L3 lattice basis reduction, 162
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Hamilton path, 252 language accepted by, 22
Hamiltonian, 252 Las-Vegas algorithms, 80
hard-core predicate, 208 length, 17
hash function, 178 length preserving, 214
birthday attack, 180 LFSR, 106
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non-singular, 107
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INDEPENDENT SET, 44 Mallory, 2
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intractability assumptions message, 3
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authenticated key distribution, 193 non-secret encryption, 141
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polynomially indistinguishable, 218
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public key cryptography, 4, 141
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Rabin’s cryptosystem, 158
RSA, 145
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quadratic non-residue, 234, 256
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234
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query tape, 54

Rabin’s cryptosystem, 158
randomized polynomial time RP, 73
REACHABILITY, 28
read—write head, 16
reduction, 44
rejected, 22
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RSA signature scheme, 171
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SAT or satisfiability, 24 time complexity, 21
satisfiable, 24 time complexity (PTM), 72
satisfying truth assignment, 24 total break, 173
Schwartz’s Lemma, 69 transcript, 237
secret sharing, 196 transition function, 16
Shamir’s secret sharing scheme, 197 trapdoor functions, 150
selective forgery, 173 TRAVELLING SALESMAN, 65
session key, 147 Trent, 3
SHA-1, 180 Triple DES, 117
SHA-256, 180 truth assignment, 24
SHA-384, 180 Turing equivalent, 66
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Shamir’s secret sharing scheme, 197
Shamir’s three pass protocol, 201 unary, 12
shrinking generator, 114 undeniability, 170
simple substitution, 100 unforgeability, 170
Sophie Germain prime, 150 universal forgery, 173
soundness, 233 UNSAT, 65
space, 33
space complexity, 34 VENONA, 102
starting square, 16 Vernam’s cryptosystem, 101
starting state, 16 VERTEX COVER, 65
states, 16 vertices, 252
statistical test, 206 Victor, 3
step, 17 Vigenere cipher, 100
stream cipher, 105
keystream, 105 weak one-way functions, 135
non-linear filter generator, 114 mult, 130
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Vernam’s cryptosystem, 101 zero-error probabilistic polynomial time ZPP,
Vigenere cipher, 100 80
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