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Body Area Networks

Safety, Security, and Sustainability

Body area networks (BANs) are networks of wireless sensors and medical devices

embedded in clothing, worn on or implanted in the body, and have the potential to rev-

olutionize healthcare by enabling pervasive healthcare. However, due to their critical

applications affecting human health, challenges arise when designing them to ensure

they are safe for the user, sustainable without requiring frequent battery replacements,

and secure from interference and malicious attacks. This book lays the foundations of

how BANs can be redesigned from a cyber-physical systems perspective (CPS) to over-

come these issues. Introducing cutting-edge theoretical and practical techniques, and

taking into account the unique environment-coupled characteristics of BANs, the book

examines how we can re-imagine the design of safe, secure, and sustainable BANs. It

features real-world case studies, with suggestions for further investigation and project

ideas, making it invaluable for anyone involved in pervasive and mobile healthcare,

telemedicine, medical apps, and other cyber-physical systems.
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Foreword

Over the last decade, the looming collision of the healthcare domain with a number

of factors has led to a stark realization that change is urgently required. One may see

this change in political platforms and government reforms, but it is technology that has

been – and will continue to be – a driving force for the improvement of healthcare.

Factors contributing to this collision in the healthcare domain include the often-

documented fact that global aging (contributed largely by the “baby boomer” generation,

those born between 1946 and 1964) has hastened the need for increased efficiencies and

improved patient outcomes. People aged sixty years and older will comprise at least

21.8% of the population in 2050. Given chronic care expenditures (78% of healthcare

costs) and global shortages in hospital beds, assisted living housing, and healthcare pro-

fessionals, it has been widely acknowledged that the response needs to be swift and

thorough. With the US gross domestic product predicted to be at least 25% healthcare-

related by 2025, current healthcare costs simply cannot be maintained without causing

significant negative impacts on economic and social indicators.

Concurrently, demands for electronic medical records (EMRs) and vast health-

information exchanges – analogous to the overhaul of the banking industry that brought

us ATMs and electronic banking – are increasing as the need for connectivity and mobil-

ity permeates society. Little tolerance remains for paper entries and the nearly 100,000

medical errors seen yearly in the USA alone. While many facilities have successfully

embraced EMRs, the global adoption rate continues to be low. Efficiency tools such as

Lean and Six Sigma have been used within healthcare facilities to reduce costs, with

promising results, but with inconsistent application.

In its infancy telemedicine was not embraced by clinicians due to lack of reim-

bursement from government or private insurance, lack of strong evidence-based data

tied to medical outcome, technology challenges, and lack of usability. Forty years

later, telemedicine is being identified as a key to solving the impending onslaught of

elders. Improvements of technology connectivity, infrastructure, and device interoper-

ability have encouraged managed-care and government agencies to invest in studies of

remote healthcare monitoring in a variety of clinical settings, with promising results. By

connecting vital-sign body area sensors (e.g., blood-pressure monitors, glucose-level

monitors, pulse oximeters, weight scales, peak-flow meters) to aggregate form-factor

“managers” or “hubs” (e.g., computers, USB devices, smart phones, and purpose-built

devices) patients can be remotely monitored to reduce office visits and unnecessary
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xii Foreword

hospitalization, increase clinician efficiency, and provide healthier functioning of the

chronically ill. Recently, telemedicine has had a profound impact on returning physi-

cally and/or mentally disabled war veterans, since leaving the safety and ease of their

home compounds their anxiety about returning to civilian life.

As technology improves and Moore’s law (transistor density doubles every 12–18

months) continues to prove true, simple point solutions within the healthcare domain

are necessary but not sufficient to address healthcare costs and associated economic

and social conundrums. The increase in computer processing speeds, hyperthreading,

and multi-cores with ever-decreasing footprints have placed a large amount of com-

puting power in the hands of the product developers as well as consumers. Features

such as advanced vector floating-point operations, integrated graphics, and high-speed

input/output (I/O) (combined with the decreasing cost of memory and mass storage)

are hastening the implementation of real-time and predictive clinical and operational

analytics, gesture recognition in neural rehabilitation, discrete sensor capture, and

four-dimensional (4D) imaging. Network bandwidth improvement, servers capable of

managing “big data,” and the implementation of hardware virtualization are all con-

tributing to this phenomenon. These hardware improvements – coupled with emerging

software efficiencies – in innovative and networked devices and systems can positively

impact patient outcomes and lower healthcare costs. Networked devices that are in, on,

or around the body (i.e., body area networks or BANs) provide an exciting opportunity

for the consumer or patient to take more responsibility for his/her own healthcare, bring-

ing self-sufficiency and the possibility of revolutionary approaches to tackling global

healthcare challenges.

With the advent of placing more and more sensors in the ecosystem, safety and

security are paramount to user experience, clinical interpretation, and positive patient

outcomes. Global regulatory and certification bodies oversee most aspects of safety;

however, it is the modeling, design, experimental, and analytic testing acumen (dis-

cussed in Chapter 4) prior to formal clearance and approval that meet and exceed the

requirements. These approaches are critical to ensuring that subsequent changes in hard-

ware, software, and usage are unequivocally safe. Thorough verification and validation

(even for a non-regulated medical product) are necessary to ensure we are testing the

“right things right.” That is inclusive of security as well – over 88,000 security breaches

are occurring daily, with recent reports of medical-device malware and hospital-record

breaches. Unique approaches (such as the physiological-signal-based key agreement

detailed in Chapter 5), coupled with improvements to hardware and software security

technology throughout the entire network, are critical for broad BAN acceptance and

trust of sensor data.

Lastly, no product should be developed today without careful consideration of sus-

tainability. Power harvesting from unique sources will allow BANs to be deployed with

energy efficiency for reliable and user-friendly experiences (discussed in Chapter 6).

Even frequent implanted battery changes (at intervals of 3–5 years) require more

“patient-on-table” time, obvious risks notwithstanding. Thus, reducing energy needs

through careful modeling and design methods can provide increased reliability and

opportunities to analyze and design sustainable solutions.
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Foreword xiii

In this book the reader shall discover a plethora of innovative guidance and solutions

to BANs. BANs are a critical and technological response to increasing global healthcare

challenges that embrace the very nature of the need: bring a systematic solution to the

product developer and consumer for better patient accountability and outcomes. Gupta,

Mukherjee, and Venkatasubramanian provide a critical and thorough assay of BANs,

covering their architecture, models, and requirements, and enable the reader to invoke

improved safety, security, and sustainability of BANs. With the congruence of aging

populaces, rising healthcare costs, remote monitoring, EMRs, and advancing technol-

ogy, it is now up to the reader to understand and implement BANs to positively change

the future of global healthcare.
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Preface

Over the last decade, developments in miniaturization and low-powered electronics have

led to the development of wireless sensor networks (WSNs), which are computational

systems with the ability not only to sense their environments, but also to process and

communicate the data obtained using a wireless channel. This book focuses on a specific

class of WSNs, called body area networks (BANs) (also known in the literature as body

sensor networks), which are networks of wireless sensors worn on or implanted within

the human body and have the potential to revolutionize healthcare by enabling anytime

and anywhere health monitoring and actuation. Already a plethora of applications for

BANs is being developed for a variety of settings in order to provide managed care both

for chronic and for acute conditions. For example, BANs have been developed for moni-

toring soldiers on the battlefield, managing patients in forward locations in a disaster-hit

region, emergency management, elder care, and rehabilitation purposes. However, in

order for these applications to be viable in the long run, it is necessary to design BANs

to be safe in terms of not causing harm to the users, sustainable without requiring fre-

quent battery replacements, and secure from clandestine eavesdropping or interference.

These are particularly challenging problems given the complexity of BANs and the

limited computational and communication resources available at the devices/sensors in

the BANs.

An important feature of BANs is that their constituent devices/sensors directly interact

with their environment (i.e., the human body) in order to operate. This environment-

coupled nature of BANs puts them within a new class of systems called cyber-physical

systems (CPSes), which are systems featuring a tight combination of, and coordina-

tion between, the system’s computational (e.g., sensors) and physical elements (e.g., the

human body). This book explores how BANs can be designed from this CPS perspective.

One needs to employ a model-based approach for designing BANs taking into account

their environment-coupled nature. Specifically, the book focuses on three aspects of

BANs:

• safety – ensuring that side-effects of operation on the environment (human body) are

within desired limits

• sustainability – ensuring uninterrupted operation of the BAN

• security – ensuring authorized actions on the BAN

This book is organized into seven chapters. Chapter 1 focuses on providing the context

for this work in terms of sensors, which form the basis of BANs. It provides an overview
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xvi Preface

of using sensors for health-monitoring purposes, thus providing an overview of the

origin and need for BANs. Chapter 2 delves deeper and provides a comprehensive

overview of BANs and their principal components and properties. Chapter 3 then moves

on to providing an overview of the principal approach we take to designing BANs – a

model-based environment-coupled approach – together with associated issues such as

regulatory issues.

After the introduction provided by the first three chapters, we move on to the core of

the book that pertains to designing safe, secure, and sustainable BANs. Each of the next

three chapters tackles one of these issues using a model-based environment-coupled

approach, and provides a case-study demonstrating the working of the approach. Chap-

ter 4 presents a model-based engineering approach to improve the safety of BANs. The

chapter also provides a case-study featuring the safety-design and analysis tool called

BAND-AiDe to study the thermal effects of sensor operation on the human body. Chap-

ter 5 presents an environment-coupled approach to improve the security of BANs. A

case-study utilizing physiological signals to enable key agreement between sensors is

presented. Chapter 6 then moves to sustainability issues in BANs. Here, models of vari-

ous BAN architectures and energy sources are used in conjunction to design sustainable

BANs. We present a case-study that demonstrates the effectiveness of various energy-

scavenging mechanisms in sustaining a health-monitoring BAN. Each of these three

chapters also features open research questions.

Finally, Chapter 7 concludes the book with a summary of how to actually go about

implementing a safe, secure, and sustainable BAN designed in the earlier chapters,

including a discussion on a systematic methodology for choosing a platform that is

most suited for a given application.

This book has been written with advanced courses and graduate-level seminars in

mind. It will allow students to gain a conceptual appreciation of BANs in general and,

more specifically, using the model-based environment-coupled design methodology for

designing them. At the end of each chapter bar one, the book provides questions that

are designed to induce a student to think about the contents of the chapter and find

solutions. Additional material, including programming assignments and lecture slides,

is available online at http://impact.asu.edu/BANBook.html. This book will

also be of interest to people who are interested in the up and coming field of cyber-

physical systems and want an overview of how to go about designing them. Additionally,

practitioners in the applications area will find the book useful as a book on the new

domain.
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