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Real-Time Systems

Real-time systems need to react to certain input stimuli within given time bounds.
For example, an airbag in a car has to unfold within 300 milliseconds in a crash.
There are many embedded safety-critical applications and each requires real-time
specification techniques. This textbook introduces three of these techniques, based
on logic and automata: Duration Calculus, Timed Automata, and PLC-Automata.

The techniques are brought together to form a seamless design flow, from real-
time requirements specified in the Duration Calculus, via designs specified by PLC-
Automata, and into source code for hardware platforms of embedded systems. The
syntax, semantics, and proof methods of the specification techniques are introduced;
their most important properties are established; and real-life examples illustrate their
use. Detailed case studies and exercises conclude each chapter.

Ideal for students of real-time systems or embedded systems, this text will also be
of great interest to researchers and professionals in transportation and automation.

E.-R. OLDEROG is Professor of Computer Science at the University of Oldenburg,
Germany. In 1994 he was awarded the Leibniz Prize of the German Research
Council (DFG).

H. DIERKS is a researcher currently working with OFFIS, a technology transfer
institute for computer science in Oldenburg, Germany.
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Preface

Computers are used more and more to provide high-quality and reliable
products and services, and to control and optimise production processes.
Such computers are often embedded into the products and thus hidden to
the human user. Examples are computer-controlled washing machines or
gas burners, electronic control units in cars needed for operating airbags
and braking systems, signalling systems for high-speed trains, or robots and
automatic transport vehicles in industrial production lines.

In these systems the computer continuously interacts with a physical envi-
ronment or plant. Such systems are thus called reactive systems. Moreover,
common to all these applications is that the computer reactions should obey
certain timing constraints. For example, an airbag has to unfold within mil-
liseconds, not too early and not too late. Reactive systems with such con-
straints are called real-time systems. They often appear in safety-critical
applications where a malfunction of the controller will cause damage and
risk the lives of people. This is immediately clear for all applications in the
transport sector where computers control cars, trains and planes.

Therefore the design of real-time systems requires a high degree of pre-
cision. Here formal methods based on mathematical models of the system
under design are helpful. They allow the designer to specify the system
at different levels of abstraction and to formally verify the consistency of
these specifications before implementing them. In recent years significant
advances have been made in the maturity of formal methods that can be
applied to real-time systems.

Structure of this book

In this advanced textbook we shall present three such formal approaches:

vii
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viii Preface

e Duration Calculus (DC for short), a logic and calculus for specifying high-
level requirements of real-time systems;

e timed automata (TA for short), a state-transition model of real-time sys-
tems with the advantage of elaborate tool support for the automatic ver-
ification of real-time properties;

e PLC-Automata, a state-transition model of real-time systems with the
advantage of being implementable, for example in the programming lan-
guage C or on Programmable Logic Controllers (PLCs for short), a hard-
ware platform that is widespread in the automation industry.

This book is the first one that presents the above three approaches to the
specification of real-time systems in a coherent way. This is achieved by
combining the approaches into a design method for real-time systems, reach-
ing from requirements down to executable code as illustrated in Figure 0.1.
Here:

e Real-time requirements are specified in the Duration Calculus or subsets
thereof.

e Designs are specified by PLC-Automata.

e Implementations are written as C programs with timers or as programs
that are executable on PLCs.

e Automatic verification of requirements is performed using the model-
checking tool UPPAAL for timed automata.

e A tool MoOBY/RT, built for PLC-Automata, allows the user to invoke
algorithms for generating C or PLC code from such automata, and to
automatically verify properties specified in a subset of Duration Calculus
by using UPPAAL as a back-end verification engine.

The connection is that PLC-Automata have both a semantics in terms of
the Duration Calculus and an equivalent one in terms of timed automata.
To verify that a PLC-Automaton satisfies a given real-time requirement
expressed in the Duration Calculus, there are two possibilities: either a proof
can be conducted in the Duration Calculus exploiting the corresponding
semantics of the PLC-Automaton, or, for certain types of requirement, an
automatic verification is possible using the tool UPPAAL and the timed
automata semantics of the PLC-Automaton.

How to read this book

The titles and dependencies of the chapters are shown in Figure 0.2. First,
the introduction in Chapter 1 should be read. Here two case studies (railroad
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Requirements — - —-——-——- DC

Subsets of DC

Automatic
TA ===~ Lerification
Designs - ————-—-—- PLC-Automata
Tl tati o C code or
mplementations PLC code

Fig. 0.1. Overview of design method

crossing and gas burner) provide a feeling for the delicacies of real-time
systems. Then one can continue with Chapter 2 (Duration Calculus) or
Chapter 4 (Timed automata).

Chapter 2 presents the basic knowledge of the Duration Calculus. First,
the syntax and semantics of the logic are defined. Then the proof rules of
the calculus are introduced, including a simple induction rule. These rules
are applied to the case study of the gas burner.

Chapter 3 presents advanced topics on the Duration Calculus. First,
decidability results are discussed for the cases of discrete and continuous
time domains. Then a subset of the Duration Calculus that is closer to
the implementation level is presented, the so-called DC implementables.
Finally, Constraint Diagrams are introduced as a graphic representation for
requirements with a semantics in the Duration Calculus.

Chapter 4 presents the basic facts of timed automata. In particular, the
most prominent result of timed automata is shown: the decidability of the
reachability problem. It is then explained which variant of timed automata
and properties the model checker UPPA AL can decide.

Chapter 5 introduces PLC-Automata as a class of implementable real-time
automata. First, these automata are motivated using an example of a real-
time filter. Then it is described how PLC-Automata can be compiled into
code that is executable on Programmable Logic Controllers (PLCs). To link
the PLC-Automata with the Duration Calculus, their semantics are defined
in terms of this logic. As a consequence, a general result estimating the
reaction times of PLC-Automata to input stimuli can be proved. Also, an

© in this web service Cambridge University Press & Assessment www.cambridge.org



www.cambridge.org/9780521883337
www.cambridge.org

Cambridge University Press & Assessment
978-0-521-88333-7 — Real-Time Systems
Ernst-Riidiger Olderog , Henning Dierks
Frontmatter

More Information

X Preface

algorithm is discussed that synthesises a PLC-Automaton from a given set
of DC implementables provided this set is consistent. Finally, hierarchical
PLC-Automata are defined.

Chapter 6 ties together the results of Chapters 4 and 5 for the purposes of
automatic verification. It turns out that certain real-time properties of PLC-
Automata can be proven automatically using the model checker UPPA AL
for timed automata. To this end, an alternative and equivalent semantics
of PLC-Automata in terms of timed automata is defined. Then it is shown
that real-time requirements expressed in a subset of Constraint Diagrams
can be verified against PLC-Automata by checking the reachability of certain
states with UPPAALL. This is all supported by the tool MoBY/RT, which
is described briefly as well. Also, MoBY/RT enables the user to compile
PLC-Automata into PLC code or C code.

1 Introduction

/

2 Duration Calculus

3 Properties and subsets

4 Timed automata

5 PLC-Automata

6 Automatic verification

Fig. 0.2. Dependency of chapters

Actually, only Section 5.5 (Synthesis) of Chapter 5 depends on Section 3.2
(DC implementables) of Chapter 3. The remainder of Chapter 5 can thus
also be read immediately after Chapter 2.

Intended audience

This textbook is appropriate for either a course on formal methods for real-
time systems in the upper division of undergraduate studies or for graduate
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Preface xi

studies in computer science and engineering. It can also be used for self
study, and will be of interest for engineers of embedded real-time systems.
Readers are expected to have a basic understanding of mathematical and
logical notations.

Courses based on this book

Our own course on real-time systems at the University of Oldenburg is for
M.Sc. and advanced B.Sc. students in computer science with an interest in
embedded systems; it proceeds as follows:

Course at Oldenburg

Introduction 1
Duration Calculus 2
Properties and subsets 3.1-3.2
Timed automata 4
PLC-Automata 5.1-5.5

Automatic verification 6 (only short indication)

The course takes one semester with three hours of lectures and one hour of
exercises per week.

At Oldenburg an in-depth study of Chapter 6 (Automatic verification)
with the use of the tools UPPAAL and MoBY/RT is delegated to practical
work of the students in separate labs on real-time systems. There LEGO
Mindstorm robots are used for implementing the systems. Once desirable
real-time properties have been verified, the compiler from PLC-Automata
to C is applied to generate code for the LEGO Mindstorms.

An alternative usage of the material of this book could be in (part of) a
course on timed automata as follows:

Course based on timed automata

Introduction 1
Timed automata 4
PLC-Automata 5.1-5.3 and 5.6

Automatic verification 6

Further information and additional material can be found on the webpage
http://csd.informatik.uni-oldenburg.de/rt-book.
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foundation of verification of many-layered systems was conceived: ProCoS.
The different levels of abstraction studied in this project became known
as the “ProCoS Tower”. They comprise (informal) expectations, (formal)
requirements, (formal) system specifications, programs (occam), machine
code (for transputers), and circuit diagrams (netlists). During the project
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