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adaptive algorithms, 130
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failure-free system, 515
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anonymous algorithms, 130
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broadcast, 148
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Byzantine agreement, 512

exponential tree algorithm, 519
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Cao, G, 467
causal delivery, 106
causal order, 206

optimal algorithm, 208
Raynal-Sciper-Toueg algorithm, 207

causal ordering, 43
causal path, 112
causal precedence relation, 41
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Chandra, TD, 568, 570, 573, 578, 583, 584
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Chandy, 93, 362, 364
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channel state recording, 107
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checkpointing algorithm (cont.)
Juang and Venkatesan algorithm, 478
Koo-Toueg, 476
Manivannan-Singhal algorithm, 483
Peterson-Kearns algorithm, 492

Chord, 688
churn, 691

clock inaccuracies, 80
clock offset, 79
clock skew, 79
clocks

matrix, 68
physical, 78
scalar, 53
vector, 55

closure, 634
clustering, 713
common clock primitives, 648
common knowledge, 292

concurrent common knowledge, 293
Epsilon common knowledge, 292
eventual common knowledge, 292
protocols for concurrent common

knowledge, 295
timestamped common knowledge, 293

communication
asynchronous, 47
synchronous, 47

communication primitives, 14
asynchronous, 15
blocking, 15
non-blocking, 15
synchronous, 15

Compare&Swap, 550
completeness properties, 570
complex networks

Barabasi-Albert model, 722
error and attack tolerance, 718
graph structures, 712
Internet, 715
Internet graph, 714

complexity metrics, 135
concurrency, 12
concurrency measure, 51
consistent cut, 91
conjunctive predicate detection

interval-based piggybacking
algorithm, 401

interval based algorithm, 389
interval-based token algorithm, 397
state-based token algorithm, 395

conjunctive predicate detetion
state-based algorithm, 392

consensus, 513
k-set consensus, 532
approximate agreement, 533
impossibility in shared memory

asynchronous systems, 544
impossibility result for asynchronous

systems, 529
phase king algorithm, 526
reliable broadcast, 544
renaming problem, 538
shared memory k-set consensus, 556
terminating reliable broadcast, 531
transaction commit, 532
wait-free renaming using splitters, 560
wait-free shared memory renaming, 557

consensus hierarchy, 547
consensus problem, 577

solution using eventually strong FD, 580
solution using strong FD, 578

consensus under crash failures, 517
Consistent global snapshots, 113
consistent global snapshots

necessary and sufficient conditions, 110
consistent global state, 91
consistent global states, 44
content-addressible networks (CAN), 695
convergecast, 148
convergence, 634
crown, 197
cryptographic protocols

design principles, 601
cut, 91
cut in a ditributed computation, 45

data indexing, 679
deadlock

avoidance, 354
Chandy-Misra-Haas algorithm, 362, 364
detection, 354
Kshemkalyani-Singhal algorithm, 365
Mitchell-Merritt algorithm, 360
phantom, 355
prevention, 353
resolution, 355

deadlock detection, 354
deadlocks, 330

diffusing computations based algorithms,
359

edge-chasing algorithm, 359
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global state detection based
algorithms, 359

path-pushing algorithms, 358
degree distributions, 713
delayed messages, 461
Delporte-Gallet, C, 586
deterministic execution, 131
dictionary attack, 623
diffusion computation, 359
Dijkstra, E, 631, 636, 662
distributed deadlock, 352
distributed discrete event simulations, 77
Distributed Program, 39
distributed reset, 648
distributed systems

characteristics, 1
design issues, 22

Dolev, S, 652, 660
duplicate messages, 461
dynamic termination detection, 261

El Abbadi, A, 331
Elnozahy, EN, 507
emulations, 21

message-passing, 14
shared memory, 14
synchronous system, 21

Encrypted Key Exchange (EKE)
protocol, 623

enumerating consistent snapshots, 118
event counting, 54
eventual accuracy properties, 571
evolving networks, 723
executions realizable with synchronous

communication, 196
timestamps, 198

failure detector
adaptive, 591
implementation, 589
realistic, 586
weakest, 588, 589

failure detectors, 569
reducibility, 572
types, 572

failure pattern, 569
failure recovery, 462
Fowler, 62
free-riding, 708
Fuchs, WK, 469
future cone of an event, 46

Garg, V, 596
Gartner, F, 652
generalized deadlocks, 365
generalized random graph networks, 720
Gligor, V, 375
global state, 43, 92

consistent, 91
global virtual time, 75
Gnutella, 682
Gouda, M, 635, 648, 649, 655, 662
graph algorithms, 138

maximal independent set (MIS), 169
all sources shortest paths, 151
compact routing tables, 172
connected dominating set (CDS), 171
constrained flooding, 155
delay bounded Steiner trees, 233
distance vector rouitng, 150
leader election, 174
minimum weight spanning tree, 157, 162
reverse path forwarding, 230
single source shortest path, 149, 151
spanning tree, 138, 140, 143, 146
Steiner trees, 231

group communication, 205
fault-tolerant, 228
multicast, 220

Guerraoui, R, 596

Haas, L, 362, 364
Helary, 100
Helary, JM, 499
Herman, T, 375
Huang, ST, 656

illegitimate state, 634
impersonation attack, 618
incarnation number, 486
incremental snapshot, 99
inhibition, 131
interactive consistency, 513
interconnection networks, 6, 679
Israeli, A, 652

Jard, 65
Johnson, D, 507
Jourdan, 65
Juang, 478

Kaminsky, M, 628
Kasami, 336
Katz, S, 664
Kearns, 97, 109
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Kearns, P, 492
Kerberos

authentication service, 611
authenticator, 613

Kerberos authentication service,
611, 613

Kim, KH, 507
Knapp, E, 358, 375
knowledge

agreement, 291
asynchronous system, 290
logic, 283
multi-dimensional clocks, 300
operators, 283
properties, 288
transfer, 298

Koo, R, 476
Kripke structures, 285
Kshemkalyani, AD, 60, 321, 365, 375
Kutten, S, 655

Lai, 102
Lam, S, 627
Lamport, 93, 309
Lamport’s happens before relation, 41
layering, 647
lazy failure detection protocol, 592
legitimate state, 634
Lodha, 321
log-based rollback recovery, 470
logging

causal, 474
optimistic, 473
pessimistic, 472

logical clocks, 52
lost messages, 461

Maekawa, M, 328
Manivannan, 118, 483
Marzullo, K, 506
matrix clocks, 68
matrix time, 68
Mattern, F, 105, 263
memory consistency, 413

atomic consistency, 414
causal consistency, 420
hierarchy, 424
linearizability, 414
pipelined RAM (PRAM), 422
processor consistency, 422
sequential consistency, 417
slow memory, 423

Menasce, D, 360, 375
Merritt, M, 360, 623
message ordering, 190

asynchronous executions, 190
hierarchy, 199
synchronous executions, 194

message ordering paradigms
causal order, 191
FIFO executions, 191

Misra, 362, 364
Mitchell, 360
modularization, 647
monitoring global state, 109
Moran, S, 652
Mostefaoui, 499
muddy children puzzle, 282
multicast, 220

core-based trees, 235
destination agreement based, 227
fixed sequencer based, 227
history based, 226
moving sequencer based, 227
privilege based, 226
propagation trees, 221

Muntz, R, 375
mutual exclusion

Agarwal-El Abbadi algorithm, 331
fast mutual exclusion, 429
hardware-assisted, 432
Lamport’s algorithm, 309
Lamport’s bakery algorithm, 427
Lodha-Kshemkalyani algorithm, 321
Maekawa’s algorithm, 328
quorum-based algorithms, 327
Raymond’s algorithm, 339
Ricart-Agrawala algorithm, 312
Singhal’s dynamic algorithm, 315
Suzuki-Kasami algorithm, 336
token-based algorithms, 336

Napster, 678
Needham and Schroeder protocol, 617
Needham, R, 601, 617, 627
Network Time Protocol (NTP), 80
Netzer, R, 113, 118, 499
non-blocking universal algorithm, 553
nonce, 604
non-deterministic execution, 131

object replication, 176
one-time password, 606
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orphan messages, 461
Otway-Rees protocol, 609
overlays, 126, 679

structured, 680
unstructured, 681

parallel system, 5
coupling, 11
Flynn’s taxonomy, 10
interconnection networks, 6
multiprocessor, 5
parallelism, 12

Pareto law, 715
partial synchrony, 590
partially synchronous models, 590
past cone of an event, 46
path

causal, 112
zigzag, 112

peer-to-peer
flooding, 683
proportional replication, 686
random walk, 684
replication, 686
square-root replication, 686
uniform replication, 686

Peterson, SL, 492
physical clock synchronization, 78
physical clocks, 78
power law, 714
Prakash, R, 507
predicates, 380

conjunctive, 388
disjunctive, 404
modalities, 382
observer-independent, 405
relational, 384
stable, 380
unstable, 382

Prisoners’ dilemma, 708
probabilistic self-stabilization, 636
probe message, 363
program structure, 137
progress, 355
pseudo stabilization, 669
pseudo-stabilizing system, 636
public key certificate, 616

R-graph, 119
Ramamoorthy, CV, 375
randomized self-stabilization, 635
Raymond, K, 339

Raynal, M, 499, 596
Reducing Weak FD to a Strong FD,

573
register hierarchy, 434
regular registers, 436
relational predicate detection, 384
rendezvous, 201
reputation management, 709
Ricart, 312
Richard, G, 506

safe registers, 435
safety, 355
scalar time, 53
scale-free networks, 717, 719, 721
Schiper, A, 596
Schneider, M, 662
Schroeder, MD, 617
Secure Remote Password (SRP) protocol,

624
secure sockets layer, 619
self-stabilization, 634

cost, 646
for fault folerance, 665
role of compilers, 662

self-stabilizing algorithm for 1-maximal
independent set, 657

self-stabilizing distributed spanning trees,
650

self-stabilizing token ring, 636
shared memory, 410, 456
shared memory mutual exclusion, 427
simultaneous regions, 109
Singhal, 60, 118, 315, 365, 375,

467, 483
Sistla, P, 506
small-world networks, 713, 720
snapshots, 274
solution to atomic broadcast, 584
spanning tree, 247
Spezialetti, 97, 109
splitters, 560
SSL Protocol, 619
stable property, 97
stable storage, 456–458
starvation, 345
state lattice, 384
static termination detection, 259
Strom, 506
surface of the future cone, 47
surface of the past cone, 47
Suzuki, 336
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symmetry, 667
synchronizers, 163

� synchronizer, 165
� synchronizer, 166
	 synchronizer, 166
simple synchronizer, 164

synchronous execution, 19
synchronous order, 202
synchronous system, 132

Tapestry, 701
termination detection, 243, 368

atomic computation model, 263
channel counting method, 270
distributed snapshots, 243
faulty distributed system, 272
four counter method, 265
message-optimal, 253
spanning-tree based, 247
vector counters method, 268
very general model, 257
weight throwing, 245

time
matrix, 68
physical, 78
scalar, 53
vector, 55
virtual, 69

time warp mechanism, 72
time-space diagram, 40
topology based primitives, 648
total order, 215

centralized algorithm, 216
three-phase distributed algorithm, 216

total order property, 583
total ordering, 54
Toueg, S, 476, 568, 570, 573, 578, 583, 584
transient failure, 635
tree-structured quorum, 331
Tseng, 273

uniform algorithms, 130
uniform consensus, 586
universality of consensus objects, 552
useless checkpoints, 464, 469

vector clocks, 55
efficient implementations, 59
size, 57

vector clocks size, 57
vector time, 55, 492
Venkatesan, S, 99, 108, 253, 478
virtual time, 69

wait-for-graph (WFG), 353
wait-free algorithms, 134
wait-free atomic snapshot, 447
wait-free consensus

Compare&Swap, 550
wait-free register simulations, 437–440, 442,

444, 445
wait-free simulations, 434
wait-free universal algorithm, 556
wait-freedom, 434
Wang,Y-M, 115
Watts Strogatz model, 721
weight-throwing scheme, 273
Welch, J, 506
wide-mouth frog protocol, 605
Woo, T, 627
Wu, TD, 624

Xu, 113

Yang, 102
Yemini, 506
Yung, M, 655

zigzag cycle, 112
zigzag path, 112
Zipf’s law, 715
Zwaenepoel, 62
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