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Access to Internet
connection types, 9-10
Accreditation schemes
effects, 154-155
global system, 171-172
liability of Certification Authorities
general law, 161-170
introduction, 160-161
statutory provision, 170-171
rationale, 153—154
requirements, 155-160
supervision, 155-160
Activities undertaken in jurisdiction
advertising
FSA Guidance, 244-246
generally, 241-250
SEC Statement, 242-243, 247-249
comity, 231
doing business in jurisdiction
EC Directive on turnover taxes, 240-241
generally, 238-241
establishment
EC interpretative communication, 233-235
introduction, 232-238
OECD Model Tax Convention, 236-238
introduction, 231-232
Advertising
cross-border transactions, and
FSA Guidance, 244-246
generally, 241-250
SEC Statement, 242-243, 247-249
enforceability of law, and, 295-296
legal and regulatory arbitrage, and, 287-288
Agency
contractual relationships, and, 206-210
cross-border transactions, and, 227
Alternative dispute resolution
arbitration, 305
introduction, 304
mediation, 304-305
Anonymising
communication services, and, 35
Anti-nazi laws
liability for information content, and, 95

Applicable law

activities undertaken in jurisdiction
advertising, 241-250
comity, 231
doing business in jurisdiction, 238-241
establishment, 232238
introduction, 231-232
advertising
FSA Guidance, 244-246
generally, 241-250
SEC Statement, 242-243, 247-249
agency established, 227
branch established, 227
Brussels Regulation, 221-223
comity, 231
commission of tort, 229-230
country of origin regulation
EC Directive on credit institutions, 251-252
EC Directive on electronic signatures, 253
EC interpretative communication, 255
exceptions to, 254-256
human rights, and, 267-268
introduction, 250-256
minimum standards for supervision, 254
doing business in jurisdiction
EC Directive on turnover taxes, 240-241
generally, 238-241
establishment
EC interpretative communication, 233-235
introduction, 232-238
OECD Model Tax Convention, 236-238
generally, 2
home country regulation
EC Directive on credit institutions, 251-252
EC Directive on electronic signatures, 253
EC interpretative communication, 255
exceptions to, 254-256
human rights, and, 267-268
introduction, 250-256
minimum standards for supervision, 254
human rights
free speech, 258-262
generally, 256-257
home country regulation, and, 267-268
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Applicable law (cont.) introduction, 279
privacy, 262-267 payment services, 280-284
UN Convention, 256-257 charges for admission to game or lottery,
introduction, 217 286-287
jurisdictional competence decreasing overheads
activities undertaken in jurisdiction, banking and finance, 279-284
231-250 introduction, 269-270
country of origin regulation, 250-256 taxation, 270-279
introduction, 231 distributed business model, and, 269
liability of service provider, and, 91 Gresham’s law, 289-290
localisation in the Internet world introduction, 269
alternative approaches, 230 procurement, 288
introduction, 223 restricted/prohibited activities
place of commission of tort, 229-230 advertising, 287-288
place of injury, 229-230 charges for admission to game or lottery,
place of supply of goods, services or 286287
performance of principal obligation, gambling arbitrage, 288-289
223-226 generally, 284-286
place where purchaser took steps, 226 procurement, 288
place where supplier’s branch or agency is use of premises, 288
established, 227 taxation, reduction of
‘targeting), 227-229 consumption taxes, 272—275
OECD Model Tax Convention, 236-238 distributed enterprise, 275-279
performance of principal obligation, income-based taxes, 271-272
223-226 introduction, 270
permanent establishment non-taxable activities, 270-275
EC interpretative communication, use of premises, 288
233-235 Arbitration
introduction, 232-238 enforceability of law, and, 305
OECD Model Tax Convention, 236-238 Archie
place of commission of tort, 229-230 directory services, and, 35
place of injury, 229-230 Architecture, Internet
place of supply of goods, services or generally, 15-18
performance of principal obligation, ATMs
223-226 permanent establishment, and, 233-234
place of transaction Australia
‘cyberspace’ fallacy, 218 liability of intermediaries, and, 136-137
introduction, 218 place of supply, and, 225-226
localisation, 218-230 Automated decision-making
place where purchaser took steps, 226 economic consequences, 5
place where supplier’s branch or agency is Automated link
established, 227 third party information resources, and,
Rome Convention, 220-221 74-76
service provider liability, and, 91
supply of goods, 223-226 Banking
supply of services, 223-226 legal and regulatory arbitrage, and
‘targeting), 227-229 deposit taking, 279-280
turnover taxes, 240-241 introduction, 279
Application layer payment services, 280-284
protocol, and, 12 permanent establishment, and, 233-234,
Arbitrage 255
advantages Biometric data

avoidance of restricted/prohibited
activities, 284—288
decreasing overheads, 269284
introduction, 269
advertising, 287-288
banking and finance
deposit taking, 279-280

electronic signatures, and, 145, 187-188
Bonn Ministerial Conference 1997

liability of intermediaries, and, 122-123
Branch

cross-border transactions, and, 227
Brussels Regulation

cross-border transactions, and, 221-223, 228
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Building Confidence in Electronic Commerce
(DTT, 1999)
liability of intermediaries, and, 92-93
Buyers
relationship with intermediaries, and,
206-210

Caching
copyright, and, 96
generally, 20-21
US Copyright Act, and, 125-126
ccTLDs
dispute resolution, and, 57
domain names, and, 44
trade marks, and, 46
Certificates of identity
accreditation schemes
effects, 154—155
global system, 171-172
liability of Certification Authorities,
160-171
rationale, 153—154
requirements, 155-160
supervision, 155-160
BelSign, 148-149
Certification Authorities
accreditation schemes, 153—160
issue of ID certificates, 147—-150
liability, 160-171
validity of ID certificates, 150-153
checking infrastructure, 150-153
EC Directive, 149
introduction, 147
issue, 147—150
liability of Certification Authorities
general law, 161-170
introduction, 160-161
statutory provision, 170-171
revocation, 152—153
use, 150
validity, 150-152
Certification authorities
accreditation schemes
effects, 154-155
global system, 171-172
rationale, 153-154
requirements, 155—160
supervision, 155-160
issue of ID certificates, 147—150
liability
general law, 161-170
introduction, 160-161
statutory provision, 170-171
validity of ID certificates, 150-153
Charges for game or lottery
legal and regulatory arbitrage, and,
286-287
China
liability for information content, and, 95

Ciphertext
electronic signatures, and, 184
Client access
connection types, 10
Comity
cross-border transactions, and, 231
Commission of tort
cross-border transactions, and, 229-230
Communication failure
liability of intermediaries, and, 90-92
Communication to the public, right of
EC Directive, 105
introduction, 104
WIPO Copyright Treaty, 104-105
Communications services
anonymising, 35
directory services
introduction, 33
other, 35
structured directory, 33—-34
web crawler, 34-35
Internet Service Providers (ISPs)
access, 32
access to resources, 33
introduction, 32
mailbox, 32
user resource hosting, 33
introduction, 31
Compensation
service provider liability, and, 90
Conflict of laws
cross-border transactions, and, 218
Connection types
generally, 9-10
Consumer protection
private rights, and, 296-299
self-regulation, 303-304
Consumption taxes
legal and regulatory arbitrage, and,
272275
Contractual limitations
liability of intermediaries, and,
123-124
Contractual relationships
applicable law, and, 219
jurisdiction, and, 219
liability of intermediaries, and, 90
Contributory infringement
copyright, and, 99
Convergence of laws
generally, 310-312
Co-operation
generally, 15-18
Copies
protocols, and, 14
Copying
copyright, and, 96-101
introduction, 94
property in information, and, 177-178
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Copyright
breach, user-selected linking, and, 81-85
copying, 96-101
immunity from liability
EU Directives, 128—129
generally, 124-129
US Copyright Act, 125-127
possession, 101-102
transmission, 102—104
Copyright notices
re-use of web resources, and, 68
Corporation tax
legal and regulatory arbitrage, and, 271-272
country code TLDs
dispute resolution, and, 57
domain names, and, 44
trade marks, and, 46
Country of origin regulation
EC Directive on credit institutions, 251-252
EC Directive on electronic signatures, 253
EC interpretative communication, 255
exceptions to, 254-256
human rights, and, 267-268
introduction, 250-256
minimum standards for supervision, 254
Courts
dispute resolution, and, 62-65
Criminal offences
service provider liability, and, 90
Cross-border transactions
activities undertaken in jurisdiction
advertising, 241-250
comity, 231
doing business in jurisdiction, 238-241
establishment, 232-238
introduction, 231-232
advertising
FSA Guidance, 244-246
generally, 241-250
SEC Statement, 242-243, 247-249
agency established, 227
branch established, 227
Brussels Regulation, 221-223
comity, 231
commission of tort, 229-230
country of origin regulation
EC Directive on credit institutions,
251-252
EC Directive on electronic signatures, 253
EC interpretative communication, 255
exceptions to, 254-256
human rights, and, 267-268
introduction, 250-256
minimum standards for supervision, 254
doing business in jurisdiction
EC Directive on turnover taxes, 240—241
generally, 238-241
establishment
EC interpretative communication, 233-235

introduction, 232-238
OECD Model Tax Convention, 236-238
generally, 2
home country regulation
EC Directive on credit institutions, 251-252
EC Directive on electronic signatures, 253
EC interpretative communication, 255
exceptions to, 254-256
human rights, and, 267-268
introduction, 250-256
minimum standards for supervision, 254
human rights
free speech, 258-262
generally, 256-257
home country regulation, and, 267-268
privacy, 262-267
UN Convention, 256-257
introduction, 217
jurisdictional competence
activities undertaken in jurisdiction,
231-250
country of origin regulation, 250-256
introduction, 231
localisation in the Internet world
alternative approaches, 230
introduction, 223
place of commission of tort, 229-230
place of injury, 229-230
place of supply of goods, services or
performance of principal obligation,
223-226
place where purchaser took steps, 226
place where supplier’s branch or agency is
established, 227
‘targeting), 227-229
OECD Model Tax Convention, 236-238
performance of principal obligation, 223-226
permanent establishment
EC interpretative communication,
233-235
introduction, 232-238
OECD Model Tax Convention, 236-238
place of commission of tort, 229-230
place of injury, 229-230
place of supply of goods, services or
performance of principal obligation,
223-226
place of transaction
‘cyberspace’ fallacy, 218
introduction, 218
localisation, 218-230
place where purchaser took steps, 226
place where supplier’s branch or agency is
established, 227
Rome Convention, 220-221
supply of goods, 223-226
supply of services, 223-226
‘targeting), 227-229
turnover taxes, 240-241
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Cybersquatting
dispute resolution, and, 62-65
‘Cyberspace’ fallacy
cross-border transactions, and, 218
generally, 1-2

Data Encryption Standard (DES)

electronic signatures, and, 185
Data protection

privacy, and, 263-265
Defamation

accidental, 117-118

information carrier, and, 115

information controller, and, 117

information distributor, and, 115-117

introduction, 112-113

place of publication, 118-121

publishing process, 113-115

time of publication, 118-121

transmitter to publisher, 115-117
Delivery

place of supply, and, 223
Dematerialised communications

formation of contracts, and, 173
Deposit taking

legal and regulatory arbitrage, and,

279-280

Digital signatures

generally, 144-146

UNCITRAL Model Law, 143-144
Digital transmission

economic consequences, 5
Dilution

trade marks, and, 48—49
Direct copying

generally, 71

initial copying, 71-72

re-use, 72-74
Directory services

introduction, 33

liability of intermediaries, and, 93-94

other, 35

structured directory, 33—-34

web crawler, 34-35
Dispute resolution

ccTLDs, 57

courts, 62—65

ICANN, 54-62

introduction, 52-54

problems, 65-66

UDRP, 54-62

WIPO, 53
Distance selling

enforceability of law, and, 297-299
Distributed enterprise

Active-X, 21

architecture, 15-18

caching, 20-21

connection types, 9-10

co-operative nature, 15-18
functions of Internet
generally, 8
performance, 8
introduction, 7-8
Java, 21
legal and regulatory arbitrage, and,
275-279
mapping of communications, 22-23
mirroring, 20
mutual co-operation, 15-18
packet switching, 11-15
persons involved, 8-9
protocols, 11-13
resource hosting
generally, 19-20
introduction, 18-19
revised perspective, 10
virtual site, 21-22

DNS hosts

resource hosts, and, 31

Doing business in jurisdiction

EC Directive on turnover taxes, 240-241
generally, 238-241

Domain names

allocation
generally, 43—44
introduction, 36
liability of intermediaries, 93
dispute resolution
ccTLDs, 57
courts, 62—65
ICANN, 54-62
introduction, 52—-54
problems, 65-66
UDRP, 54-62
functions, 42
introduction, 42—43
legal rights in names
free speech, 51-52
introduction, 45
trade marks, 45—49
unregistered trade names, 50-51
introduction, 40-42
transaction facilitation services, and, 36
WIPO Report, 43—44

Electronic agents

contractual relationships, and, 210-216

Electronic mail

transmission, and, 25

Electronic signatures

background, 180-181

biometric recording, 187-188

functional requirements of law, and
evidence of intention to sign, 192-193
evidence of signatory’s identity, 191-192
seals as signatures, 193-194

future, 201
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Electronic signatures (cont.)
identification issues, and
generally, 144-146
UNCITRAL Model Law, 143-144
introduction, 146
legislative recognition
functional definitions of validity, 194-197
identity certification-based validity,
197-200
introduction, 194
legal presumptions, 200
public key encryption, 186-187
purpose, 182—-184
single key encryption, 185-186
technology, 184-191
use of encryption, 188-191
Encryption key
electronic signatures, and, 145
Enforceability of law
advertising controls, 295-296
alternative dispute resolution
arbitration, 305
introduction, 304
mediation, 304-305
arbitration, 305
characteristics of, 306
consumer protection
private rights, and, 296-299
self-regulation, 303—-304
introduction, 291-292
mediation, 304-305
obscenity, 293-295
privacy, 302-303
private rights, 296-299
public order rules
advertising controls, 295-296
introduction, 292-293
obscenity, 293-295
self-regulation
alternative dispute resolution, 304—305
consumer protection, 303-304
introduction, 300-301
privacy, 302-303
unlawful content, 301-302
Establishment
EC interpretative communication, 233-235
introduction, 232-238
OECD Model Tax Convention, 236-238
Exclusion clauses
liability of intermediaries, and, 123-124
Exclusive right of distribution
copyright, and, 103

Financial Services Authority (FSA)
advertising, and, 244-246
electronic money, and, 284

Fingerprint
electronic signatures, and, 145

Formation of contracts

electronic agents, through, 210-212
electronic signatures
formal requirements, 191-194
future, 201
introduction, 146
legislative recognition, 194-200
technology, 184-191
implied terms in on-line information
supplies, 212-216
intermediaries, via
formation of contracts, 204-206
legal relationship, 206-210
introduction, 203-204
signatures
electronic technology, 184-201
generally, 180-181
introduction, 146
purpose, 182-184
writing, 201-203
Free speech
cross-border transactions, and, 258-262
legal rights in domain names, and, 51-52
FTP
copyright, and, 101-102
protocols, and, 13
resource hosts, and, 31
Funds transfer
electronic signatures, and, 146

Gateways
architecture, and, 17
generic TLDs
dispute resolution, and, 53
domain names, and, 44
trade marks, and, 46
Global equivalence
economic consequences, 5
Global Information Networks Declaration 1997
liability of intermediaries, and, 122-123
‘Good Samaritan’ blocking
immunity from liability, and, 130-131
Goods and services tax
legal and regulatory arbitrage, and, 272-275
Google
webcrawlers, and, 34
Gopher
directory services, and, 35
Governing law
cross-border transactions, and
Brussels Regulation, 221-223
generally, 218-219
Rome Convention, 220-221
service provider liability, and, 91
gTLDs
dispute resolution, and, 53
domain names, and, 44
trade marks, and, 46
Gresham’s law
legal and regulatory arbitrage, and, 289-290
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Home country regulation
EC Directive on credit institutions, 251-252
EC Directive on electronic signatures, 253
EC interpretative communication, 255
exceptions to, 254-256
human rights, and, 267-268
introduction, 250-256
minimum standards for supervision, 254
Hosts
architecture, and, 16-17
Human rights
cross-border transactions, and
free speech, 258-262
generally, 256-257
privacy, 262-267
UN Convention, 256257
home country regulation, and, 267-268
legal rights in domain names, and, 51-52
Hyper text transfer protocol (HTTP)
protocols, and, 13

ICANN
dispute resolution, and, 54-62
Identification
accreditation schemes
effects, 154-155
global system, 171-172
liability of Certification Authorities,
160-171
rationale, 153—-154
requirements, 155—160
supervision, 155-160
certificates of identity
BelSign, 148-149
checking infrastructure, 150153
EC Directive, 149
introduction, 147
issue, 147—-150
revocation, 152-153
use, 150
validity, 150-152
Certification Authorities
accreditation schemes, 153—-160
issue of ID certificates, 147—150
liability, 160-171
validity of ID certificates, 150153
electronic signatures
generally, 144-146
UNCITRAL Model Law, 143-144
information licensing, 146
introduction, 140—141
liability of Certification Authorities
general law, 161-170
introduction, 160-161
statutory provision, 170-171
liability of intermediaries, and, 94
problem of identity, 141-143
status information, 147
uses, 143144

Identity services
transaction facilitation services, and, 36
IMAP
protocols, and, 13
Immunity from liability of intermediaries
general
Australian legislation, 136-137
EU Directive, 134-136
generally, 129-139
Singapore legislation, 133—-134
US cases, 132—-133
US legislation, 130-132
introduction, 122-123
specific copyright liability
EU Directives, 128-129
generally, 124-129
US Copyright Act, 125-127
Implied licences
generally, 69-71
user-selected linking, and, 8688
Implied terms
on-line information supplies, and, 212-216
Income tax
legal and regulatory arbitrage, and,
271-272
Indecency
enforceability of law, and, 293-295
external classification, 111-112
introduction, 106-107
possession, 107-109
transmission, 109—-111
Infrastructure providers
generally, 26-27
Information carrier
defamation, and, 115
Information content
common elements of liability, 121
copyright
copying, 96-101
possession, 101-102
transmission, 102—104
defamation
accidental, 117-118
introduction, 112-113
place of publication, 118-121
publishing process, 113-115
time of publication, 118-121
transmitter to publisher, 115-117
indecency
external classification, 111-112
introduction, 106107
possession, 107—-109
transmission, 109-111
introduction, 94-95
obscenity
external classification, 111-112
introduction, 106-107
possession, 107-109
transmission, 109—111
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Index

Information distributor

defamation, and, 115-117

Information licensing

identification, and, 146

Information property rights

basis, 176-178

generally, 174-175

ownership of information, 175-176
summary, 178-180

Innuendo

accidental defamation, and, 117-118

Intellectual property rights

basis, 176-178

generally, 174-175

ownership of information, 175-176
possession, and, 175

summary, 178-180

Intermediaries

anonymising, 35
communication services
anonymising, 35
directory services, 3335
Internet Service Providers, 32-33
introduction, 31
directory services
introduction, 33
other, 35
structured directory, 33—-34
web crawler, 34-35
infrastructure providers, 26-27
Internet Service Providers (ISPs)
access, 32
access to resources, 33
introduction, 32
mailbox, 32
user resource hosting, 33
introduction, 27
liability of
and see LIABILITY OF INTERMEDIARIES
information content, 94-121
introduction, 89-90
limitations on, 122—139
service provider, 90-94
resource hosts
DNS host, 31
FTP site host, 31
introduction, 27-28
newsgroup host, 28-30
website host, 29
transaction facilitation services
domain name allocation, 36
identity services, 36
introduction, 35-36
payment services, 36—37
transmission hosts, 27

Internet

meaning, 7

Internet law

economic context, 3—6

introduction, 1-3
technical context, 3—6
Internet layer
protocol, and, 12
Internet Protocol (IP)
generally, 12-13 communication services
anonymising, 35
directory services, 33—-35
Internet Service Providers, 3233
introduction, 31
directory services
introduction, 33
other, 35
structured directory, 33—-34
web crawler, 34-35
distribute enterprises, 37-39
Internet resources
behaviour of users, 88
domain names
and see DOMAIN NAMES
allocation, 43—44
dispute resolution, 52—-66
introduction, 42—43
legal rights in names, 45-52
introduction, 40—42
third party information resources
direct copying, 71-74
generally, 66-67
incorporation through automated link,
74-76
licences to re-use, 68—71
user-selected linking, 76-88
Internet Service Providers (ISPs)
access, 32
access to resources, 33
copyright, and, 100
information content liability, and, 95
introduction, 32
mailbox, 32
service provider liability, and, 90-91
user resource hosting, 33
Internet Watch Foundation
self regulation, and, 301-302
IP address
generally, 40—41

Java
generally, 21
Jurisdiction
activities undertaken in jurisdiction
advertising, 241-250
comity, 231
doing business in jurisdiction, 238-241
establishment, 232238
introduction, 231-232
advertising
FSA Guidance, 244-246
generally, 241-250
SEC Statement, 242243, 247-249
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agency established, 227
branch established, 227
Brussels Regulation, 221-223
comity, 231
commission of tort, 229-230
country of origin regulation
EC Directive on credit institutions, 251-252
EC Directive on electronic signatures, 253
EC interpretative communication, 255
exceptions to, 254-256
human rights, and, 267-268
introduction, 250-256
minimum standards for supervision, 254
doing business in jurisdiction
EC Directive on turnover taxes, 240-241
generally, 238-241
establishment
EC interpretative communication, 233-235
introduction, 232-238
OECD Model Tax Convention, 236-238
generally, 2
home country regulation
EC Directive on credit institutions, 251-252
EC Directive on electronic signatures, 253
EC interpretative communication, 255
exceptions to, 254-256
human rights, and, 267-268
introduction, 250-256
minimum standards for supervision, 254
human rights
free speech, 258-262
generally, 256-257
home country regulation, and, 267-268
privacy, 262-267
UN Convention, 256-257
introduction, 217
jurisdictional competence
activities undertaken in jurisdiction,
231-250
country of origin regulation, 250-256
introduction, 231
localisation in the Internet world
alternative approaches, 230
introduction, 223
place of commission of tort, 229-230
place of injury, 229-230
place of supply of goods, services or
performance of principal obligation,
223-226
place where purchaser took steps, 226
place where supplier’s branch or agency is
established, 227
‘targeting), 227-229
OECD Model Tax Convention, 236-238
performance of principal obligation, 223-226
permanent establishment
EC interpretative communication, 233-235
introduction, 232-238
OECD Model Tax Convention, 236-238

place of commission of tort, 229-230
place of injury, 229-230
place of supply of goods, services or
performance of principal obligation,
223-226
place of transaction
‘cyberspace’ fallacy, 218
introduction, 218
localisation, 218-230
place where purchaser took steps, 226
place where supplier’s branch or agency is
established, 227
Rome Convention, 220-221
supply of goods, 223-226
supply of services, 223-226
‘targeting), 227-229
turnover taxes, 240-241

KaZaa

copyright, and, 98-99

Knowledge

copyright, and, 101

Legal arbitrage

advantages
avoidance of restricted/prohibited
activities, 284—288
decreasing overheads, 269-284
introduction, 269
advertising, 287-288
banking and finance
deposit taking, 279-280
introduction, 279
payment services, 280-284
charges for admission to game or lottery,
286-287
decreasing overheads
banking and finance, 279-284
introduction, 269-270
taxation, 270-279
distributed business model, and, 269
Gresham’s law, 289-290
introduction, 269
procurement, 288
restricted/prohibited activities
advertising, 287-288
charges for admission to game or lottery,
286-287
gambling arbitrage, 288—289
generally, 284-286
procurement, 288
use of premises, 288
taxation, reduction of
consumption taxes, 272-275
distributed enterprise, 275-279
income-based taxes, 271-272
introduction, 270
non-taxable activities, 270-275
use of premises, 288
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Index

Legal rights in domain names
dispute resolution
ccTLDs, 57
courts, 62—-65
ICANN, 54-62
introduction, 52-54
problems, 65-66
UDRP, 54-62
free speech, 51-52
introduction, 45
trade marks, 45—49
unregistered trade names, 50-51
Liability of Certification Authorities
general law, 161-170
introduction, 160-161
statutory provision, 170-171
Liability of intermediaries
China, and, 95
communication failure, 90-92
contractual limitations, 123—-124
contractual relationships, 90
copying
copyright, and, 96-101
introduction, 94
copyright
copying, 96-101
possession, 101-102
transmission, 102-104
copyright liability immunity
EU Directives, 128—129
generally, 124-129
US Copyright Act, 125-127
defamation
accidental, 117-118
introduction, 112-113
place of publication, 118-121
publishing process, 113—-115
time of publication, 118-121
transmitter to publisher, 115-117
directory services, and, 93-94
domain name allocation, and, 93
exclusion clauses, and, 123-124
general immunity
Australian legislation, 136-137
EU Directive, 134—136
generally, 129-139
Singapore legislation, 133-134
US cases, 132—-133
US legislation, 130-132
identification services, and, 94
immunity from
general, 129-139
introduction, 122-123
specific copyright liability, 124-129
indecency
external classification, 111-112
introduction, 106-107
possession, 107-109
transmission, 109-111

information content
common elements of liability, 121
copyright, 96-104
defamation, 112-121
indecency, 106-112
introduction, 94-95
obscenity, 106-112
introduction, 89-90
limitations on
contractual terms, 123-124
general immunity, 129-139
introduction, 122-123
specific copyright liability immunity,
124-129
statutory provisions, 124-139
non-contractual relationships, 90-92
obscenity
external classification, 111-112
introduction, 106-107
possession, 107-109
transmission, 109—111
packet switching, and, 89
possession
copyright, and, 101-102
indecency, and, 107-109
introduction, 94
obscenity, and, 107-109
service provider
communion failure, 90-92
introduction, 90
other services, 92-94
statutory limitations
general immunity, 129-139
introduction, 124
specific copyright liability immunity,
124-129
transmission
copyright, and, 102-104
defamation, and, 112-121
indecency, and, 109-111
introduction, 94
obscenity, and, 109-111
Licences to re-use
express, 68—69
implied, 69-71
Link layer
protocol, and, 12
Localisation
alternative approaches, 230
introduction, 223
place of commission of tort, 229-230
place of injury, 229-230
place of supply of goods, services or
performance of principal obligation,
223-226
place where purchaser took steps, 226
place where supplier’s branch or agency is
established, 227
‘targeting), 227-229
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Mailbox access, 32
Internet Service Providers, and, 32 access to resources, 33
Mediation introduction, 32
enforceability of law, and, 304-305 mailbox, 32
Mirroring user resource hosting, 33

generally, 20
Mutual co-operation
generally, 15-18

Napster
copyright, and, 98
Negligent misrepresentation

liability of certification authorities, and,

164-169
Newsgroup hosts
resource hosts, and, 28-30
Nice Classification
trade marks, and, 46
Non-contractual relationships

liability of intermediaries, and, 90-92

Non-taxable activities

legal and regulatory arbitrage, and, 270-275

Obscenity
enforceability of law, and, 293-295
external classification, 111-112
introduction, 106107
possession, 107—-109
transmission, 109—111

OECD Model Tax Convention

permanent establishment, and, 236-238

On-line supplies of information
implied terms, and, 212-216

Packet switching
generally, 11-15
liability of intermediaries, and, 89
Parties to information exchange
anonymising, 35
communication services
anonymising, 35
directory services, 33—-35
Internet Service Providers, 32-33
introduction, 31
directory services
introduction, 33
other, 35
structured directory, 33—-34
web crawler, 34-35
distributed enterprises, 37-39
generally, 24
infrastructure providers, 26-27
intermediaries
communication services, 31-35
introduction, 27
resource hosts, 27-31

transaction facilitation services, 35-37

transmission hosts, 27
Internet Service Providers (ISPs)

introduction, 8-9
principal actors, 24-26
resource hosts
DNS host, 31
FTP site host, 31
introduction, 27-28
newsgroup host, 28-30
website host, 29
transaction facilitation services
domain name allocation, 36
identity services, 36
introduction, 35-36
payment services, 36—37
transmission hosts, 27
Payment services
legal and regulatory arbitrage, and, 280-284
transaction facilitation services, and, 36-37
Permanent establishment
EC interpretative communication, 233-235
introduction, 232-238
OECD Model Tax Convention, 236-238
Piracy of domain names
dispute resolution, and, 62-65
Place of transaction
Brussels Regulation, 221-223
‘cyberspace’ fallacy, 218
introduction, 218
localisation in the Internet world
alternative approaches, 230
introduction, 223
place of commission of tort, 229-230
place of injury, 229-230
place of supply of goods, services or
performance of principal obligation,
223-226
place where purchaser took steps, 226
place where supplier’s branch or agency is
established, 227
‘targeting), 227-229
localisation in the physical world, 218-223
Rome Convention, 220-221
Plaintext
electronic signatures, and, 184
POP
protocols, and, 13
Possession
copyright, and, 101-102
indecency, and, 107-109
introduction, 94
obscenity, and, 107-109
property rights, and, 175
Privacy
enforceability of law, and, 302-303
generally, 262-267
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Index

Private international law

cross-border transactions, and, 218
Procurement

legal and regulatory arbitrage, and, 288
Protocols

generally, 11-13
Public key encryption

electronic signatures, and, , 186-187
Public order rules

advertising controls, 295-296

introduction, 292-293

obscenity, 293-295
Public policy

information property rights, and,

175-176

Regulatory arbitrage
advantages
avoidance of restricted/prohibited
activities, 284-288
decreasing overheads, 269-284
introduction, 269
advertising, 287-288
banking and finance
deposit taking, 279-280
introduction, 279
payment services, 280-284
charges for admission to game or lottery,
286-287
decreasing overheads
banking and finance, 279-284
introduction, 269-270
taxation, 270-279
distributed business model, and, 269
Gresham’s law, 289-290
introduction, 269
procurement, 288
restricted/prohibited activities
advertising, 287-288
charges for admission to game or lottery,
286287
gambling arbitrage, 288-289
generally, 284-286
procurement, 288
use of premises, 288
taxation, reduction of
consumption taxes, 272-275
distributed enterprise, 275-279
income-based taxes, 271-272
introduction, 270
non-taxable activities, 270-275
use of premises, 288
Remailers
anonymising, and, 35
Remoteness of damage
service provider liability, and, 92
Resource hosting
generally, 19-20
introduction, 18-19

Resource hosts
DNS host, 31
FTP site host, 31
introduction, 27-28
newsgroup host, 28-30
website host, 29
Resources
behaviour of users, 88
domain names
and seeDOMAIN NAMES
allocation, 43—44
dispute resolution, 52—-66
introduction, 4243
legal rights in names, 45-52
introduction, 40-42
third party information resources
direct copying, 71-74
generally, 66—67
incorporation through automated link,
74-76
licences to re-use, 68-71
user-selected linking, 76-88
Retina print
electronic signatures, and, 145
Re-use of web resources
automated link, 74-76
direct copying
generally, 71
initial copying, 71-72
re-use, 72-74
generally, 66—67
licences
express, 68—69
implied, 69-71
user-selected linking
breach of copyright, 81-85
generally, 76-79
implied licence, 86—88
trespass, 79-81
unfair competition, 85-86
Right of communication to the public
EC Copyright Directive, 105
introduction, 104
WIPO Copyright Treaty, 104-105
Rome Convention
cross-border transactions, and, 220-221
Routing
architecture, and, 17
RSA
electronic signatures, and, 186-187

Safe harbor principles

privacy, and, 266-267
Screen-scraping

re-use of web resources, and, 74
Screening of offensive material

immunity from liability, and, 130-131
Seals

electronic signatures, and, 193-194
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Secondary infringement
copyright, and, 101
Securities and Exchange Commission (SEC)
offshore offers, and, 247-249
regulation of offers, and, 242-244
Self-regulation
alternative dispute resolution, 304-305
consumer protection, 303-304
introduction, 300-301
privacy, 302-303
unlawful content, 301-302
Service provider
communion failure, 90-92
introduction, 90
other services, 92-94
Signatures
electronic technology
and se¢e ELECTRONIC SIGNATURES
formal requirements, 191-194
future, 201
introduction, 146
legislative recognition, 194-200
technology, 184-191
introduction, 180-181
purpose, 182—-184
Singapore
electronic signatures, and
certification authorities, 158-159
digital signatures, 198-199
generally, 196
introduction, 144
immunity from liability, and, 133-134
Single key encryption
electronic signatures, and, 185-186
SMTP
protocols, and, 13
Source code
re-use of web resources, and, 76-78
Status information
identification, and, 147
Structured directory
directory services, and, 33-34

‘Targeting’

cross-border transactions, and, 227-229
Tax returns

electronic signatures, and, 146
Taxation, on-line transactions of

consumption taxes, 272-275

distributed enterprise, 275-279

income-based taxes, 271-272

introduction, 270

non-taxable activities, 270-275
TCP/IP

generally, 12-13

service provider liability, and, 89
Temporary acts of reproduction

immunity from liability, and, 128-129
Third party information resources

automated link, 74-76
direct copying
generally, 71
initial copying, 71-72
re-use, 72-74
generally, 6667
incorporation through automated link, 74-76
licences to re-use
express, 68—69
implied, 69-71
user-selected linking
breach of copyright, 81-85
generally, 76-79
implied licence, 86—88
trespass, 79-81
unfair competition, 85-86
Tortious duty of care
applicable law, and, 220
jurisdiction, and, 220
service provider liability, and, 92
Trade marks
legal rights in names, and, 45-66
Traditional transactions
contracts
electronic agents, through, 210-212
implied terms in on-line information
supplies, 212-216
intermediaries, via, 204-210
introduction, 203-204
formation of contracts
intermediaries, via, 204—206
signatures, 180-201
writing, 201-203
intermediaries, via
formation of contracts, 204-206
legal relationship, 206-210
introduction, 173-174
property rights
basis of IPR, 176-178
generally, 174-175
ownership of information, 175-176
summary, 178-180
signatures
electronic technology, 184-191
formal requirements, 191-194
future of electronic technology, 201
introduction, 180-181
legislative recognition of electronic
technology, 194-200
purpose, 182-184
writing, 201-203
Transaction facilitation services
domain name allocation, 36
identity services, 36
introduction, 35-36
payment services, 36—37
Transient copies
copyright, and, 96
immunity from liability, and, 129
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Transmission safe harbor principles, and, 266-267
copyright, and, 102-104 Unlawful content
defamation, and, 112-121 self-regulation, and, 301-302
indecency, and, 109-111 Unregistered trade names
introduction, 94 legal rights in names, and, 50-51
obscenity, and, 109-111 Use of premises
Transmission hosts legal and regulatory arbitrage, and, 288
generally, 27 Usenet
Transport layer infrastructure providers, and, 29-30
protocol, and, 12 User resource hosting
Trespass Internet Service Providers, 33
user-selected linking, and, 79-81 User-selected linking
Trusted Shops Scheme breach of copyright, 81-85
self regulation, and, 303-304 generally, 76-79
Turnover taxes implied licence, 86—88
doing business in transactions, and, 240-241 trespass, 79— 81
unfair competition, 85-86
UDRP
dispute resolution, and, 54-62 Value added tax
UN Convention on Human Rights 1948 legal and regulatory arbitrage, and, 272-275
generally, 256-257 Vicarious liability
UNCITRAL Model Law on Electronic copyright, and, 97-98
Commerce 1996 Virtual site
electronic signatures, and, 194-196 generally, 21-22
generally, 309 Voiceprint
UNCITRAL Model Law on Electronic Signatures electronic signatures, and, 145
2001
generally, 194-196 WAIS
introduction, 143-144 directory services, and, 35
Unfair competition Web crawler
trade names, and, 50-51 directory services, and, 34-35
user-selected linking, and, 85-86 Web surfing services
Unfair terms anonymising, and, 35
enforceability of law, and, 296-299 ‘Websites
liability of intermediaries, and, 123-124 resource hosting, and, 19-20
United States of America resource hosts, and, 29
caching, and, 125-126 WIPO
electronic agents, and, 210-212 dispute resolution, and, 53
electronic signatures, and domain names, and, 43-44
guidelines, 188-191 exclusive right of communication to public,
introduction, 159-160 and, 104-105
liability for intermediaries, and property in information, and, 178
general, 130-132
specific copyright liability, 125-127 X.509 model
privacy, and, 266—267 electronic signatures, and, 152-153
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