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Reshaping National Intelligence for an

Age of Information

The world of intelligence has been completely transformed by the end of
the Cold War and the onset of an age of information. Prior to the1990s,
U.S. government intelligence had one pricipal target, the Soviet Union;
a narrow set of “customers,” the political and military officials of the
U.S. government; and a limited set of information from the sources they
owned, spy satellites and spies. Today, world intelligence has many tar-
gets, numerous consumers - not all of whom are American or in the

government — and too much information, most of which is not owned

by the U.S. government and is of widely varying reliability.

In this bold and penetrating study, Gregory Treverton, former Vice
Chair of the National Intelligence Council and Senate investigator, offers
his insider’s view on how intelligence gathering and analysis must
change. He suggests why intelligence needs to be both contrarian, lean-
ing against the conventional wisdom, and attentive to the longer term,
leaning against the shrinking time horizons of Washington policy mak-
ers. He urges that the solving of intelligence puzzles taps expertise out-
side government - in the academy, think tanks, and Wall Street - to
make these parties function as colleagues and co-consumers of intelli-
gence, befitting the changed role of goverment from the doer to convener,

mediator, and coalition-builder.

Gregory F. Treverton is Acting President and Director of Studies at the
Pacific Council on Inernational Policy and Senior Consultant at RAND.
He has laso served as Vice Chair of the National Intelligence Council in
Washington, DC, as a staff member of the National Security Council,
and as a professional staff member of the Senate Select Committee on
Intelligence. Dr Treverton also headed RAND’s International Security
and Defense Policy Center from 1995 to 1998. He is author or coeditor
of more than a dozen books on international relations and American
foreign policy, including Rethinking America’s Security (1992, coedited

with Graham T. Allison).
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Additional Praise for Reshaping National Intelligence for an Age of
Information

“This highly readable analysis by a former head of intelligence examines
the challenge of transforming the Intelligence Community with the end
of the Cold War and the global spread of tehnology. Sharply argued, it
is timely - and controversial. It contains brillent insights and some harsh
judgements - perhaps too harsh - yet it lays bare the problems of intelli-
gence in the decades ahead. Well worth careful study.”

- James Schlesinger, Former Director of Central Intelligence, Former
Secretary of Defense
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RAND Studies in Policy Analysis

Editor: Charles Wolf, Jr., Senior Economic Advisor and Corporate
Fellow in International Economics, RAND

Policy analysis is the application of scientific methods to develop and test
test alternative ways of addressing social, economic, legal, international,
national security, and other problems. The RAND Studies in Policy
Analysis series aims to include several significant, timely, and innovative
works each year in this broad field. Selection is guided by an editorial
board consisting of Charles Wolf, Jr. (editor) and David S. C. Chu, Paul
K. Davis, and Lynn Karoly (associate editors).

Also in the series:

David C. Gompert and E. Stephen Larrabee (eds.), America and Europe:
A Partnership for a New Era

John W. Peabody, M. Omar Rahman, Paul J. Gertler, Joyce Mann,
Donna O. Farley, Jeff Luck, David Robalino, and Grace M. Carter,
Policy and Health: Implications for Development in Asia

Samantha E Ravich, Marketization and Democracy: East Asian Experi-
ences

Robert J. MacCoun and Peter Reuter, Drug War Heresies: Learning
from Other Vices, Times, and Places

Daniel L. Byman and Matthew Waxman, The Dynamics of Coercion:
American Foreign Policy and the Limits of Military Might

James A. Dewar, Assumption-Based Planning: A Tool for Reducing
Avoidale Surprises
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Foreword

This book is a happy collaboration between RAND and the Twenti-
eth Century Fund, now The Century Foundation. In fact, it became a
tripartite collaboration, including Cambridge University Press, with
which RAND inaugurated a new book series of policy analyses, a series
edited by Charles Wolf, Jr., just as Greg Treverton joined RAND. Greg
had left the vice chair of the National Intelligence Council during the
Clinton administration to come to RAND to run the International Secu-
rity and Defense Policy Center. At the same time, he joined a Twentieth
Century Fund task force on intelligence that produced a report several
years ago, In From the Cold. Greg contributed a background paper to
that report, a paper that began to develop the issues treated in this
book, and he played a major role in pushing the report to conclusion.

Our premise in this collaboration is the same as Greg’s: Not only
has the world of American intelligence been upended by the end of the
Cold War, but the necessary reshaping of intelligence will itself have to
result from a more open discussion of it than has been the norm in the
American democracy. RAND and The Century Foundation share an
interest in that reshaping of intelligence as an important part of
America’s capacity in foreign affairs. For RAND, U.S. intelligence is a
client and an increasingly important one. As intelligence strives to
adapt to a changed world, a range of RAND capacities — from regional
analysis, to budgeting and manpower planning, to thinking about costly
systems against an uncertain future — is more and more relevant. For
its part, The Century Foundation’s task force on intelligence followed
an earlier one, focused on the question of covert action. The
Foundation continues to foster discussion of the adequacy of current
governmental arrangements in light of the changed world, and

intelligence is an important part of those arrangements.

X1
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xii Reshaping national intelligence for an age of information

This book by Greg Treverton is fine policy analysis, enriched by his
own experience and his examples, drawn from his various angles of vi-
sion on intelligence — Senate investigator, White House consumer, and
intelligence community manager. His central propositions are the basis
for the discussion of intelligence that ought to happen but hasn’t, de-
spite several blue-ribbon panels during the late 1990s. He argues that
intelligence is no longer in the secrets business but rather in the informa-
tion business; that it now has too much information, not too little; that
it now has many consumers, not few, and that many of those new con-
sumers are non-Americans and people from the various private sectors;
and that while collection used to be the problem, selection now is the
central task for intelligence. His own bias is that intelligence needs to
be both contrarian, leaning against traditional wisdom, and attentive to
the longer term, leaning against the time horizons of Washington, which

seem shorter and shorter.

It is a pleasure for our two institutions to join with Cambridge Uni-
versity Press in publishing this book. We can only hope that it will help
provoke the serious discussion of reshaping intelligence for which it

calls. That discussion is both necessary and long overdue.

James Thomson Richard Leone
President, RAND President, The Century Foundation
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Preface

When I took over the national estimates process as vice chair of the
National Intelligence Council (NIC) at the beginning of the first Clinton
administration, I had been a Senate investigator of intelligence, a White
House consumer of intelligence, and an academic student of intelli-
gence. But this was my first time in what is called, slightly quaintly, the

)

“intelligence community.’

As with other such locutions in life, the

word community describes precisely what it is not; it is somewhere be-

tween a fiction and an aspiration.

I vowed that I would stay only as long as I could laugh at aspects of
the organizational culture in which the NIC worked — we took bed and
board from the Central Intelligence Agency (CIA) at its headquarters in
Langley, Virginia — that struck me as Cold War throwbacks, such as
the fact that my daily schedule, neatly typed and frequently revised each
day, was classified “secret.” I never did figure out why it was so classi-
fied, but I did leave, for other reasons, about the time I stopped laugh-

ng.

More to the point, I felt like the candidate member of a priesthood,
with both the positive and the negative connotations of that label. Posi-
tively, the CIA analysts who were my most immediate colleagues and

helpers reinforced the impression I had formed of them in earlier execu-
tive programs I had taught: they made me proud of the public service.
They were, and are, person for person, the match of any American or-
ganization, public or private. Their savvy and dedication belied all the
tired, unfair chestnuts about Washington bureaucrats. Theirs was a

true calling.

Yet the other connotation of priesthood was also apt. Intelligence
analysts thought of their calling as one apart, with whiffs of superiority
and condescension in their view. A lot had changed over the previous
decade or so — those changes are a theme of this book — but there

xiii
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xiv  Reshaping national intelligence for an age of information

were still hints of the view that said we’re in the business of speaking
truth, and if those policy types downtown don’t listen, the hell with
them. There are books to be written about the organizational culture of
the CIA — about the organizational cultures, really, because the CIA’s
three main directorates, for operations, analysis, and science and tech-
nology, are worlds apart. My Harvard colleague Ernest May described
them as about as integrated as the military services, and sometimes he
would add, “in 1947”! Organizational culture is not the subject of this
book but is its theme, for the revolution confronting intelligence ulti-
mately is one of mission and culture.

The aim of my teaching and writing about intelligence had been to
better connect it, and especially analysis, to the needs of policy. So
when I had the chance to try my ideas out not on my students but on
myself, I could hardly resist. It was a happy irony that the person who
offered me that chance was Bob Gates, the director of central intelli-
gence in the Bush administration and an old friend from government
service. Bob knew I had been helping Bill Clinton’s campaign against
his president but made me, in the months before the election’s outcome
was apparent, a nonpartisan offer rare in these days: “Come to the
NIC. If President Bush is re-elected, you’ll have some years to see if
your ideas can make intelligence estimates better. If he’s not, I’ll be a
lame duck, and you can decide whether to serve the new administration
at the NIC or elsewhere.” In the event, my old friend and colleague Joe
Nye became chair of the NIC, and I stayed, happily.

But I owe Bob a debt for giving me the chance to try my ideas on
myself. Talso owe a clutch of intellectual debts, ones I eagerly acknowl-
edge without tarring any of those creditors with responsibility for this
book’s shortcomings. Joe Nye and I had known each other since my
days in graduate school, but we had never worked closely together.
Doing so became a treat for me. Joe gave me enough discretion in
managing the national estimates process, and, more important, he gave
me the example of a mind that is clearer at framing issues than any I
have known.

I owe debts both pecuniary and substantive to the Twentieth Century
Fund, now The Century Foundation. The fund’s 1991 task force on
covert action gave me a chance to try my ideas, already formed, on in-
terested colleagues; their 1995 task force on intelligence gave me the
opportunity to begin to assemble the ideas that became this book, with
financial support from the fund. I am grateful for both, and especially
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Preface

for the criticism and encouragement of the Fund’s president,
Leone, and his colleagues, Morton Halperin and Janne Nolan.

XV

Richard
My re-

cent professional home, RAND, has been a fortunate one in many re-
spects. RAND’s book series with Cambridge University Press was an
ideal place to publish this book, and I appreciate the flexibility of the
three institutions — RAND, the Foundation, and Cambridge Press — in

making this tripartite collaboration a reality.

RAND was good enough to regard writing this book as part of its
broader public service, and it has supplied me with both interested col-

leagues and able graduate students. Among my colleagues, I am par-
ticularly indebted to Kevin O’Connell and to Dick Neu. As always,
Robert Klitgaard — happily a colleague again, at RAND — helped me
think through the framing of central issues. Loch Johnson, with whom
I first became interested in intelligence while working for the first Senate
Select Committee on Intelligence, often called the “Church committee”
after its chair, Senator Frank Church (D-Idaho), gave me characteristi-
cally insightful comments. I also appreciate the wise comments I’ve re-
ceived from David Gompert, Dick Kerr, and John Koehler. Of graduate
students, I particularly thank Lorne Teitelbaum, who served as both
research assistant and intellectual sparring partner; and Brett Neely,
who was enormously helpful in tracking down all those final details.

As a condition of my employment at the NIC, I had agreed to a CIA
review of any manuscript on intelligence. The review of this manuscript
was more arduous than I expected, although the officials of the CIA
Publications Review Board were unfailingly helpful and good natured.
The problem was that my subject is broad, so the manuscript had to be
farmed out to a number of agencies. Some of the first responses were so

sweeping as to underscore the need for a dramatic change of culture in
intelligence; in two cases, I was asked to delete material that agency
heads had discussed publicly. In the end, though, we agreed on a score
of changes, all of which affected details and not major points of analysis
or conclusions. Most of the changes were quite minor, but in several
cases, I do indicate in footnotes that deletions were made, lest the reader
think that bland or convoluted prose is the result of my or my editor’s

falling down on the job.

Finally, this book is dedicated to my wife, Karen. Pursuing her to
California may have delayed finishing the book, but it surely enriched

my life in the interim.
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Note on sources

This book assesses recent history to suggest the future shape of
American intelligence. The “age of information” in the book’s title is a
purposive double meaning. It is meant to connote the rush of develop-
ments, mostly technological, that is now regularly described by the label
“information age.” At least as important, though, is that the phrase is
intended to call attention to another dramatic feature of the future
world in which intelligence will operate: Technology, but not just tech-
nology, is producing overwhelming amounts of information. Intelli-
gence’s future world is both an information age and an age of informa-

)

tion.

The book is analysis. To sharpen the analytic points and make them
more vivid, it uses anecdotes from my various vantage points on intelli-
gence — Senate investigator, White House consumer, outside student,
and, most recently, National Intelligence Council producer. In that re-
spect, the book is like intelligence, for I have come to believe that most
people, including most policy officials, grasp analytic points more read-
ily if they come tethered to a fact, or caselet or anecdote.

Analyzing intelligence has become easier over the last generation, but
it is still not easy. It is not so much that information is in short supply
(though that is true in critical particulars). The last few years have pro-
duced not only memoirs but histories and cases, and intelligence re-
mains fascinating enough to induce a steady stream of investigative
journalism.

Rather, all these sources have their defects. The temptations of
memoir writers are all too well known. Current history, written in the
absence of documents, is vulnerable to reproducing errors just because
they were ferreted out of Aviation Week and Space Technology or ut-
tered in an interview. Journalism is all the more vulnerable. Even case-

xVvil
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xvili  Reshaping national intelligence for an age of information

writing has recently turned competitive, with insiders selectively declas-

sifying documents to prove their points.

I try to hedge my judgments appropriately. About intelligence pro-
cessing and analysis, [ am confident. I have used, produced, and studied
intelligence analysis. I am less confident in two other areas, and I try to

point that out.

One is espionage, clandestine collection. There, it is not so much
that I lack experience — for I have been a consumer of espionage in
several jobs — as that I am, to some extent, surely the prisoner of my
own perspective. I outline my judgments in chapter 5, and they are
harsh. But that harshness no doubt reflects my own preoccupation with
broad strategic mysteries, not specific tactical puzzles. If I had been
working on, for instance, the Hamas terrorists or the Cali drug cartel,
my judgments about espionage might be gentler. As I suggest in chapter
5, a first step in any serious restructuring of the clandestine service
would be a retrospective evaluation of U.S. spying, including eminent
outsiders, in order to develop a record of where the United States has

done well and where poorly, and why.

The other area is technical collection, and here I feel still less confi-
dent. My situation is not so different from that of intelligence’s senior
managers and congressional overseers: We generalists can hardly know
enough about the systems to begin to connect what we’d like to know
about Iran with where to fly or point a satellite, much less about which
new system to build. I am like the ballistics expert I describe later; I
have strong hunches but cannot justify them in a fully analytic way.
Those who do know the technical details well enough are very far from
the policy officials they are trying to help and may, to boot, have ac-
quired deep stakes in “their” collection systems. The first need here,
one I discuss in chapter 3, is for something like the Pentagon’s Policy
Analysis and Evaluation (PA&E) shop to give decisions about major in-
telligence systems the same analytic scrub that major weapons decisions

receive.

For both human and technical collection, as well as for the rest of
intelligence, the margin of what is debated publicly needs to be dramati-
cally widened. Only if they know more about what they are buying will
the American people be prepared to pay for it. In any event, that is the

premise of this book.
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