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Preface

We are a lucky generation for witnessing the microprocessor and Internet revolutions,
the type of technological marvels that mark the start of a new era: the information age.
Just like electricity, railroads, and automobiles, the information technologies have a
profound effect on our way of life and will stay with us for decades and centuries to
come. Thanks to these advances, we have been building complex communication and
computing networks on a global scale. However, it is still difficult today to predict how
this information age will progress in the future or to fully grasp its consequences. We
can hope for a complete understanding perhaps in decades to come, as past history
tells us.

Although we have engineered and built the Internet, the prime example of the
information revolution, our (mathematical) understanding of its underlying systems is
cursory at best, since their complexity is orders of magnitude greater than that of their
predecessors, e.g. the plain telephone network. Each disruptive technology brings its
own set of problems along with enormous opportunities. Just as we are still trying to
solve various issues associated with automobiles, the challenges put forward by the
information and communication networks will be there not only for us but also for the
next generations to address.

An important challenge today is security of complex computing and communication
networks. Our limited understanding of these systems has a very unexpected side-
effect: partial loss of “observability” and “control” of the very systems we build. Who
can claim today full knowledge and control of all the running computing and com-
munication processes on their laptop, corporate network, or country at all times? The
science-fiction literature has always focused on fears of losing control of “intelligent
machines.” It is ironic that very few people imagined losing control of our dumb but
complex and valuable systems to our malicious yet very own fellow human beings.

Security is a challenge stemming not only from the complexity of the systems sur-
rounding us but also from the users’ relative lack of experience with them. Unlike
other complex systems, such as vehicle traffic, ordinary users receive very little train-
ing before obtaining access to extremely powerful technologies. Despite this (or maybe
because of it), users’ expectations of their capabilities are very high. They often expect
everything to function as simply and reliably as, for example, the old telephone net-
work. However, even for advanced users, bringing all aspects of a connected computer
under control is a very time-consuming and costly process. The most diligent efforts
can unfortunately be insufficient when faced with a determined and intelligent attacker.
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These facts when combined with unrealistic expectations often result in significant
disappointment in the general public regarding security.

In spite of its difficulty, securing networked systems is indisputably important as
we enter the information age. The positive productivity benefits of networks clearly
overcome the costs of any potential security problems. Therefore, there is simply no
turning back to old ways. We have to live with and manage the security risks associated
with the new virtual worlds which reflect our old selves in novel ways.

The emerging security challenges are multifaceted ranging from complexity of under-
lying hardware, software, and network interdependencies to human and social factors.
While individuals and organizations are often very good at assessing security risks in
real life, they are quite inexperienced with the ones they encounter on networked sys-
tems, which are very different in complexity and timescale. Although many lessons
from real-world security can be transferred to the network security domain, there is a
clear need for novel and systematic approaches to address the unique issues the latter
brings about. It is widely agreed by now that security of networked systems is not a
pure engineering problem that can be solved by designing better protocols, languages,
or algorithms. It will require educating users and organizations, changing their per-
spectives, and equipping them with better tools for assessing and addressing network
security problems.

Although many aspects of the network security problem are new, it also exhibits con-
straints familiar to us, which we often encounter in real life. Many resources available
to malicious attackers and defending administrators of networks are limited. They vary
from classical resources, such as bandwidth, computing speed and capability, energy,
and manpower, to novel ones such as time, attention span, and mental load. Network
security involves decision making by both attackers and defenders in multiple levels
and timescales using the limited resources available to them. Currently, most of these
decisions are made intuitively and in an ad-hoc manner.

This book, which is the first of its kind, aims to present a theoretical foundation
for making resource allocation decisions that balance available capabilities and per-
ceived security risks in a principled manner. We focus on analytical models based on
game, information, communication, optimization, decision, and control theories that
are applied to diverse security topics. At the same time, connections between theo-
retical models and real-world security problems are highlighted so as to establish the
important feedback loop between theory and practice. Hence, this book should not be
viewed as an authoritative last word on a well-established field but rather as an attempt
to open novel and interesting research directions, hopefully to be adopted and pursued
by a broader community.

Scope and usage

This book is aimed mainly at researchers and graduate students in the field of network
security. While the emphasis is on theoretical approaches and research for decision-
making in security, we believe that it would also be beneficial to practitioners, such as
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system administrators or security officers in industry, who are interested in the latest
theoretical research results and quantitative network security models that build on con-
trol, optimization, decision, and game-theoretic foundations. An additional objective is
the introduction of the network security paradigm as an application area to researchers
well versed in control and game theory.

The book can be adopted as a reference for graduate-level network security courses
that focus on network security in diverse fields such as electrical engineering, com-
puter science and engineering, and management science. A basic overview of the
mathematical background needed to follow the underlying concepts is provided in the
Appendix.

Part I of the book is a very basic introduction to relevant network security concepts.
It also discusses the underlying motivation and the approach adopted, along with three
example scenarios. It is accessible to a general audience.

Part 2 presents security games and illustrates the usage of various game-theoretic
models as a way to quantify the interaction between malicious attackers and defend-
ers of networked systems. Deterministic, stochastic, and limited-information security
games are discussed in order of increasing complexity.

Part 3 focuses on decision making for security and provides example applications
of quantitative models from optimization and control theories to various security prob-
lems. Among the topics presented are “security risk-management,” “optimal allocation
of resources for security,” and social side of security: “usability, trust, and privacy.”

99 <

Chapters in this part are not dependent on each other and can be read independently.

Part 4 studies distributed schemes for decentralized malware and attack detection.
First, a distributed machine learning scheme is presented as a nonparametric method.
Subsequently, centralized and decentralized detection schemes are discussed, which
provide a parametric treatment of decentralized malware detection. Hence, this part
builds a bridge between security and statistical (machine) learning.
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Some of the notational conventions adopted in this book are listed below.

Symbol

Description

X

Xi
y=[D15 0]

M

M

{0,1}

[0,1)

[0,1]
f(x), V(x)

diag(x)

Q

1
Il 1]
min, max

inf, sup
NE
FP

vector or scalar as a special case

i-th element of vector x

row vector y

matrix

entry at the i-th row and j-th column of matrix M
transpose of a vector x or matrix M

set

(set of) attacker player(s) in security games
(set of) defender player(s) in security games
set of real numbers

set with two elements: 0 and 1

right-open line segment {x e R: 0 <x < 1}
closed unit interval {x e R: 0 <x <1}

real valued functions or functionals with argument
x (vector or scalar)

diagonal matrix with diagonal entries x
approximately equal

definition; term on the left defines the expression
on the right

identity matrix, / := diag([1,...,1])
norm of a vector x or of a matrix M
minimum and maximum operations
infimum and supremum operations
Nash equilibrium (or Nash equilibria)
fictitious play

Please see Appendix A for further information and definitions.
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